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Description

Release of Digi IX10 firmware version 24.3:

WireGuard VPN - Configure a WireGuard VPN where your device
can act as a client or as a server.

System watchdog - Two new configuration settings:
» Interface tests - Configure areboot of the interfaces you
configure after a specified amount of time.

* Modem monitoring - Configure a power cycle of the modem
after an initial timeout instead of that timeout being reported
as afailure.

SNMP trap and email notification for events - Configure an SNMP
v2 trap and/or email notification to be sent when an event occurs.

Configure a GREtunnel - Configure your tunnel to use Ethernet
over GRE (GRETAP setting).

Configure cellular modem(s) - Configure your cellular modem(s) to
include or exclude certain 4Gbands.

Serial disconnect - Disconnect any users connected to a serial port
configured for one of these modes: Login, Remote Access, PPP
Dial-in, or Modem Emulator.

Serial port information - Display information about the serial ports
on the Dashboard.

For more information about this release, see the blog post called,
"Announcing the Latest Digi Software Solutions for DAL OS 24.3
Frmware" on digi.com.

Release of Digi IX10 firmware version 23.12:

Updated Active SIM slot definition: Configure cellular modem.

HPSfeature is available for all DAL devices. Enable FIPS mode

Link OSPFroutes through a DMVPN tunnel and allow for
redirection of packets between spokes. Configure a DMVPN spoke.
New setting which allows device to initiate a Realport connection
to aremote server. Configure the RealPort service.

New After option for the SIM preference schedule. Configure
cellular modem.

New BOOTP dynamic allocation option. Configure a DHCP
server,


https://www.digi.com/blog/post/latest-software-updates-dal-os-24-3-and-digi-rm
https://www.digi.com/blog/post/latest-software-updates-dal-os-24-3-and-digi-rm
https://www.digi.com/
../../../../../Content/OS/dhcp-server-config-t.htm
../../../../../Content/OS/dhcp-server-config-t.htm

® Renamed SureLink Attempts configuration setting to Surelink
test failuresto better indicate what this setting does.

= New Telnet Login setting to control whether a user must supply
credentials when opening a Telnet connection to access a serial
port on a service. Configure serial authentication.

® New Advanced watchdog Modem check and recovery setting to
control whether watchdog will monitor initialization of the IX10
cellular modem. Configure the system watchdog.

For more information about this release, see Announcing the Latest
Digi Software Solutions for DAL OS 23.12 Hrmware and Digi Remote
Manager on digi.com.

N October Release of DigilX10 firmware version 23.9:

2023 . .
® Register a device to DRM:

¢ Added alink to the Dashboard of the local web Ul to register
and add the device to Digi Remote Manager.

= Updated Dashboard:

» Updated the layout of the Dashboard page of the web Ul to
combine the network interface and cellular modem details
into a single Network Activity panel.

= Primary Responder:

» Added Primary Responder mode setting to lock down the
device to comply with AT&T FrstNet and Verizon Response.

® Domain allow list:

¢ Added a Domain allow list feature to control what domains
are accessible through the Digi device.

= [allback:

« Added a fallback server setting to control which DNS server is
used as the fallback in the event that no configured or DHCP-
obtained DNS servers are available.

= MACsec tunnel:
* Added information about adding a MACsec tunnel.

M July 2023 Release of DigilX10 firmware version 23.6:

®  Serial port options:

e For PPP Dial-in mode, added the Default Route option to
control whether a default route gets added for the PPP
interface.

e Documented the new Modem emulator mode, which allows
serial portsto act as a dial-up modem emulator for handling
incoming AT dial-ins.

= Advanced Watchdog options:
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* Added System > Advanced Watchdog optionsto all devices.
® Digi Remote Manager support:

» Each time a device connects to Digi Remote Manager after the
device boots (or re-boots), the device now immediately
uploads all health metrics.

" VPN
« Added new Enable open routing configuration setting (VPN >

IP tunnels) to enable packets destined for an address which is
not explicitly in the routing table to exit the IP tunnel.

= Networking:

* Added new TCP retries2 configuration setting (Network >
Advanced) to control the number of times an
unacknowledged TCP data packet will be retransmitted before
the connection is considered lost.

May 2023 Release of Digi IX10 firmware version 23.3:

® Surelink:
¢ Redesigned Surelink configuration settings.

¢ Added show surelink state Admin CLI command to display
the overall pass/fail status of enabled Surelink tests.

= New configuration settings for LXC containers:

e Start on boot to configure the container to start when the
system boots.

¢ Restart timeout to configure the container to restart if it
stops.

* Optional parameters to include optional parameters for the
container.

* Mounted directories to setup shared directories between the
host filesystem and the container.

= Added a AT&T LWM2M support setting to enable or disable AT&T
lightweight M2M on cellular modems.

= \PN:

« DMWPN phase 1 spoke support with NHRP or mGRE, including
compatibility with Gsco DMVPN hubs.

e Added support for SHA2 ciphers for IKEv2 IPsec tunnels.
= Disabled mDNS by default for improved cellular performance.
= |f the device has a configured System >Name, it is now displayed
on the Dashboard.

December | Release of Digi IX10 firmware version 22.11:

2022 . .
= Updated the Linux kernel to version 5.19.

® The intelliHow feature now integrates with Digi Remote Manager
to provide aggregated insights and analytics for all Digi devicesin



your environment.
= Added an MQTT broker service, including support for:

» Multiple MQTT clients with unique topics and authentication
credentials.

¢ Pre-shared key encryption with multiple configurable keys.
« Pattern filtering for topic access control.

= Added FIPS mode, to provide Federal Information Processing
Standards (FIPS) 140-2 compliance.

= Added support for Next-hop routing protocol (NHRP).
= Added support for mGRE tunnels.
= Added support for IOMP redirect messages.

= Added a polling interval to control how often the cellular modem
is polled for signal strength and other status.

® New commands: tail and grep.

= Add Timeout option to modem Carrier Scan window in the Web
ul.

= Added advanced watchdog to:

« Monitor critical services and reboot the device if those services
fail.

* Monitor memory usage and log errors or reboot the device
based on current memory usage.

= Added the ability to have serial port data written to the system
log.

* Removed optionsin the local web Ul and Admin CLI for
manually starting, stopping, and clearing serial logs. These
actions are now controlled under the data logging
configuration settings.

Trademarks and copyright

Digi, Digi International, and the Digi logo are trademarks or registered trademarks in the United States
and other countries worldwide. All other trademarks mentioned in this document are the property of
their respective owners.

© 2024 Digi International Inc. Al rights reserved.

Disclaimers

Information in this document is subject to change without notice and does not represent a
commitment on the part of Digi International. Digi provides this document “asis,” without warranty of
any kind, expressed or implied, including, but not limited to, the implied warranties of fitness or
merchantability for a particular purpose. Digi may make improvements and/or changes in this manual
or in the product(s) and/or the program(s) described in this manual at any time.
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Warranty

To view product warranty information, go to the following website:

www.digi.com/howtobuy/terms

Customer support

Gather support information: Before contacting Digi technical support for help, gather the following
information:

Product name and model

Product serial number (s)

Hrmware version

Operating system/browser (if applicable)
Logs (from time of reported issue)

Trace (if possible)

Description of issue

Stepsto reproduce

Contact Digi technical support: Digi offers multiple technical support plans and service packages.
Contact us at +1 952.912.3444 or visit us at www.digi.com/support.

Feedback

To provide feedback on this document, email your commentsto
techcomm@digi.com

Include the document title and part number (IX10 User Guide, 90002399 L) in the subject line of your
email.
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Review 1X10 default settings
Local WU .
Digi Remote Manager ...
Default interface configuration ... ...
Other default configuration settings

Primary Responder mode ... ..
Differences between standard firmware operation and Primary Responder mode ................
Enable Primary Responder mode ...

Change the default password for the admin user

Configuration Methods ... .

Using Digi Remote Manager

Access Digi Remote Manager

Using the local web interface
Review the dashboard ...
Logout of theweb interface ...

Use the local REST API to configurethe IXI0device ....................oooiiiiiii
Use the GET method to return device configuration information .......................................
Use the POST method to modify device configuration parameters and list arrays .................
Use the DELETE method to remove items from a list array

Using the command line ...
Access the command lineinterface ...
Log in to the command line interface
Exit the command line interface

Digi Remote Manager SUPPOIt .. .
Certificate-based enhanced SECUNILY ... ... ..o
Configure your device for Digi Remote Manager support ...
Collect device health data and set the sample interval
Enable event log upload to Digi Remote Manager
Reach Digi Remote Manager on a private network
Pinhole Method ... ...
Proxy server method
VPN TUNnel Method ... ...
Log into Digi Remote Manager .. ...
Use Digi Remote Manager to view and manage your device
Add adevice to RemoOte Manager ... ...
Add a device to Remote Manager using information fromthelabel ...................................
Add a device to Remote Manager using your Remote Manager login credentials ..................
Configure multiple IX10 devices by using Digi Remote Manager configurations .........................
View Digi Remote Manager connection status
Learn more

Wireless Wide Area Networks (WAWANS) ..o
Configure SureLink active recovery to detect modem failures
Configure the device to reboot when a failure is detected
Disable SUreLink ...
Using cellular modemsin a Wireless WAN (WWAN) ..o
Configure a Wireless Wide Area Network (WWAN) ...
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Show WWAN status and statistics ...
Delete a VWM AN,
Local Area Networks (LANS) ..
About Local Area Networks (LANS)
CoNfIQUIE A LAN L. o
Change the default LAN subnet
Change the LAN address type ...
Show LAN status and statistics
Delete @ LAN L.
Configure an interface to operate in passthroughmode. ...............................................
DHOP SBIVEIS
Mirtual LANS (MLANS)
Create atrunked VLAN TOULE ... .. ..
Create a VLAN using switchport mode
Show Surelink status and statistics

Show SureLink State

Show Surelink status for a specific interface
Show Surelink statusfor all IPsectunnels ...
Show Surelink status for a specific IPsec tunnel
Show SureLink statusfor all OpenVPN clients ...
Show SurelLink status for a specific OpenVPN client

Default serial port configuration
Serial mode OPtiONS . .
\View serial port information
Default serial port configuration ... .
Configure Login mode for a serial POIt ...
Configure Remote Access mode for a serial port
Configure Application mode for a serial port
Configure PPP dial-in mode for a serial port
Configure UDP serial mode for a serial port ... . .
Configure Modem emulator mode for a serial port
Configure Modbus mode for a serial port ... .
Configure RealPort mode using the Digi Navigator
Installation and configuration process
Digi Navigator FEAtUIES ... ... . ...
Install the Digi Navigator ... .
Configure RealPort on a Digi device from the Digi Navigator
Digi Navigator application features ... ... ... ...
Advanced RealPort configuration without using the Digi Navigator
Windows Operating System
LinuX Operating SyStem ..
Download the RealPort driVer ... ...
Configure RealPort on your 1aptop ...
Configure the serial port for RealPort mode
Configurethe RealPort ServiCe ... ... .l
Disconnect auser from a serial POIt ... ...
Show serial port status and statistics
Serial At US PAGE ..
Review the serial port message log
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P TOUL NG
Configure astatic rOUte ... ... .
Delete astatiC rOULE ... ... i
Policy-based roUtINg ... .
Configure arouting POIICY ... ...
Example: Dual WAN policy-based routing ... ..
Example: Domain-based routing with dual WAN ...
Example: Route traffic to a specific WAN interface based on the client MACaddress ............
ROULING SEIVICES .
Configure roUuting SEIVICES ... . .. .

Show therouting table .. .

DYNaMIC DN .
Configure dynamic DNS .. ..

Virtual Router Redundancy Protocol (VRRP) ... .. .
R P
CoONfIQUIE VRRP
Configure VRRPH
Bxample: VRRP/VRRP+ configuration ... ...
Configure device one (master deviCe) ... .
Configure device two (backup device) ... ...
Show VRRP status and statistiCs ...

IPsec

IPsec data proteCtion . ... . .
IPSECMOUE ...
IPSECMOUES ... o
Internet Key Exchange (IKE) settings ... .
AULNeNtICatioN .. ...
Configure an IPseC tuNNel . .
Configure IPSec failover ... ... ... ... ...
Configure SureLink active recovery for IPSEC ...t
Show IPsec status and Statistics ..................ooooiii
Debug an IPsec configuration ... . .
Configure a Simple Certificate Enrollment Protocol client .............................................
Example: SCEP client configuration with Fortinet SCEP server ...
Show SCEP client status and information ... ...
NV PN
Configure an OPEeNVPN SEIVET ... ... . e
Configure an OpenVPN Authentication Group and User ...
Configure an OpenVPN client by usingan .ovpnfile ... ... ... ... ...
Configure an OpenVPN client without usingan .ovpnfile ... ...
Configure SureLink active recovery for OpenVPN ... ..
Show OpenVPN server statusand statistics ... ..
Show OpenVPN client status and statistics ...
Generic Routing Encapsulation (GRE) ...
Configuring a GRETUNNEl ... ...
ShoW GRETUNNEIS ..
Example: GREtunnel over an IPSectunnel ... .. ..
Dynamic Multipoint VPN (DMVPN)
Configure a DMVPN SPOKE .. .
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L2TP

Configure a PPP-over-L2TP tunnel
L2TP with IPsec

Configure an L2ZTPV3tUNNEl .. ... ... ..

Show L2TPV3 tunnel status
MACsec
Configure a MACsec tunnel

NEMO

Configure a NEMO tunnel
Show NEMO status
WireGuard VPN

Allow remote access for web administration and SSH
Configure the web administration service
Configure SSH access
Use SSH with key authentication

Generating SSH KeY Pairs ... . ...
ConfiQUIE tEINEL BCCESS ... ... oo
CoNfIgQUIE DINS

Show DNS server
Simple Network Management Protocol (SNMP)
SNMP Security
Configure Simple Network Management Protocol (SNMP)
Download MIBs

Configure the IoCation SEIVICE ...
Enable or disable modem GNSS SUPPOIt ...
Configure the device to use a user-defined static location ...

Configure the device to accept location messages from external sources
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Configure geofencing
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MOADUS QALEWAY ... .o e
Configure the ModbUS QateWaY .................cooiiiiii e
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SV S M M .

Configure the system time
Manually set the system date and time
Network Time Protocol
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Show status and statistics of the NTP server

Configure a MUILICASE FOULE ... ... ...
Enable service discovery (MDNS) ... ..
Use the MQTT BrOKEr SEIVICE ... ... o

Show MQTT broker information
Use the iPerf service
Example performance test using iPerf3
Configure the ping responder service

Example performance test using iPerf3 ...
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Start an interactive Python Session ... ...

Run a Python application at the shell prompt ... ... .. .
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Disable Shell 8CCESS ... ...
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Example 1: Administrator user with local authentication ...
Example 2: RADIUS, TACACS+, and local authentication for oneuser ..............................
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Configure packet filtering ...................................
Enable or disable a packet filteringrule ................
Delete a packet filteringrule ................................

Configure custom firewall rules .................................
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Example filters for capturing data traffic ... ...
Capture packets from the command line ... . .

Stop capturi

NG PACKES

Show captured trafficdata ...
Save captured data traffictoafile ...
Download captured datato your PC ...
Aear captured data ...
Use the ping command to troubleshoot network connections ...........................................
Ping to check internet connection ... .. .
SOp PING COMM@ANAS ..
Use the traceroute command to diagnose IP routing problems ...........................................
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Federal Communication (FCC) Part 150assB ... ...
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The help command

The question mark

Display help for individual commands

Use the Tab key or

Auto-complete commands and parameters

Available commands .
Use the scp command

(D COMMANG oo
the space bar to dlsplay abbrewated help ....................................................................................

Display status and statistics using the show command ...

show config .........

show system .......

show network ...
Device configuration using the command line interface

Execute configuration

commands at the root Admin CLI prompt ........................................
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The revert command
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Example: Create a new user by using the command line
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modem firmware ota update
modem firmware update
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Modem PUK StatUS .. .
modem puk UNlOCK .. .
MO FESOt .
OO SN

MOAEM SMS SENA-DINAIY ... .o e
monitoring metricsupload ...
MO O NG
monitoring metricsupload ...
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DI
PO O

FEOOT

O
ShOW ANAlYZEr
SO AN
SNOW ClOUd
ShOW CONTIg L.
SNOW CONE AN S .
show dhCp-lease ... . .
SNOW NS
SO BN

SNOW MO POt .
SO DS
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ShOW MO M .
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ShOW 0PNV STV
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ShOW SCEP-CliONt
SNOW SIS L.
SNOW SBrial

ShOW SUFEINK P SEC ...
show surelink OpeNVPN . .
show surelink state .. ..
SNOW Sy S M .
SNOW VIS ON .
SO VI D ol
Show Web-filter .
PO St .
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SO
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System Cloud regiSter ..
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SYStEM faCtOrY-rase ... ... .
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system firmware ota check ... . .
system firmware ota list ... ...
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system firmware update ... .
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SYSE M SCIIPt S O ...
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SYStem Serial SAVE . .
System serial SNOW ...
SYSLEM SUPPOIt-TEPOM ..
SYSL M LM St ..
SYStEM LIME SYNC ...
SYSteM LM L Ot .
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What's new in Digi 1X10 version 24.3

Release of Digi IX10 firmware version 24.3:
= \\reGuard VPN - Configure a WireGuard VPN where your device can act as a client or as a
server.
®  System watchdog - Two new configuration settings:

« Interface tests - Configure a reboot of the interfaces you configure after a specified
amount of time.

« Modem monitoring - Configure a power cycle of the modem after an initial timeout
instead of that timeout being reported as a failure.

= SNMP trap and email notification for events - Configure an SNMP v2 trap and/or email
notification to be sent when an event occurs.

= Configure a GREtunnel - Configure your tunnel to use Ethernet over GRE (GRETAP setting).

= Configure cellular modem(s) - Configure your cellular modem(s) to include or exclude certain
4Gbands.

® Serial disconnect - Disconnect any users connected to a serial port configured for one of these
modes: Login, Remote Access, PPP Dial-in, or Modem Emulator.

® Serial port information - Display information about the serial ports on the Dashboard.

For more information about this release, see the blog post called, "Announcing the Latest Digi
Software Solutions for DAL OS 24.3 Hrmware" on digi.com.
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Digi 1X10 Quick start

The following steps guide you through the setup of your DigilX10 device.
Migrating from a WR-series device? Click here for information and tools to set up your new IX-series
router.

Step 1: What'sin the box

When you open the 1X10 package, look for the following:
= Digi 1X10 device

S 123
WWAN2

N

9-30VDC 1A MAX

The Digi IX10 has a product label on the bottom of the device. The label includes product
identification information and the default password assigned to the device. The IX10 also
includes a terminal connector for the power supply installed in the power input.

® |nsert cards

= Digi 1X10 label
Printed copy of the product label on the bottom of your device. You can affix this label to the
top or side of the device such that you can access the label after the device is mounted, or
store the label in a safe place for future reference.

Step 2: Gather accessories

Accessories may be purchased with the IX10 device, or you can provide your own.
Here's the list of accessories used in this Quick start:

&

Antennas
Two cellular antennas, ordered separately.
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Digi 1X10 Quick start Sep 3: Connect

Power supply
Ordered separately.

DIN rail clip
Ordered separately. For optionally clipping the IX10to a DIN rail.

Laptop or personal computer
Use an Ethernet cable to connect your IX10 to a laptop or PC.

SIM card(s)

If you intend to configure cellular WWWAN access at this time, acquire
SIM cards as needed. Note the carrier, network APN (Access Point
Name), and SIM pin (if any) for each card.

Ethernet cable

Smart phone or tablet

Optional: Use a smart phone or tablet to automatically register your
IX10 in your Digi Remote Manager account and connect to your
cellular network. See Add a device to Remote Manager using
information from the label.

Step 3: Connect

1. Insert SIM card(s)
Insert your activated SIM (2FF) card(s) provided by your cellular carrier into the device:
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a. Use a Philips #0 driver to remove the SIM slot cover.

SIM slot cover
b. For high-vibration environments, apply a thin layer of dielectric grease to the SIM contacts.

If the IX10 device is used in an environment with high vibration levels, SIM card
contact fretting may cause unexpected SIM card failures. To protect the SIM cards, Digi
strongly recommends that you apply a thin layer of dielectric grease to the SIM contacts
prior to installing the SIM cards. See Apply Dielectric Grease over SIM Contacts for
instructions.

c. Insert the SIM card(s) into the SIM sockets. Insert the end of each SIM card with the
chamfered corner positioned as indicated. Push the SIMin until it clicks into place.

d. After SIM cards are installed, use a Philips #0 driver to secure the SIM slot cover. Torque
screw to 2in Ibs (225 mN m) maximum.

Apply Dielectric Grease over SIM Contacts

Digi recommends using either the Loctite®LB 8423 Dielectric Grease or Synco Lube®
Silicone Dielectric Grease.

a. Use a sheet of paper or cardboard over the area where you intend to work.

b. Use isopropyl alcohol and a cotton-tipped applicator to gently clean the SIM contacts.
Using isopropyl alcohol requires a well vented environment. Demineralized water can also
be used as an alternative.
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SIM
Contacts

¢. Oncethe surface is clean and dry, apply a small amount of dielectric grease in a thin layer
over the contacts. Use a hew cotton-tipped applicator to work the grease smoothy over
the contacts. Apply gentle pressure.

d. When the dielectric grease has been applied, insert the SIMinto the SIM slot as described
above.

2. Attach cellular antennas
Securely tighten each antenna using the barrel connector at the base of the antenna.
3. Connect DC power

B 12 3 45
WWAN2 WWAN1

2

A
ERASE @

4. Wait until a cellular connection has been established.

When connecting for the first time, it could take several minutes for the IX10 device to connect
to the cellular network while it attemptsto determine the APN required for the connection.

= |ndicator LEDs blink to show status during startup.

= \erify that the LTE LED on the front of the 1X10 shows either green or blue (solid or
flashing) for proper operation.

= \erify that the signal strength indicator on the front of the IX10 shows 2 or more bars.

If your SIM card has an APN that is not recognized by the 1X10 device, skip this step and
configure the APN following the procedure at Configure cellular modem APNSs,

5. Use an Ethernet cable to connect the Ethernet port to your PC.

Step 4: Configure

This section describes how to configure the device by using the local Web UI. You can also use Digi
Remote Manager to configure the device, including using a Digi RM device configuration to
automatically update the device. See the Digi Remote Manager User Guide.
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1. Onthe PCconnected to the IX10, open a browser and go to 192.168.210.1.
2. Loginto the IX10:
User name: Use the default user name: admin.

Password: Use the unique password printed on the bottom label of the device (or the printed
label included in the package).
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Digi 1X10 features and specifications
The Digi IX10 key features include:

Industrial grade components.

Operating temperatures:

-40Cto +70C/-40F to +158F.

LTE CAT 4 modem with two SIM slots.

10/100 BaseT Ethernet port for high-speed connectivity.

For a detailed list of IX10 hardware specifications, see
https://www.digi.com/products/networking/cellular-routers/industrial/digi-ix10#specifications.

I X10 accessories

When accessories are purchased with the IX10 device, the following are provided:

Cellular antennas.
Power supply.
Ethernet cable.

DIN rail mounting clip.

IX10 front and side views

The following figure shows the front view of the 1X10.

S 123
WWAN2

© 3= ©
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Item Decription

1. LEDs See IX10 LEDs,

2. Antenna | Main (WWANL) and auxillary (WWAN2) cellular antenna connectors.

connectors

3. The ERASE button is used to perform a device reset, and it has three modes:
iﬁi 1. Configuration reset: Press the ERASE button one time to reset the Digi IX10

configurations to the factory default. It will not remove any automatically
generated certificates and keys.

2. Full device reset: After the Digi IX10 reboots from the first button press and
before it connectsto the internet, press the ERASE button again to also
remove generated certificates and keys.

3. FHrmware reversion: Press and hold the ERASE button and then power on
the Digi IX10 to boot to the version of firmware that was used prior to the
current version.

4.Ethernet LAN-enabled by default.

port

5. Serial See Digi IX10 serial connector pinout for information about the serial port pin-out.
port

6. Power IX10 power supply requirements.

suppy

7. SELECT | The SELECT button is used to manually toggle between the two SIM slots.

8. SIM slots | See Install SIM cards for more details.

|X10 LEDs

The IX10 LEDs are located on the top front panel. . During bootup, the front-panel LEDs light up in
sequence to indicate boot progress.
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Power (PWR)

Off
No power.

Flashing green/cyan
Device has power and is in the process of
connecting to the internet.

Solid green
Device has power but is not connected to the
internet.

Solid cyan
Device has power and is connected to the internet.

SIM

Indicates that a SIMisin use:

Off
No SIMis present

Solid green
SIM1 is active.

Solid blue
SIM 2 is active

Solid red
SIMfailure.

LTE

Indicates that the status of the cellular module and the ETH Ethernet port connection:

IX10 User Guide
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i
L
i

Solid yellow (or orange)
Initializing or starting up.

Flashing yellow (or orange)

In the process of connecting to the
cellular network and to a device on
its ETH port.

Flashing green

Connected to 2Gor 3GL and isin the
process of connecting to any device
on its ETH port, or nothing is
connected to the port.

Flashing blue

Connected to 4GLTEand in the
process of connecting to a device on
its ETH port.

Alternating Red/yellow (or orange)
Upgrading firmware.

IX10 LEDs

Fashing white

ETH port connection established and
in the process of connecting to the
cellular network.

Solid green
Connected to 2Gor 3Gand also has
a device linked to its ETH port.

Solid blue
Connected to the 4GLTE and also
has a device link to its ETH port.

A WARNING! DO NOT POWER OFF DURING FIRMWARE UPGRADE

1. Or an unknown type of cellular network.

Signal quality indicators
LEDs labeled 1 through 5 Indicate the cellular service quality level.

Signal bars Weighted dBm Signal strength %

-113t0-99 0% to 23%
-98to -87 24%t0 42%
-86to0 -76 43%t0 61%
-75t0-64 62% to 80%
-63to -51 81% to 100%

Marginal

OK

Good

Excellent

The weighted dBm measurements are negative numbers, meaning values closer to zero denote a
larger number. For example, a -85 is a better signal than -90.

IX10 User Guide
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Digi IX10 hardware reference IX10 LEDs

See Cellular signal quality explained for more information regarding how signal strength is
calculated and subsequently displayed via the LED indicators.

Ethernet Link and Activity

The LEDs on the ETH port indicate that the Ethernet network interface is up and there is activity on
the network interface.

Left LED (on top of port connector)

= Off: No Ethernet link detected.
= Solid green: Ethernet link detected.
= Blinking green: Indicates Ethernet traffic.

Right LED (on top of port connector)

= Off: No Bhernet link detected.
= Solid amber: 10/100 Mbps link detected.

Cellular signal quality explained

Cellular signal quality refersto the strength and reliability of the signal from a cellular network to the
IX10. The quality of the signal is visually represented using LED bars on the front of the router: the
more bars that are lit the better the signal quality. An algorithm is used to determine the signal
quality, with each cellular network using a different algorithm.

2Galgorithm

For the 2G cellular network, the algorithm is determined using one parameter to calculate signal
strength: RSSI1.

RSSI > -80, bars=5

-89 < RSSI| <=-80, bars=4

-98 < RSSI <=-89, bars=3

-104 < RSSI <= -98, bars=2

RSSI <=-104, if we're connected to the cellular network, bars=1, if not bars=0

3Galgorithm

For the 3G cellular network (including HSPA®+), the algorithm is determined using one parameter to
calculate signal strength: RSS!

RSSI > -80, bars=5

-90 < RSSI| <=-80, bars=4

-100 < RSSI <=-90, bars=3

-106 < RSSI <=-100, bars=2

RSSI <=-106, if we're connected to the cellular network, bars=1, if not bars=0

1Received Signal Strength Indicator

IX10 User Guide 29



Digi IX10 hardware reference IX10 LEDs

AGLTEalgorithm

For the 4G LTE cellular network, the algorithm is determined using three parameters to calculate
signal strength: RSSl, RSRP1, and SNR2.

RSRP > -85, rsrp_bars=5

-95 < RSRP <= -85, rsrp_bars=4

-105 < RSRP <= -95, rsrp_bars=3

-115 <RSRP <= -105, rsrp_bars=2

-199 < RSRP <= -115, if we're connected to the cellular network, rsrp_bars=1,
if not rsrp_bars=0

If RSRP <=-199, the device usesthe RSSl as the value with the same algorithm:

SNR >= 13, snr_bars=5

4.5<=SNR < 13, snr_bars=4

1<=8NR <4, snr_bars=3

-3<SNR <1, snr_bars=2

-99 < SNR <=-3, if we're connected to the cellular network, snr_bars=1, if not
snr_bars=0

Once the values are determined, the 1X10 router uses the lesser of the two ranges, which isthen
visually represented by the signal bars.

5Galgorithm

For the 5G cellular network, the algorithm is determined using three parameters to calculate signal
strength: RSRP, RSRQ3, and SINR4.

RSRP >=-65, rsrp_bars=5

-80 <= RSRP < -65, rsrp_bars=4
-90 <= RSRP <-80, rsrp_bars=3
-110 <= RSRP < -90, rsrp_bars=2
-140 <= RSRP < -110, rsrp_bars=1
RSRP <-140, rsrp_bars=0

RSRQ >= 6, rsrq_bars=5

-7 <=RSRQ < 6, rsrq_bars=4
-19<=RSRQ < -7, rsrq_bars=3
-31<=RSRQ < -19, rsrq_bars=2
-43 <= RSRQ < -31, rsrq_bars=1
RSRQ <-43, rsrq_bars=0

SINR >= 30, sinr_bars=5

15 <=SINR < 30, sinr_bars=4
5<=SINR < 15, sinr_bars=3
-5 <=8SINR < 5, sinr_bars=2
-23 <=8SINR < -5, sinr_bars=1
SINR <-23, sinr_bars=0

Once the sinr_bars, rsrq_bars, and rsrp_bars values are determined, the IX10 router uses the lesser
of the three ranges, which is then visually represented by the signal bars.

1Referenced Signal Received Power
2Signal-to-Noise Ratio

3Reference Signal Received Quality
4Signal-to-Interface + Noise Ratio
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IX10 power supply requirements

IX10 isintended to be powered by a certified power supply with output rated at either 12 VDT 0.75 A
or 24D/ 0.375 Aminimum.
®  Use the Digi power supply accessory kit 76002104.

= |f you are providing the DC power source with a non-Digi power supply, you must use a
certified LPS power supply rated at either 12 VDT 0.75 Aor 24 VDC/0.375 Aminimum. The
voltage tolerance supports +- 10% (9 VDCto 30 VDC) at 9 Watts minimum.

= For installations requiring protective earth grounding, connect the -ve terminal of the power
connector to the system protective earth with a minimum 1mm2 stranded single insulated
cable. Grimp terminals should be used for all connections.

Digi 1X10 serial connector pinout

The IX10 is a DTE device. The pinout for the 10 pin RJ-50 serial connector is as follows:

R$485 half-
Pin number RS232 signal | duplex signal
1 Rl
2 DSR
3 RTS
4 GND GND
5 TX TxD/ RxD+
6 Rx TXD/RxD-
7 GND G
8 CTS
9 DTR
10 DCD

PIN#12345678910

10-pin serial cabling options

Digi offers several cabling options for connecting a 10 pin RJ-45/RJ-50 serial port to DB9 and DB25
serial connectors. Digi recommends the RJ45/Bare Wre 48 inch cable, part number 76000723, which
provides a customizable connector to connect EIA 422/485 Devices to Digi MEl products that have 10
pin RJ45 connectors. The PortServer TS, Digi Connect, and Digi One Products Cable Guide also provides
information about additional Digi cabling options.
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QR code definition

QRcode definition

AQRcode is printed on the label attached to the device and on the loose label included in the box
with the device components. The QR code contains information about the device.

OIG|7 xxxx

Bl termnationl ins. PR X0 00000
it Rev: XX

Password: 1234567890

SN: 00000000

HRERERLR

IMEL: 00000000000000

WARENEREN A ER R

MAC: 000000000000

RN RREN

QR code items
Semicolon separated list of:

Df=30
Of:

ProductName;Devicel D;Password;SerialNumber; SKUPart Number-SKUPart Revision

Example

1X10;00000000-00000000-112233F~H445566;PW1234567890;50001001-00
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Digi 1X10 hardware setup

This chapter contains the following topics:
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Install SIM cards

To install SIM cards:

1. Use a Philips #0 driver to remove the SIM slot cover.

SIM slot cover

2. For high-vibration environments, apply a thin layer of dielectric grease to the SIM contacts.

If the IX10 device is used in an environment with high vibration levels, SIM card contact
fretting may cause unexpected SIM card failures. To protect the SIM cards, Digi strongly
recommends that you apply a thin layer of dielectric grease to the SIM contacts prior to
installing the SIM cards. See Apply Dielectric Grease over SIM ContactsApply Dielectric Grease
over SIM Contacts for instructions.

3. Insert the SIM card(s) into the SIM sockets. Insert the end of each SIM card with the chamfered
corner positioned asindicated. Push the SIMin until it clicks into place.

e

—SELECT

4. After SIMcards are installed, use a Philips #0 driver to secure the SIM slot cover. Torque screw
to 2in Ibs (225 mN m) maximum.

Apply Dielectric Grease over SIM Contacts

Digi recommends using either the Loctite®LB 8423 Dielectric Grease or Synco Lube®Silicone
Dielectric Grease.

1. Use a sheet of paper or cardboard over the area where you intend to work.

2. Use isopropyl alcohol and a cotton-tipped applicator to gently clean the SIM contacts. Using
isopropyl alcohol requires a well vented environment. Demineralized water can also be used as
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an alternative.

cg

3. Oncethe surface is clean and dry, apply a small amount of dielectric grease in a thin layer over
the contacts. Use a new cotton-tipped applicator to work the grease smoothy over the
contacts. Apply gentle pressure.

4. \When the dielectric grease has been applied, insert the SIMinto the SIM slot as described
above.

SIM
Contacts

SIM removal

The IX10 has a PUSH-PUSH SIM connector. To insert, push each SIMin until it clicks, and repeat for
removal. When you push to gject, the SIM gjects back out about 1/8 inch.

Tips for improving cellular signal strength

If the signal strength LEDs or the signal quality for your device indicate Poor or No service, try the
following things to improve signal strength:

= Move the device to another location.
= Try connecting a different set of antennas, if available.
= Purchase a Digi Antenna Extender Kit: Antenna BExtender Kit, 1m.

Connect data cables
The IX10 supports two types of data ports:

= Ethernet (RJ-45): Use a Cat 5e or Cat 6 Ethernet cable.

®m Serial (RJ-50): Use a serial cable with an RJ-50 connector to connect to the 1X10 device. See 10-
pin serial cabling options for information about Digi's 10-pin RJ-50 cables.

Mount the IX10 device

There are two options for mounting the IX10 device:

®m  Attach to a mounting surface by using the mounting tabs.
®m Attach to DIN rail with clip.
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Digi 1X10 hardware setup Mount the IX10 device

Attach to a mounting surface by using the mounting tabs

Attach to mounting
surface

[j—
e

Round-head M4 size
screws. Type and
length is dependent
on the mounting
surface type.

Attach to DIN rail with clip

The DIN rail clip is an optional accessory included when the IX10 is purchased with accessories. You
can attach the din rail clip directly to the device either on the back or the bottom of the device.

1. Attach the DINrail clip to the back of the device:
a. Attach the DINrail clip to the back of the device with the screws provided.
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b. Set the IX10 device onto a DIN rail and gently press until the clip snapsinto the rail.

2. Attach the DINrail clip to the bottom of the device:
a. Attach the DIN rail clip to the bottom of the device with the screws provided.

A WARNING! Using screws longer than 5.0 mm will cause damage to the IX10.

ei«";_,é-&' T 3 4 5 —

' O e s Bl

E IOV A MAX

T

& o \@of 12 930VDC

Ol © il

WWAN1-1 XBEE SERIAL  +1AMAX-
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b. Set the IX10 device onto a DIN rail and gently press until the clip snapsinto the rail.

fitted securely to avoid the risk of personal injury. Digi recommends that this device be

WARNING! If being installed above head height on a wall or ceiling, ensure the device is
A installed by an accredited contractor.
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FHrmware configuration

This chapter contains the following topics:

Review IX10 default settings .

Primary Responder mode ...
Change the default password

Configuration methods ........

Using Digi Remote Manager .
Access Digi Remote Manager
Using the local web interface

forthe admin User ... ...

Use the local REST API to configure the IX10device ... . ...

Using the command line ...
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Review 1X10 default settings

You can review the default settings for your IX10 device by using the local WebUI or Digi Remote
Manager:

Local WebUI

1. Loginto the IX10 WebUI as a user with Admin access. See Using the local web interface for
details.

2. Onthe menu, click System > Device Configuration.

Digi Remote Manager

1. If you have not already done so, connect to your Digi Remote Manager account.

From the menu, click Devices to display a list of your devices.

Locate your device as described in Use Digi Remote Manager to view and manage your device.
dick the Device ID.

Cick Settings.

6. dick to expand Config.

ag > wDn

The following tables list important factory default settings for the IX10.

Default interface configuration

Interface
type Preconfigured interfaces Devices Default configuration

Wireless = Modem = Modem Hrewall zone:
Wide Area External
Network = \WAN priority:
(WWAN) Metric=3
®m SMfailover after 5
attempts
® SurelLink enabled for
IPv4

Local Area = EFTH B Fhernet: ® Hrewall zone:
Network ETH Internal
(LAN) = |P Address:
192.168.2.1/24
= DHCP server
enabled
= | AN priority:
Metric=5
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Interface
type Preconfigured interfaces Devices Default configuration

= | oopback = Bhernet: = Hrewall zone:
Loopback Loopback
= |Paddress:
127.0.0.1/8
= Default IP = Ehernet: ® Hrewall zone: Setup
ETH ® |Paddress
192.168.210.1/24
= Default Link-local IP = Ehernet: = Hrewall zone: Setup
ETH ® |Paddress
169.254.100.100/16

Other default configuration settings

Central = Digi Remote Manager enabled as the central management service.
management
Security policies ®  Packet filtering allows all outbound traffic.

®  SSH and web administration:
¢ Enabled for local administration
e Frewall zone: Internal
Monitoring ®  Device heath metrics uploaded to Digi Remote Manager at 60 minute

interval.
SNMP: Disabled

Enabled

Serial mode: Remote
Label: None

Baud rate: 9600
Data bits: 8

Parity: None

Stop bits: 1

How control: None

Serial port

Primary Responder mode

You can use the Primary Responder mode configuration setting to manually enable the IX10 device to
be in an AT&T FrstNet-compliant mode (Primary Responder mode). When a device isin Primary
Responder mode, certain firmware features are disabled. See Differences between standard firmware
operation and Primary Responder mode.

The Primary Responder mode configuration setting is available in the 23.9.x and newer firmware. This
replaces the Primary Responder firmware that was available prior to the 23.9.x firmware release.

Disable Primary Responder Mode
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If you enable Primary Responder mode and then disable it, the device's configuration is erased and
the device will reboot. You will then need to reconfigure the device to the desired configuration.

Differences between standard firmware operation and Primary

Responder mode

The device firmware version 23.9 and later has a Primary Responder mode that can be enabled on any
device. When enabled, the device acts as a Primary Responder (PR) device with a security hardened,
feature-restricted firmware targeted to comply with AT&T FrstNet and Verizon Response\Verify
security requirements.

When Primary Responder mode is enabled, the following features are not available:

= Telnet access has been removed.
= Raw TCP listeners for serial ports have been removed.
= \W-F:

* WPAL encryption has been removed.

« Preconfigured access pointdisabled by default.

Enable Primary Responder mode

You can manually enable the Primary Responder mode configuration setting to change your device to
Primary Responder mode.

When Primary Responder mode is enabled, some features on your device will not be available.
See Differences between standard firmware operation and Primary Responder mode.

To enable Primary Responder mode:

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Onthe Dashboard, verify the current firmware version installed on the device. In the Device
section, look at the Firmware Version field and verify that the version is 23.9.x or above.

If the firmware version is not 23.9.x or above, you must update the firmware to 23.9.x
before you can continue.

3. Access the device configuration:
Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. dick Settings.

d. dickto expand Config.
Local Web UL:
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a. Onthe menu, click System. Under Configuration, click Device Configuration.

@owtbors  suws @ o

The Configuration window is displayed.

4. dick System.

5. Enable Primary Responder mode.
6. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Enable Primary Responder mode:

(config)> system primaryresponder true
(config)>

4. Save the configuration and apply the change

(config)> save

Configuration saved.
>

5. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Change the default password for the admin user

The unique, factory-assigned password for the default admin user account is printed on the bottom
label of the device and on the loose label included in the package.

If you erase the device configuration or reset the device to factory defaults, the password for the
admin user will revert to the original, factory-assigned default password.

To change the default password for the admin user:
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1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Qick the Device ID.
dick Settings.
Cick to expand Config.

Local Web Ul
a. Onthe menu, click System. Under Configuration, click Device Configuration.

The Configuration window is displayed.

oIGI @oastboard  EBSas L System © smin
Digi Xi0

3. dick Authentication >Users >admin.

4. Enter a new password for the admin user.The password must be at least eight characters long
and must contain at least one uppercase letter, one lowercase letter, one number, and one
special character.

If the Primary Responder feature is enabled, the password must be at least 10 characters
long and must contain at least one uppercase letter, one lowercase letter, one number, and
one special character.
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5. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or loginto the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Set anew password for the admin user. The password must be at least eight characters long
and must contain at least one uppercase letter, one lowercase letter, one number, and one
special character.

(config)> auth user admin password new-password
(config)>

4. Save the configuration and apply the change

(config)> save
Configuration saved.
>

5. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configuration methods

There are two primary methods for configuring your 1X10 device:

= kb interface.
The web interface can be accessed in two ways:

» Central management using the Digi Remote Manager, a cloud-based device management
and data enablement platform that allows you to connect any device to any application,
anywhere. With the Remote Manager, you can configure your 1X10 device and use the
configuration as a basis for a Remote Manager configuration which can be applied to other
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similar devices. See Central management for more information about using the Remote
Manager to manage and configure your IX10 device.

e The local web interface. See Using the local web interface for more information about
using the local web interface to manage and configure your 1X10 device.

Changes made to the device's configuration by using the local web interface will not
be automatically reflected in Digi Remote Manager. You must manually refresh Remote
Manager for the changes to be displayed.

Web-based instructions in this guide are applicable to both the Remote Manager and the local
web interface.

= Command line.

Arobust command line allows you to perform all configuration and management tasks from
within a command shell. Both the Remote Manager and the local web interface also have the
option to open a terminal emulator for executing commands on your IX10 device. See Using
the command line for more information about using the command line to manage and
configure your 1X10 device.

In this guide, task topics show how to perform tasks:

Shows how to perform atask by using the local web interface.

Shows how to perform atask by using the command line interface.

Using Digi Remote Manager
By default, your IX10 device is configured to use Digi Remote Manager as its central management
server. Devices must be registered with Remote Manager using one of the following options:
= Aspart of the getting started process. See the Quick Start Guide for information.
= |f you have not registered the device already, you can do so using the Device ID, MAC address,
IMHEL, or your Remote Manager login credentials. See Add a device to Remote Manager.

For information about configuring central management for your IX10 device, see Central
management.

Access Digi Remote Manager
To access Digi Remote Manager:
1. If you have not already done so, go to https://myaccount.digi.com/ to sign up for a Digi
Remote Manager account.
2. Check your email for Digi Remote Manager login instructions.
3. Goto remotemanager.digi.com.
4. Enter your user name and password. The Digi Remote Manager Dashboard appears.
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Using the local web interface
To connect to the 1X10 local Web UI:

1. Use an Ethernet cable to connect the IX10's ETH port to a laptop or PC.
2. Open abrowser and go to 192.168.210.1.
3. Log into the device using a configured user name and password.

The default user name is admin and the default password is the unique password printed on
the label packaged with your device.

Review the dashboard

After logging in, the local web admin dashboard is displayed.
The dashboard shows the current state of the device.

Dashboard

area Description

Network = Summarizes network statistics: the total number of bytes sent and received
activity over all configured bridges and Ethernet devices.

= Displays the status of the network interfaces configured on the device.
= Provides information about the signal strength and technology of the cellular
modem(s).

Digi Remote | Displays the device connection status for Digi Remote Manager, the amount of time
Manager the connection has been up, and the Digi Remote Manager device ID.

See Using Digi Remote Manager.

The links in this section enable you to do the following:

= | aunch Digi Remote Manager: Cick Go To Digi Remote Manager to open
the Digi Remote Manager login page.

= Add a device to Remote Manager: dick Register device in hew account to
add a device to Remote Manager using your Remote Manager login
credentials.

Device Displays the IX10 device's status, statistics, and identifying information.

Serial Ports | Displays information about the serial ports on the IX10. Each serial port is identified
by port name or number, followed by the serial port mode configured for the port.
The icons next to the port name or number shows the serial port status:
= Empty circle: Port is not connected.
= Green circle: Active connection on the port.
= Red X: No signal, which is an error state where the port is not available.

= Down arrow: One of the control signalsis not active. Thisicon may display
For for ports configured in Remote Access serial port mode and that have a
signal monitor enabled (CTS or DCD) in the Monitoring Settings section.

You can click the icons at the top of the section to access other pages:

= Blue"i": dick to access the Serial Status page.
= Blue wrench: dick to access the Serial Configuration page.
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Log out of the web interface
= On the main menu, click your user name. Click Log out.

@ Dashboard B Status ¥ System o

Use the local REST API to configure the 1X10 device

Your IX10 device includes a REST API that can be used to return information about the device's
configuration and to make modifications to the configuration. You can view the REST API specification
from your web browser by opening the URL:

https://ip-address/cgi-bin/config.cgi
For example:

https://192.168.210.1/cgi-bin/config.cgi

Use the GET method to return device configuration information
To return device configuration, issue the GET method. For example, using curl:

$ curl -k -u admin https://ip-address/cgi-bin/config.cgi/value/path -X GET

where:

®  jp-addressisthe IP address of the IX10 device.
= pathisthe path location in the configuration for the information being returned.

To determine allowed values for path from the Admin CLI:

1. Select the device in Remote Manager and click Actions > Open Console, or log into the
IX10 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access
selection menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. At the config prompt, type ? (question mark):

(config)>?

auth Authentication

cloud Central management
firewall Firewall

monitoring Monitoring
network Network

serial Serial

service Services
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system System
vpn VPN
(config)>

The allowed values for path are listed in the first (left) column.

4. To determine further allowed path location values by using the ? (Question mark) with
the path name:

(config> service ?
Services

Additional Configuration

dns DNS

iperf IPerf

location Location

mdns Service Discovery (mDNS)
modbus_gateway Modbus Gateway
multicast Multicast

ntp NTP

ping Ping responder

snmp SNMP

ssh SSH

telnet Telnet

web_admin Web administration

(config)> service
For example, to use curl to return the ssh configuration:

$ curl -k -u admin https://192.168.210.1/cgi-bin/config.cgi/value/service/ssh -X GET
Enter host password for user 'admin':

ok": true,
"result": {
"type": "object",
"path": "service.ssh"
, "collapsed": {
"acl.zone.0": "internal"

:‘acl.zone.1": "edge"
:‘acl.zone.2": "ipsec”
:‘acl.zone.S": "setup"
:‘enable": "true"
:‘key":

"mdns.enable": "true"

"mdns.name™; "
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"mdns.type": "_ssh._tcp."
:Iportll: ll22ll
"protocol.0"; "tcp"

}
}
}
$

You can also use the GET method to return the configuration parameters associated with an item:

curl -k -u admin https://192.168.210.1/cgi-bin/config.cgi/keys/service/ssh -X GET
Enter host password for user 'admin':

{"ok": true, "result": [ "acl", "custom", "enable", "key", "mdns", "port",

$

protocol"] }

Use the POST method to modify device configuration parameters
and list arrays

Use the POST method to modify device configuration parameters
To modify configuration parameters, use the POST method with the path and value parameters.

$ curl -k -u admin "https://ip-addressi/cgi-bin/config.cgi/value?path=path&value=new_value" -X POST
where:

= pathisthe path to the configuration parameter, in dot notation (for example,
ssh.service.enable).

® new_valueisthe new value for the parameter.

For example, to disable the ssh service using curl:

$ curl -k -u admin "https://192.168.210.1/cgi-bin/config.cgi/value?path=service.ssh.enable&value=false" -X
POST

Enter host password for user 'admin':

{"ok": true }

$

Use the POST method to add itemsto a list array

To add itemsto a list array, use the POST method with the path and append parameters. For
example, to add the external firewall zone to the ssh service:

$ curl -k -u admin "https://192.168.210.1/cgi-
bin/config.cgi/value?path=service.ssh.acl.zone&append=true&value=external" -X POST
Enter host password for user 'admin':

{"ok": true, "result": "service.ssh.acl.zone.4" }

$
Use the POST method to add objectsto a list array

Objectsin an array that require one or more underlying values can be set using the collapsed URI
parameter. We recommend including the -g option as well, to instruct curl to turn off globbing. The
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below example would add a new static route for the WAN interface for the 1.2.4.0/24 destination
network:

$ curl -g -k -u admin "https://192.168.210.1/cgi-
bin/config.cgi/value?path=network.route.static&append=true&collapsed[dst]=1.2.4.0/24&collapsed
[interface]=/network/interface/wan" -X POST
Enter host password for user 'admin':

"ok": true, "result": "network.route.static.1" }

$

Use the DELETE method to remove items from a list array
To remove items from a list array, use the DELETE method. For example, using curl:

$ curl -k -u admin "https://192.168.210.1/cgi-bin/config.cgi/value?path=path

where path is the path to the list item, including the list number, in dot notation (for example,
service.ssh.acl.zone.4).

For example, to remove the external firewall zone to the ssh service:

1. Usethe GET method to determine the SSH service's list number for the external zone:

$ curl -k -u admin "https://192.168.210.1/cgi-bin/config.cgi/value?path=service/ssh/acl/zone -X GET

{
"ok": true,
"result™: {
"type": "array",
"path": "service.ssh.acl.zone"
, "collapsed": {
"0": "internal"
ll1 ll: Iledgell
ll2ll: Ilipsecll
ll3ll: Ilsetupll
"4": "external"
}
}
}
$

2. Use the DELETE method to remove the external zone (list item 4).

$ curl -k -u admin https://192.168.210.1/cgi-bin/config.cgi/value?path=service.ssh.acl.zone.4 -X
DELETE

Enter host password for user '‘admin':

{"ok": true }

$

IX10 User Guide 51



FHrmware configuration Using the command line

Using the command line

The Digi IX10 device provides a command-line interface that you can use to configure the device,
display status and statistics, update firmware, and manage device files.

See Command line interface for detailed instructions on using the command line interface and see
Command line reference for information on available commands.

Access the command line interface

You can access the IX10 command line interface using an SSH connection, a telnet connection, or a
serial connection. You can use an open-source terminal software, such as PuTTY or TeraTerm, to
access the device through one of these mechanisms.

You can also access the command line interface in the WebUI by using the Terminal, or the Digi
Remote Manager by using the Console.

To access the command line, your device must be configured to allow access, and you must log in as
a user who has been configured for the appropriate access.

For further information about configuring access to these services, see:

® Serial: Serial port

= WebUI: Configure the web administration service
®m SSH: Configure SSH access

= Telnet: Configure telnet access

Log in to the command line interface

1. Connect to the IX10 device by using a serial connection, SSH or telnet, or the Terminal in the
WebUI or the Console in the Digi Remote Manager. See Access the command line interface for
more information.

Telnet is not available when Primary Responder mode has been enabled for the device.
For information about Primary Responder mode, see Differences between standard firmware
operation and Primary Responder mode.

= For serial connections, the default configuration is:
e 115200 baud rate
e 8databits
e no parity
e 1stop bit
« no flow control

® [For SSH and telnet connections, the default IP address of the device is 192.168.210.1
onthe.
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2. At thelogin prompt, enter the username and password of a user with Admin access:

login: admin
Password kkkkkkkkkk

The default username is admin. The default unique password for your device is printed on the
device label.

3. Depending on the device configuration, you may be presented with another menu, for
example:

Access selection menu:

a: Admin CLI

s: Shell

q: Quit

Select access or quit [admin] :
Type a or admin to access the IX10 command line.
You will now be connected to the Admin CLI:

Connecting now...
Press Tab to autocomplete commands
Press '?' for a list of commands and details
Type 'help’ for details on navigating the CLI
Type 'exit' to disconnect from the Admin CLI

>

See Command line interface for detailed instructions on using the command line interface.

Exit the command line interface

1. At the command prompt, type exit.
> exit

2. Depending on the device configuration, you may be presented with another menu, for
example:

Access selection menu:
a: Admin CLI
s: Shell
g: Quit
Select access or quit [admin] :

Type g or quit to exit.
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This chapter contains the following topics:

Digi Remote Manager SUPDOI ... ..o e
Certificate-based enhanCed SECUNILY ... ... .o
Configure your device for Digi Remote Manager support ...
Reach Digi Remote Manager on a private network ... ...
Log into Digi RemMOte Manager ... .......oooiii e
Use Digi Remote Manager to view and manage your deviCe ......................o.coeiiiiiiiiiiiii,
Add adevice to REMOLE MANAGET ... ...
Configure multiple IX10 devices by using Digi Remote Manager configurations .............................
View Digi Remote Manager connection status ... .
LA N IO . .
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Digi Remote Manager support

Digi Remote Manager is a hosted remote configuration and management system that allows you to
remotely manage a large number of devices. Remote Manager includes a web-based interface that
you can use to perform device operations, such as viewing and changing device configurations and
performing firmware updates. Remote Manager servers also provide a data storage facility. The Digi
Remote Manager is the default cloud-based management system, and is enabled by default.

To use Remote Manager, you must set up a Remote Manager account. To set up a Remote Manager
account and learn more about Digi Remote Manager, go to http://www.digi.com/products/cloud/digi-
remote-manager.

To learn more about Remote Manager features and functions, see the Digi Remote Manager User
Guide.

Certificate-based enhanced security

Beginning with firmware version 22.2.9.x, the default URL for the device's Remote Manager connection
is edpl2.devicecloud.com. This URL is required to utilize the client-side certificate support. Prior to
release 22.2.9.x, the default URL was my.devicecloud.com.

= |f your Digi device is configured to use a non-default URL to connect to Remote Manager,
updating the firmware will not change your configuration. However, if you erase the device's
configuration, the Remote Manager URL will change to the default of edp12.devicecloud.com.

= |f you perform a factory reset by pressing the ERASE twice, the client-side certificate will be
erased and you must use the Remote Manager interface to reset the certificate. Select the
device in Remote Manager and select Actions > Reset Device Certificate.

= The certificate that is provided to the client by Remote Manager is signed by a specific
certificate authority, and the device is expecting that same certificate authority. If your IT
infrastructure uses its own certificate-based authentication, this might cause the device to
interpret the certificate provided by Remote Manager as being from an incorrect certificate
authority. If thisis the case, you need to include an exception to allow edp12.devicecloud.com
to authenticate using its own certificate.

The new URL of edp12.devicecloud.com is for device communication only. Use
https://remotemanager.digi.com for user interaction with remote manager.

FHrewall issues

To utilize the certificate-based security, you may need to open a port through your firewall for egress
connectivity to edpl2.devicecloud.com. TCP port 3199 is used for communication with Remote
Manager.

Configure your device for Digi Remote Manager support

By default, your IX10 device is configured to use for central management.

Additional configuration options
These additional configuration settings are not typically configured, but you can set them as needed:

= Disable the Digi Remote Manager connection if it is not required. You can also configure an
alternate cloud-based central management application.
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= Change the reconnection timer.

= The non-cellular keepalive timeout.

= The cellular keepalive timeout.

= The keepalive count before the Remote Manager connection is dropped.
= SMS support.

= HTTP proxy server support.

To configure your device's Digi Remote Manager support:

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Qick the Device ID.
c. dick Settings.
d. dickto expand Config.

Local Web Ul
a. Onthe menu, click System. Under Configuration, click Device Configuration.

@ S O ©sinin

The Configuration window is displayed.

oIGI @oastboard  EBSas L System © smin
Digi Xi0
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3.

10.

11

Qick Central management.
The Central management configuration window is displayed.

Digi Remote Manager support is enabled by default. To disable, toggle off Enable central
management.

For Service, select Digi Remote Manager.
(Optional) For Management server, type the URL for the central management server.
The default varies depending on firmware versions:

= Hrmware version 22.2.9.x and newer, the default is the edp12.devicecloud.com. This
server is for device-connectivity only, and uses enhanced security through certificate-
based communication. See Digi Remote Manager support for further infomation.

= Hrmware prior to version 22.2.9., the default is the Digi Remote Manager server,
https://remotemanager.digi.com.

(Optional) For Management port, type the destination port for the remote cloud services
connection. The default is 3199.

Firmware server should normally be left at the default location.

(Optional) For Speedtest server, type the name or IP address of the server to use to test the
speed of the device's internet connection(s).

(Optional) For Retry interval, type the amount of time that the IX10 device should wait before
reattempting to connect to remote cloud services after being disconnected. The default is 30
seconds.

Alowed values are any number of hours, minutes, or seconds, and take the format number
{h|mls}.
For example, to set Retry interval to ten minutes, enter 10m or 600s.

(Optional) For Keep-alive interval, type the amount of time that the IX10 device should wait
between sending keep-alive messages to remote cloud services when using a non-cellular
interface. The default is 60 seconds.

Alowed values are any number of hours, minutes, or seconds, and take the format number
{hm|s}.
For example, to set Keep-alive interval to ten minutes, enter 10m or 600s.

(Optional) For Cellular keep-alive interval, type the amount of time that the IX10 device
should wait between sending keep-alive messages to remote cloud services when using a
cellular interface. The default is 290 seconds.
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12.

13.

14.

15.

16.

17.

Alowed values are any number of hours, minutes, or seconds, and take the format number
{him|s}.
For example, to set Cellular keep-alive interval to ten minutes, enter 10m or 600s.

(Optional) For Allowed keep-alive misses, type the number of allowed keep-alive misses. The
default is 3.

Enable watchdog is used to monitor the connection to remote cloud services. If the
connection is down, you can configure the device to restart the connection, or to reboot. The
watchdog is enabled by default.

If Enable watchdog is enabled:

a. (Optional) For Restart Timeout, type the amount of time to wait before restarting the
connection to the remote cloud services, once the connection is down.

Alowed values are any number of hours, minutes, or seconds, and take the format
number{h|m|s}.
For example, to set Restart Timeout to ten minutes, enter 10m or 600s.

The minimum value is 30 minutes and the maximum is 48 hours. If not set, this option is
disabled. The default is 30 minutes.

b. (Optional) For Reboot Timeout, type the amount of time to wait before rebooting the
device, once the connection to the remote cloud servicesis down. By default, this option is
not set, which meansthat the option is disabled.

Alowed values are any number of hours, minutes, or seconds, and take the format
number{h|m|s}.
For example, to set Reboot Timeout to ten minutes, enter 10m or 600s.

The minimum value is 30 minutes and the maximum is 48 hours. If not set, this option is
disabled. The default is disabled.

(Optional) Enable Locally authenticate CLI to require a login and password to authenticate
the user from the remote cloud services CLI. If disabled, no login prompt will be presented and
the user will be logged in as admin. The default is disabled.

(Optional) Configure the 1X10 device to communicate with remote cloud services by using SMS:

a. Cick to expand Short message service.

b. Enable SMS messaging.

c. For Destination phone number, type the phone number for the remote cloud services:
= Within the US: 12029823370
® |nternational: 447537431797

d. (Optional) Type the Service identifier.

(Optional) Configure the 1X10 device to communicate with remote cloud services via one of two
methods: Pinhole or Proxy server.

If using the Pinhole method, refer to the following

If using the Proxy server method:

a. Cick to expand HTTP Proxy.
b. Enable the use of an HTTP proxy server.
c. For Server, type the hostname of the HTTP proxy server.
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18.

d. For Port, type or select the port number on the HTTP proxy server that the device should
connect to. The default is 2138.

Qick Apply to save the configuration and apply the change.

Select the device in Remote Manager and click Actions > Open Console, or log into the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

At the command line, type config to enter configuration mode:

> config
(config)>

Digi Remote Manager support is enabled by default. To disable Remote Manager support:

(config)> cloud enable false
(config)>

(Optional) Set the URL for the central management server.

(config)> cloud drm drm_url url
(config)>

The default varies depending on firmware versions:

= Hrmware version 22.2.9.x and newer, the default is the edp12.devicecloud.com. This
server is for device-connectivity only, and uses enhanced security through certificate-
based communication. See Digi Remote Manager support for further infomation.

= Hrmware prior to version 22.2.9.x, the default is the Digi Remote Manager server,
https://remotemanager.digi.com.

(Optional) Set the amount of time that the 1X10 device should wait before reattempting to
connect to the remote cloud services after being disconnected. The minimum value is ten
seconds. The default is 30 seconds.

(config)> cloud drm retry_interval value

where value is any number of hours, minutes, or seconds, and takes the format number
{hm|s}.
For example, to set the retry interval to ten minutes, enter either 10m or 600s:

(config)> cloud drm retry_interval 600s
(config)>

(Optional) Set the amount of time that the IX10 device should wait between sending keep-alive
messages to the Digi Remote Manager when using a non-cellular interface. Allowed values are
from 30 seconds to two hours. The default is 60 seconds.

(config)> cloud drm keep_alive value
(config)>
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where value is any number of hours, minutes, or seconds, and takes the format number
{h|m|s}.
For example, to set the keep-alive interval to ten minutes, enter either 10m or 600s:

(config)> cloud drm keep_alive 600s
(config)>

7. (Optional) Set the amount of time that the IX10 device should wait between sending keep-alive
messages to the Digi Remote Manager when using a cellular interface. Allowed values are from
30 seconds to two hours. The default is 290 seconds.

(config)> cloud drm cellular_keep_alive value
(config)>

where value is any number of hours, minutes, or seconds, and takes the format number
{himls}.
For example, to set the cellular keep-alive interval to ten minutes, enter either 10m or 600s:

(config)> cloud drm cellular_keep_alive 600s
(config)>

8. Set the number of allowed keep-alive misses. Allowed values are any integer between 2 and
64. The default is 3.

(config)> cloud drm keep_alive_misses integer
(config)>

9. Thewatchdog is used to monitor the connection to remote cloud services. If the connection is
down, you can configure the device to restart the connection, or to reboot. The watchdog is
enabled by default. To disable:

(config)> cloud drm watchdog false
(config)>

10. If watchdog is enabled:

a. (Optional) Set the amount of time to wait before restarting the connection to the remote
cloud services, once the connection is down.

where value is any number of hours, minutes, or seconds, and takes the format number
{h|mls}.
For example, to set restart_timeout to ten minutes, enter either 10m or 600s:

(config)> cloud drm restart_timeout 600s
(config)>

The minimum value is 30 minutes and the maximum is 48 hours. If not set, this option is
disabled. The default is 30 minutes.

b. (Optional) Set the amount of time to wait before rebooting the device, once the
connection to the remote cloud servicesis down. By default, this option is not set, which
means that the option is disabled.
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where value is any number of hours, minutes, or seconds, and takes the format number
{him|s}.

For example, to set reboot_timeout to ten minutes, enter either 10m or 600s:

(config)> cloud drm reboot_timeout 600s
(config)>

The minimum value is 30 minutes and the maximum is 48 hours. If not set, this option is
disabled. The default is disabled.
11. firmware_url should normally be left at the default location. To change:

(config)> cloud drm firmware_url ur/
(config)>

12. (Optional) Set the hostname or IP address of the speedtest server. The default is
speedtest.accns.com.

(config)> cloud drm speedtest_server name
(config)>

13. (Optional) Determine whether to require a login and password to authenticate the user from
the remote cloud services CLI:

(config)> cloud drm cli_local_auth true
(config)>

If set to false, no login prompt will be presented and the user will be logged in as admin. The
default isfalse.

14. (Optional) Configure the IX10 device to communicate with remote cloud services by using SMS:
a. Enable SMS messaging:

(config)> cloud drm sms enable true
(config)>

b. Set the phone number for Digi Remote Manager:

(config)> cloud drm sms destination value
(config)>
where value is either:
= Within the US: 12029823370
= |nternational: 447537431797
C. (Optional) Set the service identifier:

(config)> cloud drm sms sercice_id id
(config)>

15. (Optional) Configure the IX10 device to communicate with remote cloud services by using an
HTTP proxy server:
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a. Enable the use of an HTTP proxy server:

(config)> cloud drm proxy enable true
(config)>

b. Set the hostname of the proxy server:

(config)> cloud drm proxy host hostname
(config)>

c. (Optional) Set the port number on the proxy server that the device should connect to. The
default is 2138.

(config)> cloud drm proxy port integer
(config)>

16. Save the configuration and apply the change

(config)> save
Configuration saved.
>

17. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Collect device health data and set the sample interval

You can enable or disable the collection of device health data to upload to Digi Remote Manager, and
configure the interval between health sample uploads. By default, device health data upload is
enabled, and the health sample interval is set to 60 minutes. Each time a device connects to Digi
Remote Manager after the device boots (or re-boots), the device immediately uploads all health
metrics.

To avoid a situation where several devices are uploading health metrics information to Remote
Manager at the same time, the IX10 device includes a preconfigured randomization of two minutes for
uploading metrics. For example, if Health sample interval is set to five minutes, the metrics will be
uploaded to Remote Manager at a random time between five and seven minutes.

To disable the collection of device health data or enable it if it has been disabled, or to change the
health sample interval:

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. dick Settings.
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d. dickto expand Config.

Local Web UI:
a. Onthemenu, click System. Under Configuration, click Device Configuration.

@ o s o =]

The Configuration window is displayed.

oIGI @oashboard  BEsous - frosen  Qadmin
Digixi0

3. dick Monitoring > Device Health.

: 00

4. (Optional) dick to expand Data point tuning.

Data point tuning options allow to you configure what data are uploaded to the Digi Remote
Manager. All options are enabled by default.

5. Only report changed values to Digi Remote Manager is enabled by default.
When enabled:

= The device only reports device health metrics that have changed health metrics were
last uploaded. This is useful to reduce the bandwidth used to report health metrics.

= Al metrics are uploaded once every hour.
When disabled, all metrics are uploaded every Health sample interval.

6. Device health data upload is enabled by default. To disable, toggle off Enable Device Health
samples upload.

7. For Health sample interval, select the interval between health sample uploads.
8. dick Apply to save the configuration and apply the change.
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1. Select the device in Remote Manager and click Actions > Open Console, or loginto the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Device health data upload is enabled by default. To enable or disable:
= Toenable:

(config)> monitoring devicehealth enable true
(config)>

® Todisable:

(config)> monitoring devicehealth enable false
(config)>

4. Theinterval between health sample uploads is set to 60 minutes by default. To change:

(config)> monitoring devicehealth interval value
(config)>

where value isone of 1, 5, 15, 30, or 60, and represents the number of minutes between
uploads of health sample data.

5. By default, the device will only report health metrics values to Digi Remote Manager that have
changed health metrics were last uploaded. This is useful to reduce the bandwidth used to
report health metrics. Thisis useful to reduce the bandwidth used to report health metrics.
Even if enabled, all metrics are uploaded once every hour.

To disable:

(config)> monitoring devicehealth only_send_deltas false
(config)>

When disabled, all metrics are uploaded every Health sample interval.

6. (Optional) Tuning parameters allow to you configure what data are uploaded to the Digi
Remote Manager. By default, all tuning parameters are enabled.

To view alist of all available tuning parameters, use the show command:

(config)> show monitoring devicehealth tuning
all
cellular
rx
bytes
enable true
tx
bytes
enable true
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eth
rx
bytes
enable true
tx
bytes
enable true
serial
rx
bytes
enable true
tx
bytes
enable true
cellular
1
rx
bytes
enable true
packets
enable true

(config)>

To disable a tuning parameter, set its value to false. For example, to turn off all reporting for
the serial port:

(config)> monitoring devicehealth tuning all serial rx bytes enabled false
(config)> monitoring devicehealth tuning all serial tx bytes enabled false
(config)>

7. Savethe configuration and apply the change

(config)> save
Configuration saved.

>
8. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Enable event log upload to Digi Remote Manager

You can configure your device to upload the event log to Digi Remote Manager, and configure the
interval between event log uploads.

To enable the event log upload, or disable it if it has been disabled, and to change the upload
interval:
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1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. dick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthemenu, click System. Under Configuration, click Device Configuration.

@ oo TR 0.

The Configuration window is displayed.

D | G | @ Dashboard 88 Status £ System O admin
oigixo

o

3. dick Monitoring > Device event logs.

: 68

4. dick Enable event log uploads.
5. For Device event log upload interval, select the interval between health sample uploads.
6. dick Apply to save the configuration and apply the change.
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1. Select the device in Remote Manager and click Actions > Open Console, or loginto the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Device health data upload is enabled by default. To enable or disable:
= Toenable:

(config)> monitoring events enable true
(config)>

® Todisable:

(config)> monitoring events enable false
(config)>

4. Theinterval between event log uploads is set to 60 minutes by default. To change:

(config)> monitoring events interval value
(config)>

where value isone of 1, 5, 15, 30, or 60, and represents the number of minutes between
uploads of health sample data.

5. Savethe configuration and apply the change

(config)> save
Configuration saved.
>

6. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Reach Digi Remote Manager on a private network

If your company has a private network and you have devices that need to reach Digi Remote Manager,
there are several methods available:

= Pinhole: a communication port on your network not protected by the firewall which allows the
application on the device to reach Digi Remote Manager.

= Proxy server: a dedicated software system equipped with its own IP address that runs on your
network and acts as an intermediary between the device and Digi Remote Manager.

= /PN Tunnel: a virtual private network that offers a secure, encrypted connection between a
device and the internet.
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Pinhole method

Using the pinhole method requires your network administrator to remove the firewall connection on a
communication port. For more information, see Frewall concerns for outbound EDP connections to
Digi Remote Manager.

Proxy server method

The device is capable of connecting through an HTTP proxy, such as Squid, but it is up to the network
administrator to decide which HTTP proxy type to use.

To enable a proxy server and enter the server and port in Digi Remote Manager, see step 17in
Configure your device for Digi Remote Manager support.

To see instructions for setting up Squid and then configuring a device (not DAL) to reach Digi
Remote Manager, see the Digi Quick Note, Connecting to Digi Remote Manager Through \Web Proxy.
Though this Quick Note references older technology and device types, it may provide a network
administrator with concrete examples from which they can draw correlations to newer technology
and devices.

VPN Tunnel method

Configuring a VPN tunnel to communicate with Digi Remote Manager is a two-step process. One step
is done by your organization's network administrator and the other by Digi Support.

Step 1: Set up the VPN tunnel

Your organization's network administrator needsto set up a VPN tunnel on your network, which will
be used to communicate with Digi Remote Manager through the Digi cloud service.

Step 2. Contact Digi Support.

Digi Support configures the Digi cloud service to allow your VPN to communicate with Digi Remote
Manager. Contact Digi Support at https://www.digi.com/contactus.

Log into Digi Remote Manager
To start Digi Remote Manager

1. If you have not already done so, click here to sign up for a Digi Remote Manager account.
2. Check your email for Digi Remote Manager login instructions.

3. Goto remotemanager.digi.com.

4. Loginto your Digi Remote Manager account.
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Use Digi Remote Manager to view and manage your device

To view and manage your device:

1. If you have not already done so, connect to your Digi Remote Manager account.
2. From the menu, click Devices to display a list of your devices.

3. Usethe Flter bar to locate the device you want to manage. For example, to search by type of
device:

a. Cick the Advanced Search button ()
b. dickin thefilter bar.

DIGI OB intermal-0ig Test ) ~

c. Type the type of device (for example, IX10).

Add a device to Remote Manager
There are several options for adding a device to Remote Manager.
= Device label information. Use the information on the device label (e.g., Device ID, MAC

address, Password) to add a new device to Remote Manager. See Add a device to Remote
Manager using information from the label.

= Digi Remote Manager credentials. Use your Remote Manager credentials to add a device to
Remote Manager when you do not have the device password. See Add a device to Remote
Manager using your Remote Manager login credentials.

Add a device to Remote Manager using information from the label

If you do not have access to the device label, you can add the device using your Remote Manager
login credentials. See Add a device to Remote Manager using your Remote Manager login credentials.

1. If you have not already done so, connect to your Digi Remote Manager account.
2. From the menu, click Devices to display a list of your devices.
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3. dick Add.

EQ a B

4. Type the Device ID, MAC Address, or IMEL.

5. For Device Default Password, enter the default password on the printed label packaged with
your device. The same default password is also shown on the label affixed to the bottom of the
device.

6. (Optional) Complete the other fields.

1. dick Add Device.
Remote Manager adds the IX10 device to your account and it appears in the Device
Management view.

Add a device to Remote Manager using your Remote Manager login
credentials

If you want to add a device to Remote Manager, and you do not have its password, you can add it
using your Remote Manager login credentials.

To add a device using your Remote Manager credentials:

1. Loginto the IX10 WebUI as a user with full Admin access rights.

2. Onthe dashboard, in Digi Remote Manager status pane, click Register device in new
account.

oIGY O O o @
-]

S
ite

3. The Register Device in New Account page displays.

=n
4. For Digi Remote Manager Username, type your Remote Manager username.

5. For Digi Remote Manager Password, type your Remote Manager password.

6. For Digi Remote Manager Group (optional), type the group to which the device will be
added, if needed.
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7. dick Register.
The device is added to Remote Manager.

1. Loginto the IX10 local command line as a user with full Admin access rights.
2. Register adevice.

(register) [group STRING] password STRING username STRING

where:
= group: group to add device in Digi Remote Manager.
= password: Digi Remote Manager password (required).
= username: Digi Remote Manager username (required).
1. dick Apply to save the configuration and apply the change.
2. Savethe configuration and apply the change

(config)> save
Configuration saved.
>

3. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure multiple IX10 devices by using Digi Remote Manager
configurations

Digi recommends you take advantage of Remote Manager configurations to manage multiple IX10
devices. ARemote Manager configuration is a named set of device firmware, settings, and file system
options. You use the configuration to automatically update multiple devices and to periodically scan
devices to check for compliance with the configuration. See the Digi Remote Manager User Guide for
more information about Remote Manager configurations.

Typically, if you want to provision multiple IX10 routers:

1. Using the IX10 local WebUI, configure one IX10 router to use as the model configuration for all
subsequent 1X10s you need to manage.

2. Register the configured 1X10 device in your Remote Manager account.
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3. In Remote Manager, create a configuration:
a. Fom the Dashboard, select Configurations.

olcl o

b. dick Create.

ov © =

c. Enter a Name and an optional Description for the configuration, and select the Groups,
Device Type, and Firmware Version.

Qick Save and continue.

Qick Import from device and select the device configured above.

dick Import.

At the Settings page, configure any desired configuration overrides and click Continue.

At the File System page, make any desired changes to the files that were imported from
the device and click Continue.

Qe -~ 0 2

At the Automations page, click Enable Scanning, make any other desired changes, and
click Save.

Digi Remote Manager provides multiple methods for applying configurationsto registered devices.
You can also include site-specific settings with a profile to override settings on a device-by-device
basis.

View Digi Remote Manager connection status

To view the current Digi Remote Manager connection status from the local device:

1. Loginto the IX10 WebUI as a user with full Admin access rights.
The dashboard includes a Digi Remote Manager status pane:
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1. Select the device in Remote Manager and click Actions > Open Console, or loginto the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. Usethe show cloud command to view the status of your device's connection to Remote
Manager:

> show cloud

Device Cloud Status

Status : Connected
Server :edp12.devicecloud.com Device ID : 00000000-00000000-89E1FE-7550D7>

1. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Learn more

To learn more about Digi Remote Manager features and functions, see the Digi Remote Manager User
Quide.
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Interfaces

IX10 devices have several physical communications interfaces. These interfaces can be bridged in a
Local Area Network (LAN) or assigned to a Wide Area Network (WAN).

This chapter contains the following topics:

Wireless Wide Area Networks (WANVANS) . ..o
Local Area NetWorks (LANS) ...
Mrtual LANS (MLANS)
Show Surelink status and Statistics ... ...
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Wireless Wide Area Networks (WWANS)

AWireless Wide Area Network (WWAN) provides connectivity to the internet or a remote network
through a cellular connection. AVWMWAN configuration consists of the following:

® Acellular modem.

®  Several networking parameters for the WAN, such as firewall configuration and IPv4 and IPv6
support.

®  Several parameters controlling failover.

Configure SureLink active recovery to detect modem failures

Problems can occur beyond the immediate modem connection that prevent some IP traffic from
reaching its destination. Normally this kind of problem does not cause the IX10 device to detect that
the modem has failed, because the connection continues to work while the core problem exists
somewhere else in the network.

Using Digi SureLink, you can configure the IX10 device to regularly probe connections through the
modem to determine if the modem connection has failed.

Required configuration items

= By default, SureLink is enabled for the preconfigured Modem interface. The default
configuration tests the DNS servers configured for the interface.

When SurelLink is configured for Wireless WANS, SureLink tests are only run if the cellular
modem is connected and has an IP address. Use the SIM failover options to configure the IX10
device to automatically recover the modem in the event that it cannot obtain an IP address.
See Configure a Wireless Wide Area Network (\VWWAN) for details about SIM failover.

= Thetype of teststo be performed:

Ping test: Uses ICMP to determine connectivity. The default behavior isto ping the
interface gateway, which means that an initial traceroute is sent to the hostname or IP
address configured in the SureLink advanced settings, and then the first hop in that route
is used for the ping test.

DNS test: Performs a DNS query to the named DNS server.

HTTP test: Uses HTTP(s) GET requests to determine connectivity to the configured web
server.

Test DNS servers configured for this interface: Tests communication with DNS servers
that are either provided by DHCP, or statically configured for this interface.

Test the interface status: Tests the current status of the interface. The test failsif the
interface is down. Failing this test infers that all other tests fail.

Custom test: Tests the interface with custom commands.

TCP connection test: Tests that the interface can reach a destination port on the
configured host.

Test another interface's status: Tests the status of another interface.

= The actionsto take to recover connectivity in the event of failed tests:
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Change default gateway: Increases the interface's metric to change the default gateway.
This recovery action is enabled by default for the preconfigured WWAN interface.
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» Restart interfaceThis recovery action is enabled by default for the preconfigured
WWAN interface.

* Reset modem: This recovery action is enabled by default for the preconfigured WWAN
interface.

e Switch to alternate SIM: Switchesto an alternate SIM. This recovery action is enabled by
default for the preconfigured WWAN interface.

e Reboot device.
» Execute custom Recovery commands.

* Powercycle the modem. This recovery action is enabled by default for the preconfigured
WWAN interface.

« Two options also apply to every type of action:

o SurelLink test failures: The number of failures for this recovery action to perform,
before moving to the next recovery action.

° Override wait interval before performing the next recovery action: The time to wait
before the next test is run. If set to the default value of Os, the Test interval is used.

Additional configuration items

= The behavior of the IX10 device upon test failure:

e The default behavior, which isto restart the Modem interface.
« SIMswitching (also enabled by default).
e Reset the modem.
* Reboot the device.
The interval between connectivity tests.
The number of probe failures before the Modem interface is considered to have failed.

The amount of time that the device should wait for a response to a probe attempt before
considering it to have failed.

If the type of probe test is:
» Ping: Configure the number of bytesin the ping packet.

« Interface status: Configure the amount of time that the interface is down before it is
considered to have failed, and the amount of time it takes to make an initial connection
before it is considered down.

Additional test targets.

If more than one test target is configured, determine whether the interface should fail over
based on the failure of one of the test targets, or all of the test targets.

Order of precedence for SureLink actions

SureLink recovery actions are preformed in the order that they are configured. As a result, if you
include the Reboot Device with other SureLink recovery actions, it should be the last action in the
recovery action list. Otherwise, the device will reboot and all recovery actions listed after the Reboot
Device action will be ignored.

To configure the IX10 device to regularly probe connections through the WWVAN:
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1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. dick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthemenu, click System. Under Configuration, click Device Configuration.

@ootbond Bsuus O ©sdnia

The Configuration window is displayed.

D | G | @ Dashboard 88 Status £ System O admin
oigixo

o

3. dick Network > Interfaces.

4. COreate a new WWAN or select an existing one:
= To create a new WWAN, see Configure a \Wireless Wide Area Network (\WWAN).
= To edit an existing WWAN, click to expand the appropriate WWAN.
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After creating or selecting the WWAN, click SureLink.

(Optional) Change the Test interval between connectivity tests.
Alowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m|s}.
For example, to set Interval to ten minutes, enter 10m or 600s.
The default is 15 minutes.
(Optional) If more than one test target is configured, for Success condition, select either:
® One test passes: Only one test needs to pass for Surelink to consider an interface to be
up.
= All test pass: Al tests need to pass for SureLink to consider the interface to be up.

(Optional) For Pass threshold, type or select the number of times that the test must pass after
failure, before the interface is determined to be working and is reinstated.

(Optional) For Response timeout, type the amount of time that the device should wait for a
response to a test failure before considering it to have failed.

Alowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m|s}.

For example, to set Response timeout to ten minutes, enter 10m or 600s.

The default is 15 seconds.

Click to expand Tests.

By default, Test DNS servers configured for this interface is automatically configured and
enabled. This test communication with DNS servers that are either provided by DHCP, or
statically configured for this interface.

a. dick Y%

New tests are enabled by default. To disable, click to toggle off Enable.
b. Type aLabel for the test.
c. dicktotoggle on IPv6 if the test should apply to both IPv6 rather than 1Pv4.
d. Select the Test type.

Available test types:
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= Ping test: Uses ICMP to determine connectivity.

If Ping test is selected, complete the following:
e Pingtarget: The type of target for the ping, one of:
° Hostname or IP address of an external server.
° Ping host: hostname or IP address of the server.

° The Interface gateway. If Interface gateway is selected, an initial
traceroute is sent to the hostname or IP address configured in the SureLink
advanced settings, and then the first hop in that route is used for the ping
test.

° The Interface address.
° The Interface DNS server.
e Ping payload size: The number of bytes to send as part of the ping payload.
DNS test: Performs a DNS query to the named DNS server.
If DNStest is selected, complete the following:
e DNS server: The IP address of the DNS server.

HTTP test: Uses HTTP(s) GET requests to determine connectivity to the configured
web server.

If HTTP test is selected, complete the following:

¢ Web server: The URL of the web server.

Test DNS servers configured for this interface: Tests communication with DNS
servers that are either provided by DHCP, or statically configured for this interface.

Test the interface status: Tests the current status of the interface. The test fails if
the interface is down. Failing this test infers that all other tests fail.

If Test the interface status is selected, complete the following:

+ Down time: The amount of time that the interface is down before the test can
be considered to have failed.

Alowed values are any number of weeks, days, hours, minutes, or seconds, and
take the format number{w|d|h|m|s}.

For example, to set Down time to ten minutes, enter 10m or 600s.

¢ |nitial connection time: The amount of time to wait for the interface to
connect for the first time before the test is considered to have failed.

Allowed values are any number of weeks, days, hours, minutes, or seconds, and
take the format number{w|d|h|m|s}.
For example, to set Initial connection time to ten minutes, enter 10m or 600s.
Custom test: Tests the interface with custom commands.
If Custom test is selected, complete the following:
e The Commandsto run to test.

TCP connection test: Tests that the interface can reach a destination port on the
configured host.
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If TCP connection test is selected, complete the following:

¢ TCP connect host: The hostname or IP address of the host to create a
TCP connection to.

e TCP connect port: The TCP port to create a TCP connection to.
® Test another interface's status: Tests the status of another interface.
If Test another interface's status is selected, complete the following:
e Test interface: The interface to test.
» |P version: The type of IP connection, one of:
° Any: Hther the IPv4 or IPv6 connection must be up.
° Both: Both the IPv4 or IPv6 connection must be up.
° |Pv4: The IPv4 connection must be up.
° |Pv6: The IPv6 connection must be up.
» Expected status: The status required for the test to past.

° Up: The test will pass only if the referenced interface is up and passing its
own Surelink tests (if applicable).

o Down: The test will pass only if the referenced interface is down or failing its
own Surelink tests (if applicable).

e. Repeat for each additional test.
11. Add recovery actions:
a. dick to expand Recovery actions.
By default, there are two preconfigured recovery actions:

= Update routing: Uses the Change default gateway action, which increases the
interface's metric by 100 to change the default gateway.

® Restart interface.
b. dick ¥

New recovery actions are enabled by default. To disable, click to toggle off Enable.
c. Type aLabel for the recovery action.
For Recovery type, select Reboot device.

e. For Recovery type, select the type of recovery action. If multiple recovery actions are
configured, they are performed in the order that they are listed.

= Change default gateway: Increases the interface's metric to change the default
gateway.

If Change default gateway is selected, complete the following:

» Surelink test failures: The number of failures for this recovery action to
perform, before moving to the next recovery action.

* Increase metric to change active default gateway: Increase the interface's
metric by this amount. This should be set to a number large enough to change
the routing table to use another default gateway. The default is 100.
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» Override wait interval before performing the next recovery action: The
time to wait before the next test isrun. If set to the default value of Os, the Test
interval is used.

Restart interface.
If Restart interface is selected, complete the following:

e Surelink test failures: The number of failures for this recovery action to
perform, before moving to the next recovery action.

e Override wait interval before performing the next recovery action: The
time to wait before the next test is run. If set to the default value of Os, the Test
interval is used.

Reset modem: This recovery action is available for WWAN interfaces only.
If Reset modem is selected, complete the following:

e Surelink test failures: The number of failures for this recovery action to
perform, before moving to the next recovery action.

e Override wait interval before performing the next recovery action: The
time to wait before the next test is run. If set to the default value of Os, the Test
interval is used.

Switch to alternate SIM: Switches to an alternate SIM. This recovery action is
available for WWAN interfaces only.

If Switch to alternate SIM is selected, complete the following:

e Surelink test failures: The number of failures for this recovery action to
perform, before moving to the next recovery action.

e Override wait interval before performing the next recovery action: The
time to wait before the next test is run. If set to the default value of Os, the Test
interval is used.

Reboot device.
If Reboot device is selected, complete the following:

e Surelink test failures: The number of failures for this recovery action to
perform, before moving to the next recovery action.

e Override wait interval before performing the next recovery action: The
time to wait before the next test is run. If set to the default value of 0s, the Test
interval is used.

Execute custom Recovery commands.
If Recovery commands is selected, complete the following:

e Surelink test failures: The number of failures for this recovery action to
perform, before moving to the next recovery action.

» The Commands to run to recovery connectivity.

e Override wait interval before performing the next recovery action: The
time to wait before the next test is run. If set to the default value of 0s, the Test
interval is used.

Powercycle the modem. This recovery action is available for WWAN interfaces
only.
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If Powercycle the modem is selected, complete the following:

e Surelink test failures: The number of failures for this recovery action to
perform, before moving to the next recovery action.

» Override wait interval before performing the next recovery action: The
time to wait before the next test isrun. If set to the default value of Os, the Test
interval is used.

f. Repeat for each additional recovery action.

12. (Optional) Configure advanced SurelLink parameters:

a. Cick to expand Advanced settings.
b. For Delayed Start, type the amount of time to wait while the device is starting before

SureLink testing begins. This setting is bypassed when the interface is determined to be
up.

Alowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m|s}.

For example, to set Delayed start to ten minutes, enter 10m or 600s.

The default is 300 seconds.

For Backoff interval, type the time to add to the test interval when restarting the list of
actions. This option is capped at 15 minutes.

Alowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m|s}.

For example, to set Backoff interval to ten minutes, enter 10m or 600s.

The default is 300 seconds.

. Test interface gateway by pinging is used by the Interface gateway Ping test asthe

endpoint for traceroute to use to determine the interface gateway. The default is 8.8.8.8,
and should only be changed if this IP address is not accessible due to networking issues.

13. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or loginto the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Create a new WWAN, or edit an existing one:
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= To create a new WWAN, see Configure a Wireless Wide Area Network (\WWVAN).
= To edit an existing WWAN, change to the WWAN's node in the configuration schema. For

example, for a WWAN named my_wwan, change to the my_wwan node in the
configuration schema:
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(config)> network interface my_wwan
(config network interface my_wwan)>

4. Enable SureLink.
By default, SureLink is enabled for the preconfigured WWAN (modem).

(config network interface my_wwan)> surelink enable true
(config network interface my_wwan)>

5. By default, the Test DNS servers configured for this interface test is automatically
configured and enabled. This tests communication with DNS servers that are either provided
by DHCP, or statically configured for this interface.

To add additional tests:
a. Add atest:

(config network interface my_wwan)> add surelink tests end
(config network interface my_wwan surelink tests 1)>

b. New tests are enabled by default. To disable:

(config network interface my_wwan surelink tests 1)> enable false
(config network interface my_wwan surelink tests 1)>

c. Create alabel for the test:

(config network interface my_wwan surelink tests 1)> label string
(config network interface my_wwan surelink tests 1)>

d. if the test should apply to both IPv6 rather than IPv4, enable IPv6:

(config network interface my_wwan surelink tests 1)> ipv6 true
(config network interface my_wwan surelink tests 1)>

e. Setthetest type:

(config network interface my_wwan surelink tests 1)> test value
(config network interface my_wwan surelink tests 1)>

where value is one of:
= ping: Uses IOMP to determine connectivity.
If ping is selected, complete the following:
e Set the ping_method:

(config network interface my_wwan surelink tests 1)> ping_method value
(config network interface my_wwan surelink tests 1)>

where value is one of:
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° hostname: The hostname or IP address of an external server.
° Set ping_host to the hostname or IP address of the server:

(config network interface my_wwan surelink tests 1)> ping_host hostname/IP_
address
(config network interface my_wwan surelink tests 1)>

o interface_gateway. If set, an initial traceroute is sent to the hostname or IP
address configured in the SureLink advanced settings, and then the first hop
in that route is used for the ping test.

° interface_address.
o interface_dns: The interface's DNS server.
» Set the number of bytes to send as part of the ping payload:

(config network interface my_wwan ipsec tunnel ipsec_example surelink tests 1)>
ping_size int
(config network interface my_wwan surelink tests 1)>
= dns: Performs a DNS query to the named DNS server.
If dnsis set, set the IPv4 or IPv6 address of the DNS server:

(config network interface my_wwan surelink tests 1)> dns_server IP_address
(config network interface my_wwan surelink tests 1)>

= http: Uses HTTP(s) GET requests to determine connectivity to the configured web
server.

If http is set, set the URL of the web server.

(config network interface my_wwan surelink tests 1)> http ur/

(config network interface my_wwan surelink tests 1)>

= dns_configured: Tests communication with DNS servers that are either provided by
DHCP, or statically configured for this interface.

= interface_up: Teststhe current status of the interface. The test fails if the interface
is down. Failing this test infers that all other tests fail.

If interface_up is set, complete the following:

¢ Set the amount of time that the interface is down before the test can be
considered to have failed.

(config network interface my_wwan surelink tests 1)> interface_down_time value
(config network interface my_wwan surelink tests 1)>

where value is any number of weeks, days, hours, minutes, or seconds, and
takes the format number{w|d|h|m|s}.

For example, to set interface_down_time to ten minutes, enter either 10m or
600s:
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(config network interface my_wwan surelink tests 1)> interface_down_time 600s
(config)>

¢ Set the amount of time to wait for the interface to connect for the first time
before the test is considered to have failed.

(config network interface my_wwan surelink tests 1)> interface_timeout value
(config network interface my_wwan surelink tests 1)>

where value is any number of weeks, days, hours, minutes, or seconds, and
takes the format number{w|d|h|m|s}.

For example, to set interface_timeout to ten minutes, enter either 10m or
600s:

(config network interface my_wwan surelink tests 1)> interface_timeout 600s
(config)>
® custom_test: Tests the interface with custom commands.

If custom_test is set, set the commands to run to perform the test:

(config network interface my_wwan surelink tests 1)> custom_test_commands "string"

(config network interface my_wwan surelink tests 1)>

® tcp_connection: Tests that the interface can reach a destination port on the
configured host.

If tcp_connection is selected, complete the following:
¢ Set the hostname or IP address of the host to create a TCP connection to:
(config network interface my_wwan surelink tests 1)> tcp_host hostname/IP_

address
(config network interface my_wwan surelink tests 1)>

e Set the TCP port to create a TCP connection to.

(config network interface my_wwan surelink tests 1)> tcp_port port
(config network interface my_wwan surelink tests 1)>

m other: Tests the status of another interface.

If other is selected, complete the following:
e Set theinterfaceto test.
i. Usethe ?to determine available interfaces:
ii. Settheinterface. For example:
(config network interface my_wan surelink tests 1)> other_interface

/network/interface/eth1
(config network interface my_wan surelink tests 1)>
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» Set the type of IP connection:

(config network interface my_wwan surelink tests 1)> other_ip_version value
(config network interface my_wwan surelink tests 1)>

where value is one of:
° any: Ether the IPv4 or IPv6 connection must be up.
° both: Both the IPv4 or IPv6 connection must be up.
° ipv4 The IPv4 connection must be up.
° jpv6: The IPv6 connection must be up.

» The status required for the test to past.

(config network interface my_wwan surelink tests 1)> other_status value
(config network interface my_wwan surelink tests 1)>

where value is one of:

o up: The test will pass only if the referenced interface is up and passing its
own Surelink tests (if applicable).

o down: The test will pass only if the referenced interface is down or failing its
own Surelink tests (if applicable).

f. Repeat for each additional test.
6. Add recovery actions:
a. Type...toreturnto the root of the configuration:

(config network interface my_wwan surelink tests 1)> ...
(config)>

b. Add arecovery action:

(config)> add network interface my_wwan surelink actions end
(config network interface my_wwan surelink actions 0)>

c. New actions are enabled by default. To disable:

(config network interface my_wwan surelink actions 0)> enable false
(config network interface my_wwan surelink actions 0)>

d. Create alabel for the action:

(config network interface my_wwan surelink actions 0)> label string
(config network interface my_wwan surelink actions 0)>

e. Set the type of recovery action. If multiple recovery actions are configured, they are
performed in the order that they are listed.

(config network interface my_wwan surelink actions 0)> modem_action value
(config network interface my_wwan surelink actions 0)>

where value is one of:
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= ypdate_routing table: Increases the interface's metric to change the default
gateway.

If update routing_table is selected, complete the following:

e Set the number of failures for this recovery action to perform, before moving to
the next recovery action:

(config network interface my_wwan surelink actions 0)> test_failures int
(config network interface my_wwan surelink actions 0)>

The default is 3.

e Set the amount that the interface's metric should be increased. This should be
set to a number large enough to change the routing table to use another
default gateway.

(config network interface my_wwan surelink actions 0)> metric_adjustment_modem
int
(config network interface my_wwan surelink actions 0)>

The default is 100.

e Set the time to wait before the next test is run. If set to the default value of Os,
the test interval is used.

(config network interface my_wwan surelink actions 0)> override_interval int
(config network interface my_wwan surelink actions 0)>
® restart_interface.
If restart_interface is selected, complete the following:
* Set the number of failures for this recovery action to perform, before moving to
the next recovery action:

(config network interface my_wwan surelink actions 0)> test_failures int
(config network interface my_wwan surelink actions 0)>

The default is 3.

¢ Set the time to wait before the next test is run. If set to the default value of Os,
the test interval is used.

(config network interface my_wwan surelink actions 0)> override_interval int
(config network interface my_wwan surelink actions 0)>

= reset_modem.
If reset_modem is selected, complete the following:

e Set the number of failures for this recovery action to perform, before moving to
the next recovery action:

(config network interface my_wwan surelink actions 0)> test_failures int
(config network interface my_wwan surelink actions 0)>

The default is 3.
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¢ Set the time to wait before the next test is run. If set to the default value of Os,
the test interval is used.

(config network interface my_wwan surelink actions 0)> override_interval int
(config network interface my_wwan surelink actions 0)>
® switch_sim: Switchesto an alternate SIM.
If switch_sim is selected, complete the following:

e Set the number of failures for this recovery action to perform, before moving to
the next recovery action:

(config network interface my_wwan surelink actions 0)> test_failures int
(config network interface my_wwan surelink actions 0)>

The default is 3.
¢ Set the time to wait before the next test isrun. If set to the default value of Os,
the test interval is used.

(config network interface my_wwan surelink actions 0)> override_interval int
(config network interface my_wwan surelink actions 0)>
= modem_power_cycle.
If modem_power_cycle is selected, complete the following:

e Set the number of failures for this recovery action to perform, before moving to
the next recovery action:

(config network interface my_wwan surelink actions 0)> test_failures int
(config network interface my_wwan surelink actions 0)>

The default is 3.
¢ Set the time to wait before the next test is run. If set to the default value of Os,
the test interval is used.

(config network interface my_wwan surelink actions 0)> override_interval int
(config network interface my_wwan surelink actions 0)>
= reboot_device.
If reboot_device is selected, complete the following:
* Set the number of failures for this recovery action to perform, before moving to
the next recovery action:

(config network interface my_wwan surelink actions 0)> test_failures int
(config network interface my_wwan surelink actions 0)>

The default is 3.
¢ Set the time to wait before the next test is run. If set to the default value of Os,
the test interval is used.
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(config network interface my_wwan surelink actions 0)> override_interval int
(config network interface my_wwan surelink actions 0)>
= custom_action: Execute custom recovery commands.
If custom_action is selected, complete the following:
» Set the number of failures for this recovery action to perform, before moving to
the next recovery action:

(config network interface my_wwan surelink actions 0)> test_failures int
(config network interface my_wwan surelink actions 0)>

The default is 3.
» Set the commandsto run to attempt to recovery connectivity.

(config network interface my_wwan surelink actions 0)> custom_action_commands_
modem "string"
(config network interface my_wwan surelink actions 0)>

¢ Set the time to wait before the next test isrun. If set to the default value of Os,
the test interval is used.

(config network interface my_wwan surelink actions 0)> override_interval int
(config network interface my_wwan surelink actions 0)>

f. Repeat for each additional recovery action.
7. Optional SureLink configuration parameters:
a. Type...toreturnto the root of the configuration:

(config network interface my_wwan surelink actions 0)> ...
(config)>

b. Setthetest interval between connectivity tests:

(config)> network interface my_wwan surelink interval value
(config)>

where value is any number of weeks, days, hours, minutes, or seconds, and takes the
format number{w|d|h|m|s}.
For example, to set interval to ten minutes, enter either 10m or 600s:

(config)> network interface my_wan surelink interval 600s
(config)>

The default is 15m.
c. If morethan onetest target is configured, set the success condition:

(config)> network interface my_wwan surelink success_condition value
(config)>

where value is either:
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= one: Only one test needs to pass for Surelink to consider an interface to be up.
= all: All tests need to pass for SurelLink to consider the interface to be up.

Set the number of times that the test must pass after failure, before the interface is
determined to be working and is reinstated.

(config)> network interface my_wwan surelink pass_threshold int
(config)>

The default is 1.

Set the amount of time that the device should wait for a response to a test failure before
considering it to have failed:

(config)> network interface my_wwan surelink timeout value
(config)>

where value is any number of weeks, days, hours, minutes, or seconds, and takes the
format number{w|d|h|m|s}.
For example, to set timeout to ten minutes, enter either 10m or 600s:

(config)> network interface my_wan surelink timeout 600s
(config)>

The default is 15s.

Set the amount of time to wait while the device is starting before SureLink testing begins.
This setting is bypassed when the interface is determined to be up.

(config)> network interface my_wwan surelink advanced delayed_start value
(config)>

where value is any number of weeks, days, hours, minutes, or seconds, and takes the
format number{w|d|h|m|s}.
For example, to set delayed_start to ten minutes, enter either 10m or 600s:

(config)> network interface my_wan surelink advanced delayed_start 600s
(config)>
The default is 300s.

Set the time to add to the test interval when restarting the list of actions. This option is
capped at 15 minutes.

(config)> network interface my_wwan surelink advanced backoff_interval value
(config)>

where value is any number of weeks, days, hours, minutes, or seconds, and takes the
format number{w|d|h|m|s}.
For example, to set backoff_interval to ten minutes, enter either 10m or 600s:

(config)> network interface my_wan surelink advanced backoff_interval 600s
(config)>
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The default is 300 seconds.

The interface_gateway parameter is used by the Interface gateway Ping test asthe
endpoint for traceroute to use to determine the interface gateway. The default is 8.8.8.8,
and should only be changed if this IP address is not accessible due to networking issues.
To set to an alternate host:

(config)> network interface my_wwan surelink advanced interface_gateway hostname/IP_
address
(config)>

8. Save the configuration and apply the change

(config network interface my_wwan ipv4 surelink)> save
Configuration saved.

>

9. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure the device to reboot when a failure is detected
Using SureLink, you can configure the 1X10 device to reboot when it has determined that an interface

has failed.

Required configuration items

= By default, SureLink is enabled for the preconfigured Modem interface. The default
configuration tests the DNS servers configured for the interface.

When SurelLink is configured for Wireless WANSs, SureLink tests are only run if the cellular
modem is connected and has an IP address. Use the SIM failover optionsto configure the IX10
device to automatically recover the modem in the event that it cannot obtain an IP address.
See Configure a Wireless Wide Area Network (\WWAN) for details about SIM failover.

= Enable device reboot upon interface failure.
= Thetype of teststo be performed:

IX10 User Guide

Ping test: Uses ICMP to determine connectivity. The default behavior isto ping the
interface gateway, which means that an initial traceroute is sent to the hostname or IP
address configured in the SureLink advanced settings, and then the first hop in that route
is used for the ping test.

DNS test: Performs a DNS query to the named DNS server.

HTTP test: Uses HTTP(S) GET requests to determine connectivity to the configured web
server.

Test DNS servers configured for this interface: Tests communication with DNS servers
that are either provided by DHCP, or statically configured for this interface.

Test the interface status: Tests the current status of the interface. The test fails if the
interface is down. Failing this test infers that all other tests fail.

Custom test: Tests the interface with custom commands.
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» TCP connection test: Tests that the interface can reach a destination port on the
configured host.

e Test another interface's status: Tests the status of another interface.

Additional configuration items

® See Configure Surelink active recovery to detect modem failures for optional SureLink
configuration parameters.

To configure the IX10 device to reboot when an interface has failed:

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. dick Settings.
d. dick to expand Config.

Local Web Ul:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

@outoons Bsuus O O sinin

The Configuration window is displayed.

D I G I @ Dashboard 38 Status £ System O admin
oigini0

3. dick Network > Interfaces.
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Create a new interface or select an existing one;
= To create a new interface, see Configure a Wireless Wide Area Network (VWWVAN).
= To edit an existing interface, click to expand the appropriate interface.

After creating or selecting the interface, click SureLink.

(Optional) Change the Test interval between connectivity tests.
Alowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m|s}.
For example, to set Interval to ten minutes, enter 10m or 600s.
The default is 15 minutes.
(Optional) If more than one test target is configured, for Success condition, select either:
= One test passes: Only one test needs to pass for Surelink to consider an interface to be
up.
m Al test pass: All tests need to pass for SureLink to consider the interface to be up.

(Optional) For Pass threshold, type or select the number of timesthat the test must pass after
failure, before the interface is determined to be working and is reinstated.

(Optional) For Response timeout, type the amount of time that the device should wait for a
response to a test failure before considering it to have failed.

Alowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m|s}.

For example, to set Response timeout to ten minutes, enter 10m or 600s.

The default is 15 seconds.

Cick to expand Tests.

By default, Test DNS servers configured for this interface is automatically configured and
enabled. This test communication with DNS servers that are either provided by DHCP, or
statically configured for this interface.

a. dick ¥

New tests are enabled by default. To disable, click to toggle off Enable.
b. Type aLabel for the test.
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c. dicktotoggle on IPv6 if the test should apply to both IPv6 rather than 1Pv4.
d. Select the Test type.
Available test types:
= Ping test: Uses ICMP to determine connectivity.

If Ping test is selected, complete the following:
» Pingtarget: The type of target for the ping, one of:
° Hostnhame or IP address of an external server.
° Ping host: hostname or IP address of the server.

° TheInterface gateway. If Interface gateway is selected, an initial
traceroute is sent to the hostname or IP address configured in the SureLink
advanced settings, and then the first hop in that route is used for the ping
test.

° The Interface address.
° The Interface DNS server.
* Ping payload size: The number of bytes to send as part of the ping payload.
DNS test: Performs a DNS query to the named DNS server.
If DNS test is selected, complete the following:
* DNS server: The IP address of the DNS server.

HTTP test: Uses HTTP(s) GET requests to determine connectivity to the configured
web server.

If HTTP test is selected, complete the following:

¢ Web server: The URL of the web server.

Test DNS servers configured for this interface: Tests communication with DNS
serversthat are either provided by DHCP, or statically configured for this interface.

Test the interface status: Tests the current status of the interface. The test fails if
the interface is down. Failing this test infers that all other testsfail.

If Test the interface status is selected, complete the following:

+ Down time: The amount of time that the interface is down before the test can
be considered to have failed.

Alowed values are any number of weeks, days, hours, minutes, or seconds, and
take the format number{w|d|h|m|s}.

For example, to set Down time to ten minutes, enter 10m or 600s.

¢ |nitial connection time: The amount of time to wait for the interface to
connect for the first time before the test is considered to have failed.

Alowed values are any number of weeks, days, hours, minutes, or seconds, and
take the format number{w|d|h|m|s}.

For example, to set Initial connection time to ten minutes, enter 10m or 600s.

®  Custom test: Tests the interface with custom commands.

If Custom test is selected, complete the following:
e The Commandsto run to test.
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® TCP connection test: Tests that the interface can reach a destination port on the
configured host.
If TCP connection test is selected, complete the following:
e TCP connect host: The hostname or IP address of the host to create a
TCP connection to.
e TCP connect port: The TCP port to create a TCP connection to.
® Test another interface's status: Tests the status of another interface.

If Test another interface's status is selected, complete the following:

e Test interface: The interface to test.
e |P version: The type of IP connection, one of:
° Any: Bther the IPv4 or IPv6 connection must be up.
° Both: Both the IPv4 or IPv6 connection must be up.
° |Pv4: The IPv4 connection must be up.
° |Pv6: The IPv6 connection must be up.
e Expected status: The status required for the test to past.

° Up: The test will pass only if the referenced interface is up and passing its
own Surelink tests (if applicable).

° Down: The test will pass only if the referenced interface is down or failing its
own Surelink tests (if applicable).

e. Repeat for each additional test.
11. Add recovery actions:
a. Cick to expand Recovery actions.
By default, there are two preconfigured recovery actions:

= Update routing: Uses the Change default gateway action, which increases the
interface's metric by 100 to change the default gateway.

m Restart interface.
b. dick Yo

New recovery actions are enabled by default. To disable, click to toggle off Enable.
c. Type aLabel for the recovery action.
For Recovery type, select Reboot device.

e. For Recovery type, select the type of recovery action. If multiple recovery actions are
configured, they are performed in the order that they are listed.

= Change default gateway: Increases the interface's metric to change the default
gateway.
If Change default gateway is selected, complete the following:

e Surelink test failures: The number of failures for this recovery action to
perform, before moving to the next recovery action.
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* Increase metric to change active default gateway: Increase the interface's
metric by this amount. This should be set to a number large enough to change
the routing table to use another default gateway. The default is 100.

» Override wait interval before performing the next recovery action: The
time to wait before the next test isrun. If set to the default value of Os, the Test
interval is used.

® Restart interface.
If Restart interface is selected, complete the following:

e Surelink test failures: The number of failures for this recovery action to
perform, before moving to the next recovery action.

e Override wait interval before performing the next recovery action: The
time to wait before the next test is run. If set to the default value of Os, the Test
interval is used.

® Reset modem: This recovery action is available for WWAN interfaces only.
If Reset modem is selected, complete the following:

e Surelink test failures: The number of failures for this recovery action to
perform, before moving to the next recovery action.

* Override wait interval before performing the next recovery action: The
time to wait before the next test is run. If set to the default value of Os, the Test
interval is used.

= Switch to alternate SIM: Switches to an alternate SIM. This recovery action is
available for WWAN interfaces only.

If Switch to alternate SIMis selected, complete the following:

e Surelink test failures: The number of failures for this recovery action to
perform, before moving to the next recovery action.

» Override wait interval before performing the next recovery action: The
time to wait before the next test is run. If set to the default value of Os, the Test
interval is used.

= Reboot device.
If Reboot device is selected, complete the following:

e Surelink test failures: The number of failures for this recovery action to
perform, before moving to the next recovery action.

* Override wait interval before performing the next recovery action: The
time to wait before the next test is run. If set to the default value of Os, the Test
interval is used.

= Execute custom Recovery commands.
If Recovery commands is selected, complete the following:

e Surelink test failures: The number of failures for this recovery action to
perform, before moving to the next recovery action.

» The Commands to run to recovery connectivity.
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» Override wait interval before performing the next recovery action: The
time to wait before the next test isrun. If set to the default value of Os, the Test
interval is used.

= pPowercycle the modem. This recovery action is available for WWAN interfaces
only.
If Powercycle the modem is selected, complete the following:

e Surelink test failures: The number of failures for this recovery action to
perform, before moving to the next recovery action.

* Override wait interval before performing the next recovery action: The
time to wait before the next test is run. If set to the default value of Os, the Test
interval is used.

f. Repeat for each additional recovery action.
12. (Optional) Configure advanced SurelLink parameters:
a. dick to expand Advanced settings.

b. For Delayed Start, type the amount of time to wait while the device is starting before
Surelink testing begins. This setting is bypassed when the interface is determined to be

up.
Alowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m|s}.

For example, to set Delayed start to ten minutes, enter 10m or 600s.

The default is 300 seconds.

c. For Backoff interval, type the time to add to the test interval when restarting the list of
actions. This option is capped at 15 minutes.

Alowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m|s}.

For example, to set Backoff interval to ten minutes, enter 10m or 600s.

The default is 300 seconds.

d. Test interface gateway by pinging is used by the Interface gateway Ping test asthe
endpoint for traceroute to use to determine the interface gateway. The default is 8.8.8.8,
and should only be changed if this IP address is not accessible due to networking issues.

13. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>
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3. Create a new interface, or edit an existing one:
= To create a new interface, see Configure a Wireless Wide Area Network (VWWVAN).

= To edit an existing interface, change to the interface's node in the configuration
schema. For example, for a interface named my_wwan, change to the my_wwan node
in the configuration schema:

(config)> network interface my_wwan
(config network interface my_wwan)>

4. Enable SureLink.
By default, SureLink is enabled for the preconfigured WWAN (modem).

(config network interface my_wwan)> surelink enable true
(config network interface my_wwan)>

5. By default, the Test DNS servers configured for this interface test is automatically
configured and enabled. This tests communication with DNS servers that are either provided
by DHCP, or statically configured for this interface.

To add additional tests:
a. Add atest:

(config network interface my_wwan)> add surelink tests end
(config network interface my_wwan surelink tests 1)>

b. New testsare enabled by default. To disable:

(config network interface my_wwan surelink tests 1)> enable false
(config network interface my_wwan surelink tests 1)>

c. QOreate alabel for the test:

(config network interface my_wwan surelink tests 1)> label string
(config network interface my_wwan surelink tests 1)>

d. if the test should apply to both IPv6 rather than IPv4, enable IPV6:

(config network interface my_wwan surelink tests 1)> ipv6 true
(config network interface my_wwan surelink tests 1)>

e. Set thetest type:

(config network interface my_wwan surelink tests 1)> test value
(config network interface my_wwan surelink tests 1)>

where value is one of:
= ping: Uses IOMP to determine connectivity.
If ping is selected, complete the following:
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* Set the ping_method:

(config network interface my_wwan surelink tests 1)> ping_method value
(config network interface my_wwan surelink tests 1)>

where value is one of:
° hostname: The hostname or IP address of an external server.
° Set ping_host to the hostname or IP address of the server:

(config network interface my_wwan surelink tests 1)> ping_host hostname/IP_
address
(config network interface my_wwan surelink tests 1)>

o interface_gateway. If set, an initial traceroute is sent to the hostname or IP
address configured in the SureLink advanced settings, and then the first hop
in that route is used for the ping test.

° interface_address.
o interface_dns: The interface's DNS server.
» Set the number of bytes to send as part of the ping payload:

(config network interface my_wwan ipsec tunnel ipsec_example surelink tests 1)>
ping_size int
(config network interface my_wwan surelink tests 1)>
= dns: Performs a DNS query to the named DNS server.
If dnsis set, set the IPv4 or IPv6 address of the DNS server:

(config network interface my_wwan surelink tests 1)> dns_server IP_address
(config network interface my_wwan surelink tests 1)>

= http: Uses HTTP(s) GET requests to determine connectivity to the configured web
server.

If http is set, set the URL of the web server.

(config network interface my_wwan surelink tests 1)> http ur/

(config network interface my_wwan surelink tests 1)>

= dns_configured: Tests communication with DNS servers that are either provided by
DHCP, or statically configured for this interface.

= interface_up: Teststhe current status of the interface. The test fails if the interface
is down. Failing this test infers that all other tests fail.

If interface_up is set, complete the following:

e Set the amount of time that the interface is down before the test can be
considered to have failed.

(config network interface my_wwan surelink tests 1)> interface_down_time value
(config network interface my_wwan surelink tests 1)>
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where value is any number of weeks, days, hours, minutes, or seconds, and
takes the format number{w|d|h|m|s}.

For example, to set interface_down_time to ten minutes, enter either 10m or
600s:

(config network interface my_wwan surelink tests 1)> interface_down_time 600s
(config)>

e Set the amount of time to wait for the interface to connect for the first time
before the test is considered to have failed.

(config network interface my_wwan surelink tests 1)> interface_timeout value
(config network interface my_wwan surelink tests 1)>

where value is any number of weeks, days, hours, minutes, or seconds, and
takes the format number{w|d|h|m|s}.

For example, to set interface_timeout to ten minutes, enter either 10m or
600s:

(config network interface my_wwan surelink tests 1)> interface_timeout 600s
(config)>

® custom_test: Tests the interface with custom commands.

If custom_test is set, set the commands to run to perform the test:

(config network interface my_wwan surelink tests 1)> custom_test_commands "string"

(config network interface my_wwan surelink tests 1)>

® tcp_connection: Tests that the interface can reach a destination port on the
configured host.
If tcp_connection is selected, complete the following:
e Set the hostname or IP address of the host to create a TCP connection to:
(config network interface my_wwan surelink tests 1)> tcp_host hostname/IP_

address
(config network interface my_wwan surelink tests 1)>

e Set the TCP port to create a TCP connection to.

(config network interface my_wwan surelink tests 1)> tcp_port port
(config network interface my_wwan surelink tests 1)>

m other: Tests the status of another interface.

If other is selected, complete the following:
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¢ Set theinterface to test.
i. Usethe ?to determine available interfaces:
ii. Set the interface. For example:

(config network interface my_wan surelink tests 1)> other_interface
/network/interface/eth1
(config network interface my_wan surelink tests 1)>

e Set the type of IP connection:

(config network interface my_wwan surelink tests 1)> other_ip_version value
(config network interface my_wwan surelink tests 1)>

where value is one of:
° any: Bther the IPv4 or IPv6 connection must be up.
° both: Both the IPv4 or IPv6 connection must be up.
° ipv4 The IPv4 connection must be up.
° ipv6: The IPv6 connection must be up.

» The status required for the test to past.

(config network interface my_wwan surelink tests 1)> other_status value
(config network interface my_wwan surelink tests 1)>

where value is one of:

° up: The test will pass only if the referenced interface is up and passing its
own Surelink tests (if applicable).

o down: The test will pass only if the referenced interface is down or failing its
own Surelink tests (if applicable).

f. Repeat for each additional test.
6. Add recovery actions:
a. Type...toreturn to the root of the configuration:

(config network interface my_wwan surelink tests 1)> ...
(config)>

b. Add arecovery action:

(config)> add network interface my_wwan surelink actions end
(config network interface my_wwan surelink actions 0)>

c. New actions are enabled by default. To disable:

(config network interface my_wwan surelink actions 0)> enable false
(config network interface my_wwan surelink actions 0)>

d. Create alabel for the action:

(config network interface my_wwan surelink actions 0)> label string
(config network interface my_wwan surelink actions 0)>
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e. Set the type of recovery action to reboot_device:

(config network interface my_wwan surelink actions 0)> action reboot_device
(config network interface my_wwan surelink actions 0)>

= Set the number of failures for this recovery action to perform, before moving to the
next recovery action:

(config network interface my_wwan surelink actions 0)> test_failures int
(config network interface my_wwan surelink actions 0)>
The default is 3.

® Set the time to wait before the next test is run. If set to the default value of Os, the
test interval is used.

(config network interface my_wwan surelink actions 0)> override_interval int
(config network interface my_wwan surelink actions 0)>

7. Optional SureLink configuration parameters:
a. Type...toreturn to the root of the configuration:

(config network interface my_wwan surelink actions 0)> ...
(config)>

b. Set thetest interval between connectivity tests:

(config)> network interface my_wwan surelink interval value
(config)>

where value is any number of weeks, days, hours, minutes, or seconds, and takes the
format number{w|d|h|m|s}.
For example, to set interval to ten minutes, enter either 10m or 600s:

(config)> network interface my_wan surelink interval 600s
(config)>
The default is 15m.
c. If morethan one test target is configured, set the success condition:

(config)> network interface my_wwan surelink success_condition value
(config)>
where value is either:
= one: Only one test needs to pass for Surelink to consider an interface to be up.
= all: All tests need to pass for SurelLink to consider the interface to be up.

d. Set the number of timesthat the test must pass after failure, before the interface is
determined to be working and is reinstated.

(config)> network interface my_wwan surelink pass_threshold int
(config)>

The default is 1.
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e. Set the amount of time that the device should wait for a response to a test failure before
considering it to have failed:

(config)> network interface my_wwan surelink timeout value
(config)>

where value is any number of weeks, days, hours, minutes, or seconds, and takesthe
format number{w|d|h|m|s}.

For example, to set timeout to ten minutes, enter either 10m or 600s:

(config)> network interface my_wan surelink timeout 600s
(config)>

The default is 15s.

f. Set the amount of time to wait while the device is starting before SureLink testing begins.
This setting is bypassed when the interface is determined to be up.

(config)> network interface my_wwan surelink advanced delayed_start value
(config)>

where value is any number of weeks, days, hours, minutes, or seconds, and takesthe
format number{w|d|h|m|s}.
For example, to set delayed_start to ten minutes, enter either 10m or 600s:

(config)> network interface my_wan surelink advanced delayed_start 600s
(config)>

The default is 300s.

g. Set thetimeto add to the test interval when restarting the list of actions. This option is
capped at 15 minutes.

(config)> network interface my_wwan surelink advanced backoff_interval value
(config)>

where value is any number of weeks, days, hours, minutes, or seconds, and takes the
format number{w|d|h|m|s}.
For example, to set backoff_interval to ten minutes, enter either 10m or 600s:

(config)> network interface my_wan surelink advanced backoff_interval 600s
(config)>

The default is 300 seconds.

h. Theinterface gateway parameter is used by the Interface gateway Ping test asthe
endpoint for traceroute to use to determine the interface gateway. The default is 8.8.8.8,
and should only be changed if this IP address is not accessible due to networking issues.
To set to an alternate host:

(config)> network interface my_wwan surelink advanced interface_gateway hostname/IP_

address
(config)>
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8. Save the configuration and apply the change

(config network interface my_wwan ipv4 surelink)> save
Configuration saved.
>

9. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Disable SureLink

If your device uses a private APN with no Internet access or has a restricted WAN connection that
doesn't allow DNSresolution, you can disable SureLink connectivity tests. You can also reconfigure
SureLink to disable the DNStest and use one or more other tests.

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:
a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Qick the Device ID.
c. dick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

@outbons Hsuws @ o

The Configuration window is displayed.
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D | G | @ Dashboard 88 Status £ System O admin
oigixo

3. dick Network > Interfaces.
4. Select the appropriate WAN or WWAN on which SureLink should be disabled..
5. After selecting the WAN or WWAN, click SureLink.

6. Toggle off Enable to disable SureLink.
7. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions >Open Console, or log into the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Change to the WAN or WWAN's node in the configuration schema. For example, to disable
SureLink for the Modem interface:

(config)> network interface modem
(config network interface modem)>
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4, Disable SureLink:

(config network interface modem> surelink enable false
(config network interface modem)>

5. Savethe configuration and apply the change

(config network interface my_wwan surelink)> save

Configuration saved.
>

6. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Disable the default DNS test

Alternatively, you can disable the default DNStest for devices that use a private APN with no Internet
access, or that have restricted wired WAN connections that do not allow DNS resolution, and
configure alternate test.

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. dick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

@owtbors  suws @ R

The Configuration window is displayed.
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D | G | @ Dashboard 88 Status £ System O admin
oigixo

3. dick Network > Interfaces.
4. Select the appropriate WAN or WWAN on which the default DNStest should be disabled..
5. After selecting the WAN or WWAN, click SureLink.

Click to expand Tests.

dick to expand the default DNS configured test.
Qick to toggle off Enable.

dick %0 add a new test.

© © N >

10. Type aLabel for the test.
11. dick to toggle on IPv6 if the test should apply to both IPv6 rather than IPv4.
12. Select the Test type.

Available test types:
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= Ping test: Uses ICMP to determine connectivity.
If Ping test is selected, complete the following:
e Pingtarget: The type of target for the ping, one of:
° Hostname or IP address of an external server.
° Ping host: hostname or IP address of the server.

° The Interface gateway. If Interface gateway is selected, an initial traceroute is
sent to the hostname or IP address configured in the SureLink advanced settings,
and then the first hop in that route is used for the ping test.

° The Interface address.
° The Interface DNS server.
* Ping payload size: The number of bytes to send as part of the ping payload.
= DNStest: Performs a DNS query to the named DNS server.
If DNS test is selected, complete the following:
* DNS server: The IP address of the DNS server.

® HTTP test: Uses HTTP(s) GET requests to determine connectivity to the configured web
server.

If HTTP test is selected, complete the following:

¢ Web server: The URL of the web server.

® Test DNS servers configured for this interface: Tests communication with DNS
serversthat are either provided by DHCP, or statically configured for this interface.

® Test the interface status: Tests the current status of the interface. The test fails if the
interface is down. Failing this test infers that all other testsfail.

If Test the interface status is selected, complete the following:

+ Down time: The amount of time that the interface is down before the test can be
considered to have failed.

Alowed values are any number of weeks, days, hours, minutes, or seconds, and
take the format number{w|d|h|m|s}.

For example, to set Down time to ten minutes, enter 10m or 600s.

¢ |nitial connection time: The amount of time to wait for the interface to connect for
the first time before the test is considered to have failed.

Alowed values are any number of weeks, days, hours, minutes, or seconds, and
take the format number{w|d|h|m|s}.
For example, to set Initial connection time to ten minutes, enter 10m or 600s.
® Custom test: Tests the interface with custom commands.
If Custom test is selected, complete the following:

e The Commandsto run to test.

® TCP connection test: Tests that the interface can reach a destination port on the
configured host.

If TCP connection test is selected, complete the following:
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e TCP connect host: The hostname or IP address of the host to create a
TCP connection to.

e TCP connect port: The TCP port to create a TCP connection to.
= Test another interface's status: Tests the status of another interface.
If Test another interface's status is selected, complete the following:
e Test interface: The interface to test.
« |P version: The type of IP connection, one of:
° Any: Bther the IPv4 or IPv6 connection must be up.
° Both: Both the IPv4 or IPv6 connection must be up.
° |Pv4: The IPv4 connection must be up.
° |Pv6: The IPv6 connection must be up.
» Expected status: The status required for the test to past.

o Up: The test will pass only if the referenced interface is up and passing its own
SureLink tests (if applicable).

° Down: The test will pass only if the referenced interface is down or failing its own
Surelink tests (if applicable).

13. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or loginto the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Change to WAN or WWAN's node in the configuration schema. For example, to disable the
default DNStest for an interface named my_wan:

(config)> network interface my_wan
(config network interface my_wan)>

4. Disable the default DNStest:

(config network interface my_wan)> surelink tests 0 enable false
(config network interface my_wan)>

5. Add anew test:
a. Add atest:

(config network interface my_wan)> add surelink tests end
(config network interface my_wan surelink tests 1)>
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b. Create alabel for the test:

(config network interface my_wan surelink tests 1)> label string
(config network interface my_wan surelink tests 1)>

c. ifthetest should apply to both IPv6 rather than IPv4, enable IPv6:

(config network interface my_wan surelink tests 1)> ipv6 true
(config network interface my_wan surelink tests 1)>

d. Setthetest type:

(config network interface my_wan surelink tests 1)> test value
(config network interface my_wan surelink tests 1)>

where value is one of:
= ping: Uses ICMP to determine connectivity.

If ping is selected, complete the following:
* Set the ping_method:

(config network interface my_wan surelink tests 1)> ping_method value
(config network interface my_wan surelink tests 1)>

where value is one of:

° hostname: The hostname or IP address of an external server.
° Set ping_host to the hostname or IP address of the server:

(config network interface my_wan surelink tests 1)> ping_host hostname/IP_
address
(config network interface my_wan surelink tests 1)>

o interface_gateway. If set, an initial traceroute is sent to the hostname or IP
address configured in the SureLink advanced settings, and then the first hop
in that route is used for the ping test.

° interface_address.
o interface_dns: The interface's DNS server.
» Set the number of bytes to send as part of the ping payload:

(config network interface my_wan ipsec tunnel ipsec_example surelink tests 1)>
ping_size int
(config network interface my_wan surelink tests 1)>

= dns: Performs a DNS query to the named DNS server.
If dnsis set, set the IPv4 or IPv6 address of the DNS server:

(config network interface my_wan surelink tests 1)> dns_server IP_address
(config network interface my_wan surelink tests 1)>

= http: Uses HTTP(s) GET requests to determine connectivity to the configured web
server.
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If http is set, set the URL of the web server.

(config network interface my_wan surelink tests 1)> http ur/
(config network interface my_wan surelink tests 1)>

= dns_configured: Tests communication with DNS servers that are either provided by
DHCP, or statically configured for this interface.

® interface_up: Teststhe current status of the interface. The test failsif the interface
is down. Failing this test infers that all other tests fail.

If interface_up is set, complete the following:

¢ Set the amount of time that the interface is down before the test can be
considered to have failed.

(config network interface my_wan surelink tests 1)> interface_down_time value
(config network interface my_wan surelink tests 1)>

where value is any number of weeks, days, hours, minutes, or seconds, and
takes the format number{w|d|h|m|s}.

For example, to set interface_down_time to ten minutes, enter either 10m or
600s:

(config network interface my_wan surelink tests 1)> interface_down_time 600s
(config)>

* Set the amount of time to wait for the interface to connect for the first time
before the test is considered to have failed.

(config network interface my_wan surelink tests 1)> interface_timeout value
(config network interface my_wan surelink tests 1)>

where value is any number of weeks, days, hours, minutes, or seconds, and
takes the format number{w|d|h|m|s}.

For example, to set interface_timeout to ten minutes, enter either 10m or
600s:

(config network interface my_wan surelink tests 1)> interface_timeout 600s
(config)>

® custom_test: Teststhe interface with custom commands.

If custom_test is set, set the commands to run to perform the test:

(config network interface my_wan surelink tests 1)> custom_test_commands "string"
(config network interface my_wan surelink tests 1)>

= tcp_connection: Teststhat the interface can reach a destination port on the
configured host.

If tcp_connection is selected, complete the following:
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¢ Set the hostname or IP address of the host to create a TCP connection to:

(config network interface my_wan surelink tests 1)> tcp_host hostname/IP_address
(config network interface my_wan surelink tests 1)>

e Set the TCP port to create a TCP connection to.

(config network interface my_wan surelink tests 1)> tcp_port port
(config network interface my_wan surelink tests 1)>

® other: Tests the status of another interface.
If other is selected, complete the following:
e Set theinterface to test.
i. Usethe ?to determine available interfaces:
ii. Settheinterface. For example:

(config network interface my_wan surelink tests 1)> other_interface
/network/interface/eth1
(config network interface my_wan surelink tests 1)>

» Set the type of IP connection:

(config network interface my_wan surelink tests 1)> other_ip_version value
(config network interface my_wan surelink tests 1)>

where value is one of:
° any: Bther the IPv4 or IPv6 connection must be up.
° both: Both the IPv4 or IPv6 connection must be up.
° ipv4 The IPv4 connection must be up.
° jpv6: The IPv6 connection must be up.

e The status required for the test to past.

(config network interface my_wan surelink tests 1)> other_status value
(config network interface my_wan surelink tests 1)>

where value is one of:

o up: The test will pass only if the referenced interface is up and passing its
own Surelink tests (if applicable).

o down: The test will pass only if the referenced interface is down or failing its
own Surelink tests (if applicable).

6. Save the configuration and apply the change

(config network interface my_wan ipv4 surelink)> save
Configuration saved.
>

7. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.
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Using cellular modems in a Wireless WAN (WAWAN)

The IX10 supports one cellular modem, named Modem, which isincluded in a preconfigured Wireless
WAN, also named Modem.

The cellular modem can have only one active SIM slot at any one time. For example, Modem can have
either SIM1 or SIM2 up at one time.

Typically, you configure SIM1 of the cellular modem as the primary cellular interface, and SIM2 as the
backup cellular interface. In this way, if the IX10 device cannot connect to the network using SIM1, it
automatically fails over to SIM2. IX10 devices automatically use the correct cellular module firmware
for each carrier when switching SIMs.

Configure cellular modem
Configuring the 1X10's cellular modem involves configuring the following items:

Required configuration items

= Enable the cellular modem.
The cellular modem is enabled by default.
= Configure the criteria used to determine which modem this modem configuration appliesto.
= Determine the SIM slot that will be used when connecting to the cellular network.
= Configure the maximum number of interfaces that can use the modem.

= Fnable carrier switching, which allows the modem to automatically match the carrier for the
active SIM.

Carrier switching is enabled by default.
= Configure the access technology.
= Determine which cellular antennasto use.

Additional configuration items
= |f Active SIM slot is set to Any, by default the device uses the SIM slot that was last used or
was operational. As an alternative, you can specify a preferred SIM slot.
In the event of a failover to a non-preferred SIM, or if manual SIM switching is used to switch to
a non-preferred SIM, the modem will attempt to reconnect to the SIMin the preferred SIM slot.

To configure the modem:

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. dick Settings.
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d. dickto expand Config.

Local Web UI:
a. Onthemenu, click System. Under Configuration, click Device Configuration.

@outbors B B 0.

The Configuration window is displayed.

oIGI @oashboard  BEsous - frosen  Qadmin
Digixi0

3. For single-cellular models, click Network >Modems >\WWAN cellular modem or Modem.
4. dick Network >Modems >Modem.

+

5. Modem configurations are enabled by default. dick to toggle Enable to off to disable.

6. For Match modem by, select the matching criteria used to determine if this modem
configuration appliesto the currently attached modem:

= Any modem: Applies this configuration to any modem that is attached.
= |MEl: Applies this configuration only to a modem that matches the identified IME.

» If IME is selected, for Match IMEI, type the IME of the modem that this
configuration should be applied to.
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= Port: Appliesthis configuration to a modem attached to the identified physical port.
 |If Port is selected, for Match Port, select the modem's port.
The default is Any modem.

7. The Active SIM slot selection is used to determine which SIM slot the modem will attempt to
connect with. For Active SIM slot, select one of the following options:

= Any: Use the SIM slot that was last used or was last operational. The default is Any.
= SIM1: Only use SIM slot 1 with the modem
= S|M2: Only use SIM slot 2 with the modem

8. If you set the Active SIM slot to Any, the Preferred SIM slot option displays. Options for
Preferred SIM slot are:
= None: The modem attempts to connect to the SIMin the SIM slot that was last used or
was last operational. None is the default.

= SIM slot: Select the SIM slot that should be considered the preferred slot for this
modem. If a preferred SIMis configured, the Preferred SIM slot check schedule
displays in the configuration settings. In the event of a SIM failover, or if manual SIM
switching is used to switch SIM slots, the modem attemptsto reconnect to the
preferred SIM at the interval or schedule configured in the Preferred SIM slot check
schedule settings. If a Preferred SIM slot is selected, you can choose the type of
schedule:

¢ On boot - Runstask when device starts.
» Interval - Runstask once per hour.
e Set time - Runstask at a set time.

« During system maintenance window - Runstask only during the period of time
designated for system maintenance.

* Manual - Task is not performed automatically.

« After - Task runs for a fixed time interval on a different SIM and then goes back to
the preferred SIM.

9. For Maximum number of interfaces, type the number of interfaces that can be configured to
use this modem. Thisis used when using dual-APN SIMs. The default is 1.

10. For Signal strength query interval, type or select the amount of time the system waits before
polling the modem for signal information.

Alowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m|s}.

For example, to set Signal strength query interval to ten minutes, enter 10m or 600s.
The default is 30s.

11. Enable Carrier switching to allow the modem to automatically match the carrier for the active
SIM. Carrier switching is enabled by default.

12. For Access technology, select the type of cellular technology that this modem should use to
access the cellular network, or select All technologies to configure the modem to use the best
available technology. The default is All technologies.

13. For Antennas, select whether the modem should use the main antenna, the auxiliary antenna,
or both the main and auxiliary antennas.
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For 4G bands, specify the frequency bands you want to include or exclude. By default, all
bands are used. To only use certain bands, separate each band in the list with a space (for
example, B1 B3 B5). To exclude certain bands, separate each band in the list with a space and
precede each band with an exclamation point (for example, !B1!B5).

CAUTION! Make sure to confirm with your service provider that the bands you want
to include or exclude are accurate. Connection issues may occur if a service provider
changed any of the frequency bands they use for their network and you have set
limitations on the bands to which the 1X10 can connect.

14. (Optional) For 4G bands, specify the 4Gbands.
15. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or loginto the 1X10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Modem configurations are enabled by default. To disable;

(config)> network modem modem enable false
(config)>

4. Set the matching criteria used to determine if this modem configuration appliesto the
currently attached modem:

(config)> network modem modem match value
(config)>

where value is one of the following:
= any: Appliesthis configuration to any modem that is attached.
= imei: Applies this configuration only to a modem that matches the identified IME.

» Ifimei isused, set the IME of the modem that this configuration should be applied
to:

(config)> network modem modem imei value
(config)>

where value is the IMA of the modem.
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= port: Applies this configuration to a modem attached to the identified physical port.
 If port isused, set modem's port:
a. Determine available ports and correct syntax by using the ?:

(config)> network modem modem port ?

Match port: The physical port that the modem device is attached to.
Format:
/device/usb/modem/module
Default value: /device/usb/modem/module
Current value: /device/usb/modem/module

(config)> network modem modem port
b. Setthe port:

(config)> network modem modem port /device/usb/modem/module
(config)>

The default is any.
5. Set the SIM slot that should be used by the modem:

(config)> network modem modem sim_slot value
(config)>

where value is one of the following:
= any: Uses either SIM slot.
® 1: Usesthefirst SIM slot.
m 2 Usesthe second SIMslot.
The default is any.

6. If sim_slot is set to any, set the SIM slot that should be considered the preferred slot for this
modem:

(config)> network modem modem sim_slot_preference value
(config)>

where value is one of the following:
= none: Does not consider either SIM slot to be the preferred slot.
m 1. Configuresthe first SIM slot as the preferred SIM slot.
® 2. Configures the second SIM slot asthe preferred SIM slot.

In the event of a failover to a non-preferred SIM, or if manual SIM switching is used to switch to
a non-preferred SIM, the modem will attempt to reconnect to the SIMin the preferred SIM slot.
The default is none.

7. To set the preferred SIM slot check schedule:

(config)> network modem modem sim_slot_preference_value
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where value is one of the following:
= 1:SMslot 1.
= 2 SMslot 2.

(config)> ...run-time when value

where value is one of the following:
= after
= hoot
= jnterval
® maintenance_window
= manual
= set time
The default is set_time.
Set the amount of time the system waits before polling the modem for signal information:

(config)> network modem modem query_interval value
(config)>

where value is any number of weeks, days, hours, minutes, or seconds, and takes the format
number{w|d|h|m|s}.
For example, to set query_interval to ten minutes, enter either 10m or 600s:

(config)> network modem wan query_interval 600s
(config)>

The default is 30s.

Set the maximum number of interfaces. Thisis used when using dual-APN SIMs. The default is
1

(config)> network modem modem max_intfs int
(config)>

Carrier switching allows the modem to automatically match the carrier for the active SIM.
Carrier switching is enabled by default. To disable:

(config)> network modem modem carrier_switch false
(config)>

Set the type of cellular technology that this modem should use to access the cellular network:

(config)> network modem modem access_tech value
(config)>

Available options for value vary depending on the modem type. To determine available
options:

(config)> network modem modem access_tech ?
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Access technology: The cellular network technology that the modem may use.
Format:
2G
3G
4G
4GM
4GT
all
Default value: all
Current value: all

(config)>

The default is all, which uses the best available technology.

Set whether the modem should use the main antenna, the auxiliary antenna, or both the main
and auxiliary antennas:

(config)> network modem modem antenna value
(config)>

where value is one of the following:
= main
= aux
= poth
(Optional) To specify the 4G bands you want to include or exclude:

(config)> network modem modem 4g_bands
(config)>

Save the configuration and apply the change

(config)> save

Configuration saved.
>

Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure cellular modem APNs

The IX10 device uses a preconfigured list of Access Point Names (APNs) when attempting to connect
to a cellular carrier for the first time. After the device has successfully connected, it will remember the
correct APN. As aresult, it is generally not necessary to configure APNs. However, you can configure
the system to use a specified APN.

To configure the APN:

1

Log into Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
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2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Qick the Device ID.
c. dick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

@ostvons Bsuus g ©sinin

The Configuration window is displayed.

D I G I @ Dashboard B Status £ System O admin
Digi 0

3. dick Network >Interfaces >Modem > APN list > APN.

+

4. For APN, type the Access Point Name (APN) to be used when connecting to the cellular carrier.
5. (Optional) IP version:
For IP version, select one of the following:
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= Automatic: Requests both IPv4 and IPv6 address.
= |Pv4: Requests only an IPv4 address.
= |Pv6: Requests only an IPv6 address.

The default is Automatic.

(Optional)For PDP context index, type the number for the index of the SIM card that the APN
is programmed into or type 0 to have the index set automatically.

(Optional) For Authentication method, select one of the following:
= None: No authentication is required.
= Automatic: The device will attempt to connect using CHAP first, and then PAP.
®  CHAP: Uses the Challenge Handshake Authentication Profile (CHAP) to authenticate.
= PAP: Uses the Password Authentication Profile (PAP) to authenticate.

If Automatic, CHAP, or PAP is selected, enter the Username and Password required to
authenticate.

The default is None.

Lightweight M2M support is enabled by default. Disable if you are using an AT&T SIM that
does not support AT&T lightweight M2M.

To add additional APNs, for Add APN, click Yiand repeat the preceding instructions.

(Optional) To configure the device to bypass its preconfigured APN list and only use the
configured APNs, enable APN list only.

Qick Apply to save the configuration and apply the change.

Select the device in Remote Manager and click Actions > Open Console, or log into the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

At the command line, type config to enter configuration mode:

> config
(config)>

At the config prompt, type:

(config)> network interface modem modem apn 0 apn value
(config)>

where value is the APN for the SIM card.
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4. (Optional) To add additional APNs:
a. Usethe add command to add a new APN entry. For example:

(config)> add network interface modem modem apn end
(config network interface modem modem apn 1)>

b. Set the value of the APN:

(config network interface modem modem apn 1)> apn value
(config network interface modem modem apn 1)>

where value is the APN for the SIM card.
5. (Optional) Set the IP version:

(config)> network interface modem modem apn 0 ip_version version
(config)>

where version is one of the following:
= auto: Requests both IPv4 and IPv6 address.
= jpv4: Requests only an IPv4 address.
® jpv6: Requests only an IPv6 address.
The default is auto.
6. (Optional) Set the PDP context index:

(config network interface wwan1 modem apn 0) > cid value
(config network interface wwan1 modem apn 0) >

where value is the index number of the SIMthat the APN is programmed into. 0 meansthe
index will be automatically set.

7. (Optional) Set the authentication method:

(config)> network interface modem modem apn 0 auth method
(config)>
where method is one of the following:
= none: No authentication is required.
= auto: The device will attempt to connect using CHAP first, and then PAP.
= chap: Uses the Challenge Handshake Authentication Profile (CHAP) to authenticate.
® pap: Uses the Password Authentication Profile (PAP) to authenticate.
If auto, chap, or pap is selected, enter the Username and Password required to authenticate:

(config)> network interface modem modem apn 0 username name
(config)> network interface modem modem apn 0 password pwd
(config)>

The default is none.

8. Disable Lightweight M2M support if you are using an AT&T SIM that does not support AT&T
lightweight M2M:
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(config)> network interface modem modem apn 0 attm2mglobal false
(config)>

9. (Optional) To configure the device to bypass its preconfigured APN list and only use the
configured APNSs:

(config)> network interface modem modem apn_lock true
(config)>

10. Save the configuration and apply the change

(config)> save

Configuration saved.
>

11. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Show cellular status and statistics

You can view a summary status for all cellular modems, or view detailed status and statistics for a
specific modem.

Log into the 1X10 WebUI as a user with full Admin access rights.
1. Onthe menu, click Status.

Under Connections, click Modems.

The modem status window is displayed

1. Select the device in Remote Manager and click Actions > Open Console, or loginto the 1X10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. Use the show modem command:
= To view a status summary for the modem:

> show modem

Modem SIM Status APN Signal Strength

modem 1 (ready) connected 1234  Good (-84 dBm)

>
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> show modem name modem

modem: [Telit] LM940

Wreless Wide Area Networks (VWWANS)

® To view detailed status and statistics, use the show modem name name command:

IMEI 1 781154796325698
Model : LM940

FW Version :24.01.541_ATT
Revision :24.01.541

Status

State : connected

Signal Strength : Good (-85 dBm)
Bars 12/5

Access Mode 14G

Network Technology (CNTI): LTE
Band :B2

Temperature :34C

wwan1 Interface

APN 11234

IPv4 surelink : passing

IPv4 address :189.232.229.47
IPv4 gateway :189.232.229.1

IPv4 MTU : 1500

IPv4 DNS server(s)  :245.144.162.207, 245.144.162.208

IPV6 surelink : passing

IPv6 address

IPv6 gateway

IPv6 MTU : 1500

TX bytes 1127941

RX bytes 161026

Uptime : 10 hrs, 56 mins (39360s)
SIM

SIM Slot 1

SIM Status : ready

IMSI :61582122197895

ICCID 1 26587628655003992180
SIM Provider tAT&T

4G

RSRQ : Good (-11.0 dB)

RSRP : Good (-93.0 dBm)

: 11f6:4680:0d67:59d2:552b:3429:81a8:f1ea
: ff50:d95d:7€98:abe8:3030:9138:4f25:f51b
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RSSI : Excellent (-64.0 dBm)
SNR : Good (6.4 dB)

Unlock a SIM card

A SIM card can be locked if a user triesto set an invalid PIN for the SIM card too many times. In
addition, some cellular carriers require a SIM PIN to be added before the SIM card can be used. If the
SIM card is locked, the 1X10 device cannot make a cellular connection.

To unlock a SIM card:

1

2.

3.

Select the device in Remote Manager and click Actions > Open Console, or log into the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

At the Admin CLI prompt, use the modem puk unlock command to set a new PIN for the SIM
card:

> modem puk unlock puk_code new_pin modem_name
>

For example, to unlock a SIM card in the modem named modem with PUK code 12345678,
and set the new SIMPIN to 1234:

> modem puk unlock 12345678 1234 modem
>

Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

If the SIMremainsin a locked state after using the unlock command, contact your cellular
carrier.

Signal strength for 4G cellular connections
For 4G connections, the RSRP value determines signal strength.

Excellent: >-90 dBm

Good: -90 dBm to -105 dBm
Fair: -106 dBm to -115 dBm
Poor: -116 dBm to -120 dBm:
No service: <-120 dBm

See Show cellular status and statistics for procedures to view this information.
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Signal strength for 3Gand 2G cellular connections
For 3Gand 2G cellular connections, the current RSSI value determines signal strength.

= Excellent: >-70 dBm

= (oo0d:-70 dBm to -85 dBm

= Fair: -86 dBm to -100 dBm

= Poor: <-100 dBm to -109 dBm
= No service: -110 dBm

See Show cellular status and statistics for procedures to view this information.

Tips for improving cellular signal strength
If the signal strength LEDs or the signal quality for your device indicate Poor or No service, try the
following things to improve signal strength:
= Move the IX10 device to another location.
= Try connecting a different set of antennas, if available.
= Purchase a Digi Antenna Extender Kit:
e Antenna Extender Kit, 1m

AT command access
To run AT commands from the IX10 command line:

1. Select the device in Remote Manager and click Actions >Open Console, or log into the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the Admin CLI prompt, type modem at-interactive and press Enter. Type n if you do not
want exclusive access. This allows you to send AT commands to the device while still allowing
the device to connect, disconnect, and/or reconnect to the cellular network.

3. At the Admin CLI prompt, use the modem at-interactive command to begin an interactive AT
command session:

> modem at-interactive

Do you want exclusive access to the modem? (y/n) [y]:

4. Type n if you do not want exclusive access. This allows you to send AT commandsto the
device while still allowing the device to connect, disconnect, and/or reconnect to the cellular
network.

The following is an example interactive AT command:

> modem at-interactive
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Do you want exclusive access to the modem? (y/n) [y]: n
Starting terminal access to modem AT commands.
Note that the modem is still in operation.

To quitenter "™." (""" if using an ssh client) and press ENTER

Connected

ati

Manufacturer: Sierra Wireless, Incorporated
Model: MC7455

Revision: SWI9X30C_02.24.03.00 r6978 CARMD-EV-FRMWR2 2017/03/02 13:36:45
MEID: 35907206045169

IMELI: 359072060451693

IMEISV: 9

FSN: LQ650551070110

+GCAP: +CGSM

OK

Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure dual APNs

Some cellular carriers offer a dual APN feature that allows a SIM card to be provisioned with two
separate APNs that can be used simultaneously. For example, Verizon offers this service as its Split
Data Routing feature. This feature provides two separate networking paths through a single cellular
modem and SIM card, and allows for configurations such as:

Segregating public and private traffic, including policy-based routes to ensure that your
internal network traffic always goes through the private connection.

Separation of untrusted Internet traffic from trusted internal network traffic.
Secure connection to internal customer network without using a VPN.
Separate billing structures for public and private traffic.

Site-to-site networking, without the overhead of tunneling for each device.

To accomplish this, we will create separate WWAN interfaces that use the same modem but use
different APNs, and then use routing roles to forward traffic to the appropriate WWAN interface.

1

Log into Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
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2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your

device.
b. dickthe Device ID.
c. dick Settings.
d. dickto expand Config.

Local Web UI:

a. Onthe menu, click System. Under Configuration, click Device Configuration.

@ IR © siie

The Configuration window is displayed.

D I G I @ Dashboard B Status £ System O admin
Digi 0

3. Increase the maximum number of interfaces allowed for the modem:

a. Cick Network >Modems >Modem.
b. For Maximum number of interfaces, type 2.

4. Create the WWAN interfaces:

In this example, we will create two interfaces named WWAN_Public and WWAN_Private.
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Cick Network > Interfaces.
For Add Interface, type WWAN_Public and click Y

For Interface type, select Modem.
For Zone, select External.
For Device, select Modem .

(Optional): Configure the public APN. If the public APN is not configured, the 1X10 will
attempt to determine the APN.

i. dickto expand APN list > APN.
ii. For APN, type the public APN for your cellular carrier.

For Add Interface, type WWAN_Private and click Yo

For Interface type, select Modem.

For Zone, select External.

For Device, select Modem .

This should be the same modem selected for the WWAN_Public WWAN.
Enable APN list only.

Click to expand APN list > APN.
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m. For APN, type the private APN provided to you by your cellular carrier.

5. Create the routing policies. For example, to route all traffic from a device with the IP address of
192.168.2.101 through the private APN:

a. dick Network > Routes > Policy-based routing.
b. dick the Yo add a new route policy.

+

c. For Label, enter Route through private APN.
d. For Interface, select Interface;: WWAN_Private.
e. Configure the source address:
i. Cick to expand Source address.
ii. For Type, select IPv4 address.
iii. For Address, type 192.168.2.101.
f. Configure the destination address:
i. dick to expand Destination address.
ii. For Type, select Interface.
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iii. ForInterface, select Interface: WWAN_Private.

v Route through private APN

Enable o

Label Route through private APN

Interface Interface: WWAN_Private

Exclusive

IP version

Type 1Pv4 address

IPv4 address 192.168.2.101

Interface v

Interface: WWAN_Private -

6. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Set the maximum number of interfaces for the modem:

(config)> network modem modem max_intfs 2
(config)>

4, Create the WWAN interfaces:
a. Oreate the WWANPublic interface:

(config)> add network interface WWANPublic
(config network interface WWANPublic)>

b. Set theinterface type to modem:

(config network interface WWANPublic)> type modem
(config network interface WWANPublic)>

c. Set the modem device:
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(config network interface WWANPublic)> modem device modem
(config network interface WWANPublic)>

d. (Optional): Set the public APN. If the public APN is not configured, the IX10 will attempt to
determine the APN.

(config network interface WWANPublic)> modem apn public_apn
(config network interface WWANPublic)>

e. Useto periods (..) to move back one level in the configuration:

(config network interface WWANPublic)> ..
(config network interface)>

f. Create the WWANPrivate interface:

(config network interface)> add WWANPrivate
(config network interface WWANPrivate)>

g. Set theinterface type to modem:

(config network interface WWANPrivate)> type modem
(config network interface WWANPrivate)>

h. Set the modem device:

(config network interface WWANPrivate)> modem device modem
(config network interface WWANPrivate)>

i. Enable APN list only:

(config network interface WWANPrivate)> apn_lock true
(config network interface WWANPrivate)>

j- Set the private APN:

(config network interface WWANPublic)> modem apn private_apn
(config network interface WWANPublic)>

5. Create the routing policies. For example, to route all traffic from a device with the IP address of
192.168.2.101 through the private APN:

a. Add a new routing policy:

(config)> add network route policy end
(config network route policy 0)>

b. Set the label that will be used to identify this route policy:

(config network route policy 0)> label "Route through private apn
(config network route policy 0)>

IX10 User Guide 132



Interfaces Wreless Wide Area Networks (VWWANS)

c. Set theinterface:

(config network route policy 0)> interface /network/interface/WWANPrivate
(config network route policy 0)>

d. Configure the source address:
i. Set the source type to address:

(config network route policy 0)> src type address
(config network route policy 0)>

ii. SetthelPaddressto 192.168.2.101:

(config network route policy 0)> src address 192.168.2.101
(config network route policy 0)>

e. Configure the destination address:
i. Setthetypetointerface:

(config network route policy 1)> dst type interface
(config network route policy 1)>

ii. Settheinterface to WWANPrivate :

(config network route policy 1)> interface /network/interface/WWANPrivate
(config network route policy 1)>

6. Save the configuration and apply the change

(config network route policy 1)> save
Configuration saved.
>

7. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure a Wireless Wide Area Network (\WWAN)

Configuring a Wireless Wide Area Network (WWAN) involves configuring the following items:

Required configuration items

= The interface type: Modem.
= The firewall zone: External.
= The cellular modem that is used by the WWAN.

Additional configuration items

= SIMselection for this WWAN.
= The SIMPIN.
= The SIM phone number for SMS connections.
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= Fnable or disable roaming.

= SIMfailover configuration.

= APN configuration.

= The custom gateway/netmask.
= |Pv4 configuration:

» The type being the way to control how the modem in the Digi device obtains an IP address
from the cellular network.

» The metric for IPv4 routes associated with the WAN.
» Therelative weight for IPv4 routes associated with the WAN.

» The IPv4 management priority of the WAN. The active interface with the highest
management priority will have its address reported as the preferred contact address for
central management and direct device access.

» The IPv4 Maximum Transmission Unit (MTU) of the WAN.
« When to use DNS: always, never, or only when this interface is the primary default route.

« Surelink active recovery configuration. See Configure SureLink active recovery to detect
modem failures for further information.

= |Pv6 configuration;

» The type being the way to control how the modem in the Digi device obtains an IP address
from the cellular network.

¢ The metric for IPv6 routes associated with the WAN.
» The relative weight for IPv6 routes associated with the WAN.

» The IPv6 management priority of the WAN. The active interface with the highest
management priority will have its address reported as the preferred contact address for
central management and direct device access.

e The IPv6 Maximum Transmission Unit (MTU) of the WAN.
» \When to use DNS: always, never, or only when this interface is the primary default route.

» Surelink active recovery configuration. See Configure SureLink active recovery to detect
modem failures for further information.

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Accessthe device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. dick Settings.
d. dick to expand Config.

Local Web UI:
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a. Onthe menu, click System. Under Configuration, click Device Configuration.

@outoond Bsuus O 0.

The Configuration window is displayed.

D I G I @ Dashboard B8 Status £ System O admin
oigi 0

3. dick Network > Interfaces.
4. Create the WWAN or select an existing WWAN:
= To create a new \WWAN:
a. For Add interface, type a name for the WWAN and click Yo

b. For Interface type, select Modem.

New WWANS are enabled by default. To disable, toggle off Enable.

= To edit an existing WWAN, click to expand the WWWAN.
5. For Zone, select External.
6. For Device, select the cellular modem.
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7. For Match SIM by, select a SIM matching criteria to determine when this WWAN should be
used:

® |f SIM slot is selected, for Match SIM slot, select which SIM slot must be in active for
this WWAN to be used.

m |f Carrier is selected, for Match SIM carrier, select which cellular carrier must be in
active for this WWAN to be used.

= |f PLMN identifier is selected, for Match PLMN identifier, type the PLMN id that must
be in active for this WWAN to be used.

= |f IMSI is selected, for Match IMSI, type the International Mobile Subscriber Identity
(IMS]) that must be in active for this WWAN to be used.

= [f ICCIDis selected, for Match ICCID, type the unique SIM card ICCID that must be in
active for this WWAN to be used.

8. Typethe PIN for the SIM. Leave blank if no PIN is required.
9. Type the Phone number for the SIM, for SMS connections.

Normally, this should be left blank. It is only necessary to complete this field if the SIM does
not have a phone number or if the phone number is incorrect.

10. Roaming is enabled by default. Qick to disable.
11. For Carrier selection mode, select one of the following:
= Automatic: The cellular carrier is selected automatically by the device.

= Manual: The cellular carrier must be manually configured. If the configured network is
not available, no cellular connection will be established.

= Manual/Automatic: The carrier is manually configured. If the configured network is not
available, automatic carrier selection is used.

If Manual or Manual/Automatic is selected:
a. For Network PLMN ID, type the PLMN ID for the cellular network.

b. For Network technology, select the technology that should be used. The default is Al
technologies, which meansthat the best available technology will be used.

If Manual is configured for Carrier selection mode and a specific network
technology is selected for the Network technology, your modem must support the
selected technology or no cellular connection will be established. If you are using a cellular
connection to perform this procedure, you may lose your connection and the device will
no longer be accessible.

12. SIMfailover is enabled by default, which means that the modem will automatically fail over
from the active SIMto the next available SIMwhen the active SIMfails to connect. If enabled:

a. For Connection attempts before SIM failover, type the number of times that the device
should attempt to connect to the active SIM before failing over to the next available SIM.

b. For SIM failover alternative, configure how SIM failover will function if automatic SIM
switching is unavailable:

= None: The device will perform no alternative action if automatic SIM switching is
unavailable.

® Reset modem: The device will reset the modem if automatic SIM switching is
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unavailable.
= Reboot device: The device will reboot if automatic SIM switching is unavailable.

13. For APN list and APN list only, the IX10 device uses a preconfigured list of Access Point Names
(APNs) when attempting to connect to a cellular carrier for the first time. After the device has
successfully connected, it will remember the correct APN. As a result, it is generally not
necessary to configure APNs. See Configure cellular modem APNs for further information and
instructions for setting an APN.

14. (Optional) To configure the IP address of a custom gateway or a custom netmask:

a.
b.
c.

dick Custom gateway to expand.

dick Enable.

For Gateway/Netmask, enter the IP address and netmask of the custom gateway. To
override only the gateway netmask, but not the gateway IP address, use all zeros for the IP

address. For example, 0.0.0.0./32 will use the network-provided gateway, but with a /32
netmask.

15. Optional IPv4 configuration items:

a.
b.
c.

dick IPv4 to expand.

IPv4 support is Enabled by default. dick to disable.

Set the Type.

®m Static IP address - Digi device obtains the static IP address from the cellular network.

= DHCP address - Digi device obtains IP address through a DHCP server on the cellular
network.

Set the MTU.
For Use DNS:

= Always: DNSwill always be used for this WWAN; when multiple interfaces have the
same DNS server, the interface with the lowest metric will be used for DNS
requests.

= \When primary default route: Only use the DNS servers provided for this WWAN
when the WWAN is the primary route.

= Never: Never use DNS servers for this VWWAN.
The default setting is When primary default route.

16. Optional IPv6 configuration items:

a.
b.
c.
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dick IPv6 to expand.

IPv6 support is Enabled by default. dick to disable.

Set the Type.

= Static IP address - Digi device obtains the static IP address from the cellular network.

= DHCP address - Digi device obtains IP address through a DHCP server on the cellular
network.

Set the MTU.
For Use DNS:

= Always: DNSwill always be used for this WWAN; when multiple interfaces have the
same DNS server, the interface with the lowest metric will be used for DNS
requests.
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= \When primary default route: Only use the DNS servers provided for this WWAN
when the WWAN is the primary route.

= Never: Never use DNS servers for this WWAN.
The default setting is When primary default route.

1. See Configure SurelLink active recovery to detect modem failures for information about
configuring SureLink.

17. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Oreate a new WWAN or edit an existing one:
= To create a new WWAN named my_wwan:

(config)> add network interface my_wwan
(config network interface my_wwan)>

= To edit an existing WWAN named my_wwan, change to the my_wwan node in the
configuration schema:

(config)> network interface my_wwan
(config network interface my_wwan)>

4. Set the appropriate firewall zone:

(config network interface my_wwan)> zone zone
(config network interface my_wwan)>

See Hrewall configuration for further information.
5. Select a cellular modem:
a. Enter modem device ?to view available modems and the proper syntax.
(config network interface my_wwan)> modem device ?
Device: The modem used by this network interface.
Format:
modem

Current value:

(config network interface my_wwan)> device
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b. Set the device:

(config network interface my_wwan)> modem device modem
(config network interface my_wwan)>

6. Set the SIM matching criteria to determine when this WWAN should be used:

(config network interface my_wwan)> modem match value
(config network interface my_wwan)>

Where value is one of:
= any
= carrier
Set the cellular carrier must be in active for this WWAN to be used:

a. Use ?to determine available carriers:
(config network interface my_wwan)> modem carrier

Match SIM carrier: The SIM carrier match criteria. This interface is applied when the SIM
card is
provisioned from the carrier.
Format:

AT&T

Rogers

Sprint

T-Mobile

Telstra

Verizon

Vodafone

other
Default value: AT&T
Current value: AT&T

(config network interface my_wwan)>
b. Setthe carrier:

(config network interface my_wwan)> modem carrier value
(config network interface my_wwan)>

= jccid
Set the unique SIM card ICCID that must be in active for this WWAN to be used:

(config network interface my_wwan)> modem iccid /ICCID
(config network interface my_wwan)>

= imsi
Set the International Mobile Subscriber Identity (IMS]) that must be in active for this
WWAN to be used:
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(config network interface my_wwan)> modem imsi IMS/
(config network interface my_wwan)>

= plmn_id
Set the PLMN id that must be in active for this WWAN to be used:

(config network interface my_wwan)> modem plmn_id PLMN_ID
(config network interface my_wwan)>

= sim_slot
Set which SIM slot must be in active for this WWAN to be used:

(config network interface my_wwan)> modem sim_slot value
(config network interface my_wwan)>

where value is either 1 or 2.
7. Set the PIN for the SIM. Leave blank if no PIN is required.

(config network interface my_wwan)> modem pin value
(config network interface my_wwan)>

8. Set the phone number for the SIM, for SMS connections:

(config network interface my_wwan)> modem phone num
(config network interface my_wwan)>

Normally, this should be left blank. It is only necessary to complete this field if the SIM does
not have a phone number or if the phone number isincorrect.

9. Roamingis enabled by default. To disable:

(config network interface my_wwan)> modem roaming false
(config network interface my_wwan)>

10. Set the carrier selection mode:

(config network interface my_wwan)> modem operator_mode value
(config network interface my_wwan)>

where value is one of:
= automatic: The cellular carrier is selected automatically by the device.

= manual: The cellular carrier must be manually configured. If the configured network is
not available, no cellular connection will be established.

® manual_automatic: The carrier is manually configured. If the configured network is not
available, automatic carrier selection is used.

If manual or manual_automatic is set:
a. Set the Network PLMN ID:

(config network interface my_wwan)> modem operator PLMN_ID
(config network interface my_wwan)>
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b. Set the cellular network technology:

(config network interface my_wwan)> modem operator_technology value
(config network interface my_wwan)>

where value is one of:
= all: The best available technology will be used.
= 2G: Only 2Gtechnology will be used.
® 3G Only 3Gtechnology will be used.
= 4G Only 4Gtechnology will be used.
= NR5G-NSA: Only 5G non-standalone technology will be used.
= NR5G-SA: Only 5G standalone technology will be used.
The default isall.

If manual is configured for the carrier selection mode and a specific network
technology is selected for the cellular network technology, your modem must support the
selected technology or no cellular connection will be established. If you are using a cellular
connection to perform this procedure, you may lose your connection and the device will
no longer be accessible.

11. SIMfailover is enabled by default, which means that the modem will automatically fail over
from the active SIMto the next available SIM when the active SIMfails to connect. To disable:

(config network interface my_wwan)> modem sim_failover false
(config network interface my_wwan)>
If enabled:

a. Set the number of times that the device should attempt to connect to the active SIM
before failing over to the next available SIM:

(config network interface my_wwan)> modem sim_failover_retries num
(config network interface my_wwan)>
The default settingis 5.
b. Configure how SIMfailover will function if automatic SIM switching is unavailable;

(config network interface my_wwan)> modem sim_failover_alt value
(config network interface my_wwan)>

where value is one of:

= none: The device will perform no alternative action if automatic SIM switching is
unavailable.

® reset: The device will reset the modem if automatic SIM switching is unavailable.
= reboot: The device will reboot if automatic SIM switching is unavailable.

12. The IX10 device uses a preconfigured list of Access Point Names (APNs) when attempting to
connect to a cellular carrier for the first time. After the device has successfully connected, it
will remember the correct APN. As aresult, it is generally not necessary to configure APNs. See
Configure cellular modem APNSs for further information and instructions for setting an APN.
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13. (Optional) To configure the IP address of a custom gateway or a custom netmask:
a. Enable the custom gateway:

(config network interface my_wwan)> modem custom_gw enable true
(config network interface my_wwan)>

b. Set the IP address and netmask of the custom gateway:

(config network interface my_wwan)> modem custom_gw gateway ip_address/netmask
(config network interface my_wwan)> modem custom_gw

To override only the gateway netmask, but not the gateway IP address, use all zeros for
the IP address. For example, 0.0.0.0./32 will use the network-provided gateway, but with a
/32 netmask.

14. Optional IPv4 configuration items:
a. IPv4 support is enabled by default. To disable:

(config network interface my_wwan)> ipv4 enable false
(config network interface my_wwan)>

b. Set thetype, which determines how the modem in the device obtains an IP address from
the cellular network.

(config network interface my_wwan)> ipv4 modem_type value
(config network interface my_wwan)>
Where value is one of:
® static: Digi device obtains the static IP address from the cellular network.
= dhcp: Digi device obtains IP address via a DHCP server on the cellular network.
C. Set the MTU:

(config network interface my_wwan)> ipv4 mtu num
(config network interface my_wwan)>

d. Configure when the WWAN's DNS servers will be used:

(config network interface my_wwan)> ipv4 dns value
(config network interface my_wwan)>

Where value is one of:

= always: DNSwill always be used for this WWAN; when multiple interfaces have the
same DNS server, the interface with the lowest metric will be used for DNS
requests.

® never: Never use DNS servers for this WWVAN.

= primary: Only use the DNS servers provided for this WWAN when the WWAN is the
primary route.

The default setting is primary.
15. Optional IPv6 configuration items:
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IPv6 support is enabled by default. To disable:

(config network interface my_wwan)> ipv4 enable false
(config network interface my_wwan)>

Set the type, which determines how the modem in the device obtains an IP address from
the cellular network.

(config network interface my_wwan)> ipv4 modem_type value
(config network interface my_wwan)>

Where value is one of:

® static: Digi device obtains the static IP address from the cellular network.

= dhcp: Digi device obtains IP address via a DHCP server on the cellular network.
Set the MTU:

(config network interface my_wwan)> ipv4 mtu num
(config network interface my_wwan)>

Configure when the WWAN's DNS servers will be used:

(config network interface my_wwan)> ipv4 dns value
(config network interface my_wwan)>

Where value is one of:

= always: DNSwill always be used for this WWAN; when multiple interfaces have the
same DNS server, the interface with the lowest metric will be used for DNS
requests.

® never: Never use DNS servers for this WWVAN.

= primary: Only use the DNS servers provided for this WWAN when the WWAN is the
primary route.

The default setting is primary.

See Configure SureLink active recovery to detect modem failures for information about
configuring active recovery.

Save the configuration and apply the change

(config network interface my_wan)> save
Configuration saved.

Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Show WWAN status and statistics
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Log into the 1X10 WebUI as a user with full Admin access rights.
From the menu, click Status.
Under Networking, click Interfaces.

1. Select the device in Remote Manager and click Actions > Open Console, or loginto the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. Enter the show network command at the Admin CLI prompt:

> show network

Interface Proto Status Address

defaultip IPvd up 192.168.210.1/24
defaultlinklocal IPv4 up  169.254.100.100/16

eth IPv4 up 192.168.2.1/24
eth IPv6 up fd00:2704::1/48
loopback IPv4 up 127.0.0.1/8
modem IPvd4 up 10.200.1.101/30
modem IPv6 down

>

3. Additional information can be displayed by using the show network verbose command:

> show network verbose

Interface Proto Status Type Zone Device Metric Weight

defaultip IPv4 up  static setup eth 10 10
defaultlinklocal IPv4 up  static setup eth 0 10

eth IPv4 up static internal eth 5 10

eth IPv6 up  static internal eth 5 10

loopback IPv4 up  static loopback loopback 0 10
modem IPv4d up modem external wwan1 3 10
modem IPv6 down modem external wwan1 3 10

>

4. Enter show network interface name at the Admin CLI prompt to display additional
information about a specific WAN. For example, to display information about ETH1, enter show

network interface ethil:

> show network interface eth1

wan1 Interface Status
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Zone : external

IPv4 Status 1up

IPv4 Type :dhep

IPv4 Address(es) :10.10.10.10/24

IPv4 Gateway :10.10.10.1

IPv4 MTU 21500

IPv4 Metric 1

IPv4 Weight 210

IPv4 DNS Server(s) : 10.10.10.2, 10.10.10.3

IPv6 Status 1up

IPv6 Type : dhcpvb

IPv6 Address(es) :fe00:2404::240:f4ff:fe80:120/64

IPv6 Gateway : ff80::234:3ff:ff0e:4320

IPv6 MTU : 1500

IPv6 Metric 1

IPv6 Weight 210

IPv6 DNS Server(s) : fd00:244::1, fe80::234:f3f4:fe0e:4320

>

5. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Delete a WWAN.

Follow this procedure to delete any WANs and WWANSs that have been added to the system. You
cannot delete the preconfigured WAN, ETHL, or the preconfigured WWAN, Modem.

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dickthe Device ID.
dick Settings.
dick to expand Config.

Local Web UI:
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a. Onthe menu, click System. Under Configuration, click Device Configuration.

@owtbors  suws @ R

The Configuration window is displayed.

D I G I @ Dashboard B8 Status £ System O admin
oigi 0

. Qick Network > Interfaces.
. dick the menu icon (...) next to the name of the WAN or WWAN to be deleted and select

Delete.

]

. Qick Apply to save the configuration and apply the change.

. Select the device in Remote Manager and click Actions > Open Console, or log into the IX10

local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

. At the command line, type config to enter configuration mode:

> config
(config)>

Use the del command to delete the WAN or WWAN. For example, to delete a WWAN named
my_wwan:

(config)> del network interface my_wwan

. Save the configuration and apply the change

(config)> save
Configuration saved.
>
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5. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.
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Local Area Networks (LANs)

The 1X10 device is preconfigured with the following Local Area Networks (LANS):

Interface
type Preconfigured interfaces Devices Default configuration
Local Area = ETH = Ehernet: = Hrewall zone:
Network ETH Internal
(LAN) = |P Address:
192.168.2.1/24
= DHCP server
enabled
= | AN priority:
Metric=5
= | oopback = Ehernet: = Hrewall zone:
Loopback Loopback
= |Paddress:
127.0.0.1/8
= Default IP = Ehernet: ® Hrewall zone: Setup
ETH ® |Paddress
192.168.210.1/24
= Default Link-local IP = Ehernet: = Hrewall zone: Setup
ETH = |Paddress
169.254.100.100/16

You can modify configuration settings for ETH, and you can create new LANS.
This section contains the following topics:

About Local Area NetWOrKS (LANS) ... 149
CONfIGUIE 8 AN 149
Change the default LAN SUDNEt .. .. 156
Change the LAN address tYpe .. ..o 157
Show LAN status and StatiStiCs ... ... 159
Delete a LAN . 160
Configure an interface to operate in passthrough mode. ... 162
DHCP servers 168
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About Local Area Networks (LANS)

ALocal Area Network (LAN) connects network devices together in a logical Layer-2 network.

The following diagram shows a LAN connected to the ETH Ethernet device. Once the LAN is configured
and enabled, the devices connected to the network interfaces can communicate with each other, as
demonstrated by the ping commands.

Configure a LAN

Configuring a Local Area Network (LAN) involves configuring the following items:

Required configuration items

®  Anpame for the interface.

If the interface name is more than eight characters, the name will be truncated in the
underlying network interface to the first six characters followed by three digits, incrementing
from 000. This affects any custom scripts or firewall rules that may be trying to adjust the
interface or routing table entries.

= The interface type: either Ethernet, IP Passthrough, or PPPoE.
= The firewall zone: Internal.
= The network device that is used by the LAN.

®  The IPv4 address and subnet mask for the LAN. While it is not strictly necessary for a LAN to
have an IP address, if you want to send traffic from other networks to the LAN, you must
configure an IP address.

By default, ETH is set to an IP address of 192.168.2.1 and uses the IP subnet of
192.168.2.0/24. If the WAN/ETH1 Ethernet device is being used by a WAN with the same IP
subnet, you should change the default IP address and subnet of LAN1.

Additional configuration items

= Additional IPv4 configuration:

» The type being the way to control how the modem in the Digi device obtains an IP address
from the cellular network.

e The metric for IPv4 routes associated with the LAN.
e The relative weight for IPv4 routes associated with the LAN.

» The IPv4 management priority of the LAN. The active interface with the highest
management priority will have its address reported as the preferred contact address for
central management and direct device access.

e The IPv4 Maximum Transmission Unit (MTU) of the LAN.
* When to use DNS: always, never, or only when this interface is the primary default route.
» |Pv4 DHCP server configuration. See DHCP servers for more information.
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= |Pv6 configuration;

» The type being the way to control how the modem in the Digi device obtains an IP address
from the cellular network.

¢ The metric for IPv6 routes associated with the LAN.
» The relative weight for IPv6 routes associated with the LAN.

» The IPv6 management priority of the LAN. The active interface with the highest
management priority will have its address reported as the preferred contact address for
central management and direct device access.

e The IPv6 Maximum Transmission Unit (MTU) of the LAN.
* \When to use DNS: always, never, or only when this interface is the primary default route.
» The IPv6 prefix length and ID.
 |Pv6 DHCP server configuration. See DHCP servers for more information.
= MACaddress denylist and allowlist.

To create a new LAN or edit an existing LAN:

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. dick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

The Configuration window is displayed.
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D | G | @ Dashboard 88 Status £ System O admin
oigixo

3. dick Network > Interfaces.
4. COreate the LAN or select an existing LAN:
® To create a new LAN, for Add interface, type a name for the LAN and click Yo

= To edit an existing LAN, click to expand the LAN.
The Interface configuration window is displayed.

New LANs are enabled by default. To disable, toggle off Enable.
For Interface type, leave at the default setting of Ethernet.

6. For Zone, select the appropriate firewall zone. See FHrewall configuration for further
information.

7. For Device, select an Ethernet device.

(Optional) dick to expand 802.1x to configure 802.1x port based network access control.

The IX10 can function as an 802.1x authenticator; it does not function as an 802.1x supplicant.

a. Cick to expand Authentication.

b. dick Enable server to enable the 802.1x authenticator on the IX10 device.

c. Set the Reauth period.

9. Configure IPv4 settings:

a. dick to expand IPv4.

IPv4 support is enabled by default.
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b. For Type, select Static IP address.

c. For Address, type the IP address and subnet of the LAN interface. Use the format IPv4
address/netmask, for example, 192.168.2.1/24.

d. Optional IPv4 configuration items:

i. Setthe MTU.
e. Enable the DHCP server:

i. Cick to expand DHCP server.

ii. dick Enable.

See DHCP servers for information about configuring the DHCP server.

f. Enable Force link to keep the network interface active even when the device link is down.
See Configure DHCP relay for information about configuring DHCP relay.
(Optional) Configure IPv6 settings:
a. Cick to expand IPv6.
b. Enable IPv6 support.
c. For Type, select IPv6 prefix delegration.
d

. For Prefix length, type the minimum length of the prefix to assign to this LAN. If the
minimum length is not available, then a longer prefix will be used.

e. For Prefix ID, type the identifier used to extend the prefix to the assigned length. Leave
blank to use a random identifier.

f. Set the MTU.
(Optional) dick to expand MAC address denylist.

Incoming packets will be dropped from any devices whose MAC addresses is included in the
MAC address denylist.

a. dick to expand MAC address denylist.

b. For Add MAC address, click Yo

c. Typethe MACaddress.

(Optional) dick to expand MAC address allowlist.

If allowlist entries are specified, incoming packets will only be accepted from the listed MAC
addresses.

a. dick to expand MAC address allowlist.

b. For Add MAC address, click Yo

c. Typethe MACaddress.

Qick Apply to save the configuration and apply the change.

Select the device in Remote Manager and click Actions > Open Console, or log into the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.
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2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Create a new LAN or edit an existing one:
= To create a new LAN named my_lan:

(config)> add network interface my_lan
(config network interface my_lan)>

= To edit an existing LAN named my_lan, change to the my_lan node in the configuration
schema:

(config)> network interface my_lan
(config network interface my_lan)>

4. Set the appropriate firewall zone:

(config network interface my_lan)> zone zone
(config network interface my_lan)>

See Hrewall configuration for further information.
5. Select an Ethernet device.
a. Enter device ?to view available devices and the proper syntax.

(config network interface my_lan)> device ?

Device: The network device used by this network interface.
Format:

/network/device/eth

/network/device/loopback
Current value:

(config network interface my_lan)> device

b. Set the device for the LAN:

(config network interface my_lan)> device device
(config network interface my_lan)>

6. Configure IPv4 settings:
= |Pv4 support is enabled by default. To disable:

(config network interface my_lan)> ipv4 enable false
(config network interface my_lan)>

= The LANis configured by default to use a static IP address for its IPv4 configuration. To
configure the LAN to be a DHCP client, rather than using a static IP addres:

(config network interface my_lan)> ipv4 type dhcp
(config network interface my_lan)>
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These instructions assume that the LAN will use a static IP address for its IPv4
configuration.

a. Set the IPv4 address and subnet of the LAN interface. Use the format IPv4_
address/netmask, for example, 192.168.2.1/24.

(config network interface my_lan)> ipv4 address ip_address/netmask
(config network interface my_lan)>

b. Optional IPv4 configuration items:
i. Setthe MTU:

(config network interface my_lan)> ipv4 mtu num
(config network interface my_lan)>

c. Enable the DHCP server:

(config network interface my_lan)> ipv4 dhcp_server enable true

See DHCP servers for information about configuring the DHCP server.
7. (Optional) Configure IPv6 settings:
a. Enable IPv6 support:

(config network interface my_lan)> ipv6 enable true
(config network interface my_lan)>

b. Set the IPv6 type to DHCP:

(config network interface my_lan)> ipv6 type dhcpv6
(config network interface my_lan)>

c. Cenerally, the default settings for IPv6 support are sufficient. You can view the default IPv6
settings by using the question mark (?):

(config network interface my_lan)> ipv6 ?

IPv6

Parameters Current Value

enable true Enable

metric 0 Metric

mgmt 0 Management priority
mtu 1500 MTU

prefix_id 1 Prefix ID
prefix_length 48 Prefix length
type prefix_delegation Type

weight 10 Weight

Additional Configuration

connection_monitor  Active recovery
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dhcpv6_server DHCPv6 server
(config network interface my_lan)>
View default settings for the IPv6 DHCP server:
(config network interface my_lan)> ipv6 dhcpv6_server ?
DHCPvV6 server: The DHCPV6 server settings for this network interface.

Parameters Current Value

enable true Enable

(config network interface my_lan)>

d. Modify any of the remaining default settings as appropriate.
8. (Optional) To configure 802.1x port based network access control:

The IX10 can function as an 802.1x authenticator; it does not function as an 802.1x
supplicant.

a. Enable the 802.1x authenticator on the IX10 device:

(config network interface my_lan)> 802_1x authentication enable true
(config network interface my_lan)>

b. Set the frequency period for reauthorization:

(config network interface my_lan)> 802_1x authentication reauth_period value
(config network interface my_lan)>

where value is an integer between 0 and 86400. The default is 3600.
9. (Optional) Configure the MAC address deny list.

Incoming packets will be dropped from any devices whose MAC addresses is included in the
MAC address denylist.

a. Add a MACaddressto the denylist:

(config network interface my_lan)> add mac_denylist end mac_address
(config network interface my_lan)>

where mac_addressis a hyphen-separated MAC address, for example, 32-A6-84-2E-81-58.
b. Repeat for each additional MAC address.

10. (Optional) Configure the MAC address allowlist.

If allowlist entries are specified, incoming packets will only be accepted from the listed MAC
addresses.
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a. Add a MACaddressto the allowlist:

(config network interface my_lan)> add mac_allowlist end mac_address
(config network interface my_lan)>
where mac_addressis a hyphen-separated MAC address, for example, 32-A6-84-2E-81-58.
b. Repeat for each additional MAC address.
11. Savethe configuration and apply the change

(config network interface my_lan)> save
Configuration saved.
>

12. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Change the default LAN subnet

You can change the IX10 default LAN subnet—192.168.2.1/24—to any range of private IPs. The local
DHCP server range will also change to the range of the LAN subnet.

To change the LAN subnet:

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. dick Settings.
d. dick to expand Config.

Local Web UI:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

@outbons Hsuws @ o

The Configuration window is displayed.
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3. dick Network > Interfaces > LAN > |Pv4.

4. For Address, change the IP address to an alternate private IP. You must also specify the subnet
mask. It must have the syntax of IPv4_address/netmask.

5. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or loginto the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. At the config prompt, set the IP address to an alternate private IP:

(config)> network interface lan ipv4 address IPv4_address/netmask
(config)>

4. Save the configuration and apply the change

(config)> save
Configuration saved.
>

5. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Change the LAN address type

By default, the LAN interface uses a static IP address. To configure it to use a DHCP address instead:
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1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. dick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthemenu, click System. Under Configuration, click Device Configuration.

@outbors B B 0.

The Configuration window is displayed.

oIGI @oashboard  BEsous - frosen  Qadmin
Digixi0

o

3. dick Network > Interfaces > LAN > |Pv4.
For the Type option, select DHCP address.
5. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or loginto the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>
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3. At the config prompt, set the LAN to use a DHCP address:
(config)> network interface lan ipv4 type dhcp
4. Save the configuration and apply the change

(config)> save

Configuration saved.
>

5. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Show LAN status and statistics

Log into the 1X10 WebUI as a user with full Admin access rights.
From the menu, click Status.
Under Networking, click Interfaces.

1. Select the device in Remote Manager and click Actions > Open Console, or loginto the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. Enter the show network command at the Admin CLI prompt:

> show network

Interface Proto Status Address

defaultip IPvd up 192.168.210.1/24
defaultlinklocal IPv4 up  169.254.100.100/16

eth IPv4 up 192.168.2.1/24
eth IPv6 up fd00:2704::1/48
loopback IPv4 up 127.0.0.1/8
modem IPvd up 10.200.1.101/30
modem IPv6 down

>

3. Additional information can be displayed by using the show network verbose command:

> show network verbose

Interface Proto Status Type Zone Device Metric Weight
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defaultip IPv4 up  static setup eth 10

defaultlinklocal IPv4 up  static setup eth O

eth IPv4 up static internal eth 5 10
eth IPv6 up static internal eth 5 10
loopback IPv4 up  static loopback loopback 0
modem IPv4d up modem external wwani
modem IPv6 down modem external wwan1

>

Local Area Networks (LANS)

4. Enter show network interface name at the Admin CLI prompt to display additional
information about a specific LAN. For example, to display information about ETH, enter show

network interface eth:

> show network interface eth

lan1 Interface Status

Device ;eth
Zone :internal

IPv4 Status 1up

IPv4 Type : static

IPv4 Address(es) :192.168.2.1/24
IPv4 Gateway

IPv4 MTU : 1500

IPv4 Metric 15
IPv4 Weight 210
IPv4 DNS Server(s) :

IPv6 Status 1up

IPv6 Type : prefix

IPv6 Address(es) :fd00:2704::1/48
IPv6 Gateway

IPv6 MTU : 1500

IPv6 Metric 15
IPv6 Weight 210
IPv6 DNS Server(s) :

>

5. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection

menu. Type quit to disconnect from the device.

Delete a LAN

Follow this procedure to delete any LANs that have been added to the system. You cannot delete the

preconfigured LAN, LAN1.
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1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. dick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthemenu, click System. Under Configuration, click Device Configuration.

@outbors B B 0.

The Configuration window is displayed.

oIGI @oashboard  BEsous - frosen  Qadmin
Digixi0

o

3. dick Network >Interfaces.
4. dick the menuicon (...) next to the name of the LAN to be deleted and select Delete.

-}

5. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or loginto the 1X10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.
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2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Usethe del command to delete the LAN. For example, to delete a LAN named my_lan:

(config)> del network interface my_lan
4. Save the configuration and apply the change

(config)> save
Configuration saved.
>

5. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure an interface to operate in passthrough mode.

You can configure interfaces on your 1X10 device to operate in passthrough mode, which means that
the device passesthe IP address assigned to it on a WAN or cellular modem interface, to a client
connected to a LAN interface.

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. dick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthemenu, click System. Under Configuration, click Device Configuration.

@ o s o =]

The Configuration window is displayed.
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3. dick Network > Interfaces.
4. Oreatethe interface or select an existing interface:
= To create a new interface, for Add interface, type a name for the interface and click Yo

= To edit an existing interface, click to expand the interface.
The Interface configuration window is displayed.

New Interfaces are enabled by default. To disable, toggle off Enable.

For Interface type, select IP Passthrough.

For Zone, select Internal.

For Device, select an Ethernet device or a W-F access point.

Add one or more interface that will be the source of the passed-through IP address:

© N o O

a. Cick to expand Source interfaces.
b. dick Y0 add a source interface.
c. Select the appropriate Interface.
d. Repeat for additional interfaces.
9. (Optional) Packet filtering is disabled by default. Toggle on to enable.

If packet filtering is disabled, traffic is allowed in both directions and it is the responsibility of
the external device to provide its own firewall.
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10. (Optional) Allow all addresses is disabled by default. Toggle on to enable.

When enabled, this option allows forwarding between the source interface and devices
connected to thisinterface, which allows connected devices to forward and receive packets
without network address translation (NAT). This should normally be disabled unlessit is
required for modem passthrough, because some cellular will disconnect modems that send
packetsthat are not from the carrier-assigned IP address.

11. Ancillary addressing is enabled by default, which provides an IPv4 address to the connected
device when the source address is not available.

a.

For Ancillary address/netmask, type the IPv4 address and netmask to provide to the
connected device when the source address is not available.

For Ancillary gateway, type the IPv4 address of the network gateway to be used when the
connected device when the source address is not available.

Ancillary DNS redirect is enabled by default, which means resolves all DNSrequests to
the connected device and redirects HTTP traffic to the device's web administration page.

12. For Server type, select the type of server to use to pass the IP address through to the client.
13. If PPPoE server is selected for Server type:

a.
b.
c.

Cick to expand PPPoE server.
For Service name, type the name of service to offer to the client.

For Access concentrator name, type the name of the access concentrator to report to the
client. If no name is provided, the host name is used.

For Authentication method, select the authentication method used to connect to the
remote peer.

If an authentication method is selected, type the Username and Password required to
authenticate the remote peer.

(Optional) dick to expand Custom PPP configuration.

. Qustom PPP configuration is disabled by default. Aick toggle on Enable.

Enable Override to override the default configuration and use only the custom
configuration file.

For Configuration file, type or paste configuration data using the format of a pppd options
file.

14. (Optional) Aick to expand 802.1x to configure 802.1x port based network access control.
The IX10 can function as an 802.1x authenticator; it does not function as an 802.1x supplicant.

a.
b.
c.

Qick to expand Authentication.
dick Enable server to enable the 802.1x authenticator on the IX10 device.
Set the Reauth period.

15. Configure IPv4 settings:

a.

IX10 User Guide

Cick to expand IPv4.
IPv4 support is enabled by default.
Set the Metric.

For Weight, type the relative weight for default routes associated with this interface. For
multiple active interfaces with the same metric, Weight is used to load balance traffic to
the interfaces.

164



Interfaces

Local Area Networks (LANS)

Set the Management priority. This determines which interface will have priority for
central management activity. The interface with the highest number will be used.

Set the MTU.
For Use DNS, select one of the following:

= Always: DNSwill always be used for this WAN; when multiple interfaces have the
same DNS server, the interface with the lowest metric will be used for DNS
requests.

= \When primary default route: Only use the DNS servers provided for this interface
when the interface isthe primary route.

®  Never: Never use DNS servers for this interface.

See Configure SureLink active recovery to detect modem failures for information about
configuring SureLink for active recovery.

16. (Optional) Configure IPv6 settings:

e o T o

dick to expand IPv6.
Enable IPv6 support.
Set the Metric.

For Weight, type the relative weight for default routes associated with this interface. For
multiple active interfaces with the same metric, Weight is used to load balance traffic to
the interfaces.

Set the Management priority. This determines which interface will have priority for
central management activity. The interface with the highest number will be used.

Set the MTU.
For Use DNS, select one of the following:

= Always: DNSwill always be used for this WAN; when multiple interfaces have the
same DNS server, the interface with the lowest metric will be used for DNS
requests.

= \When primary default route: Only use the DNS servers provided for this interface
when the interface isthe primary route.

m Never: Never use DNS servers for this interface.

See Configure SureLink active recovery to detect modem failures for information about
configuring SureLink for active recovery.

17. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>
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3. Create a new interface or edit an existing one:
= To create a new interface named ip_passthrough_interface:

(config)> add network interface ip_passthrough_interface
(config network interface ip_passthrough_interface)>

= To edit an existing interface named ip_passthrough_interface, change to the IP-
passthrough-interface node in the configuration schema:

(config)> network interface ip_passthrough_interface
(config network interface ip_passthrough_interface)>

4. Set theinterface type to passthrough:

(config network interface ip_passthrough_interface)> type passthrough
(config network interface ip_passthrough_interface)>

5. Set the firewall zone to internal:

(config network interface ip_passthrough_interface)> zone internal
(config network interface ip_passthrough_interface)>

6. Select an Ethernet device or a Wi-H access point for this interface:
a. Enter device ?to view available devices and the proper syntax.

(config network interface my_wan)> device ?

Device: The network device used by this network interface.
Format:

/network/device/eth

/network/device/loopback
Current value:

(config network interface ip_passthrough_interface)> device

b. Set the device for the interface:

(config network interface ip_passthrough_interface)> device device
(config network interface my_wan)>

7. Set passthrough options
8. Configure IPv4 settings:
= |Pv4 support is enabled by default. To disable:

(config network interface ip_passthrough_interface)> ipv4 enable false
(config network interface ip_passthrough_interface)>
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a. Set the IP metric:

(config network interface ip_passthrough_interface)> ipv4 metric num
(config network interface ip_passthrough_interface)>

b. Set therelative weight for default routes associated with this interface. For multiple active
interfaces with the same metric, the weight is used to load balance traffic to the interfaces.

(config network interface ip_passthrough_interface)> ipv4 weight num
(config network interface ip_passthrough_interface)>

c. Set the management priority. This determines which interface will have priority for central
management activity. The interface with the highest number will be used.

(config network interface ip_passthrough_interface)> ipv4 mgmt num
(config network interface ip_passthrough_interface)>

d. Set the MTU:

(config network interface ip_passthrough_interface)> ipv4 mtu num
(config network interface ip_passthrough_interface)>

e. Configure how to use DNS:

(config network interface ip_passthrough_interface)> ipv4 use_dns value
(config network interface ip_passthrough_interface)>
where value is one of:

= always: DNSwill always be used for this WAN; when multiple interfaces have the
same DNS server, the interface with the lowest metric will be used for DNS
requests.

= primary: Only use the DNS servers provided for this interface when the interface is
the primary route.

® never: Never use DNS servers for this interface.

f. See Configure SureLink active recovery to detect modem failures for information about
configuring SureLink for active recovery.

9. (Optional) Configure IPv6 settings:
a. Enable IPv6 support:

(config network interface ip_passthrough_interface)> ipv6 enable true
(config network interface ip_passthrough_interface)>

b. Generally, the default settings for IPv6 support are sufficient. You can view the default IPv6
settings by using the question mark (?):

(config network interface ip_passthrough_interface)> ipv6 ?
IPv6

Parameters Current Value
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enable true Enable

metric 0 Metric

mgmt 0 Management priority
mtu 1500 MTU

use_dns always Use DNS
weight 10 Weight

(config network interface ip_passthrough_interface)>

c. Modify any of the remaining default settings as appropriate.
10. (Optional) To configure 802.1x port based network access control:

The 1X10 can function as an 802.1x authenticator; it does not function as an 802.1x
supplicant.

a. Enable the 802.1x authenticator on the IX10 device:

(config network interface ip_passthrough_interface)> 802_1x authentication enable true
(config network interface ip_passthrough_interface)>

b. Set the frequency period for reauthorization:

(config network interface ip_passthrough_interface)> 802_1x authentication reauth_period value
(config network interface ip_passthrough_interface)>

where value is an integer between 0 and 86400. The default is 3600.
11. Savethe configuration and apply the change

(config network interface ip_passthrough_interface)> save
Configuration saved.
>

12. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

DHCP servers

You can enable DHCP on your IX10 device to assign IP addresses to clients, using either:

= The DHCP server for the device's local network, which assigns IP addresses to clients on the
device's local network. Addresses are assigned from a specified pool of IP addresses. For a
local network, the device uses the DHCP server that has the IP address pool in the same
IP subnet asthe local network.

When a host receives an IP configuration, the configuration is valid for a particular amount of
time, known as the lease time. After this lease time expires, the configuration must be
renewed. The host renews the lease time automatically.

= ADHCP relay server, which forwards DHCP requests from clients to a DHCP server that is
running on a separate device.
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Configure a DHCP server

These instructions assume you are configuring the device to use its local DHCP server. For

instructions about configuring the device to use a DHCP relay server, see Configure DHCP relay.

Required configuration items

Enable the DHCP server.

Additional configuration items

The lease address pool: the range of IP addresses issued by the DHCP server to clients.
Lease time: The length, in minutes, of the leases issued by the DHCP server.

The Maximum Transmission Units (MTU).

The domain name suffix appended to host names.

The IP gateway address given to clients.

The IP addresses of the preferred and alternate Domain Name Server (DNS), NTP servers, and
WINS severs that are given to clients.

The TFTP server name.
The filepath and name of the bootfile on the TFTP server.

Custom DHCP options. See Configure DHCP options for information about custom DHCP
options.

Static leases. See Map static IP addresses to hosts for information about static leases.

Log into Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dickthe Device ID.
c. dick Settings.
d. dickto expand Config.

Local Web Ul
a. Onthemenu, click System. Under Configuration, click Device Configuration.

oo B o

The Configuration window is displayed.
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Qick Network >Interfaces.
Cick to expand an existing LAN, or create a new LAN. See Configure a LAN.
Cick to expand IPv4 > DHCP server.
Enable the DHCP server.
(Optional) For Lease time, type the amount of time that a DHCP lease is valid.
Alowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m|s}.
For example, to set Lease time to ten minutes, enter 10m or 600s.
The default is 12 hours.
= By default, DHCP leases are persistent across reboots. You can disable persistent leases:
a. dick Network >Advanced.
b. dick to toggle off DHCP persistent leases.

(Optional) For Lease range start and Lease range end, type the lowest and highest IP address
that the DHCP server will assign to a client. This value represents the low order byte of the
address (the final triplet in an IPv4 address, for example, 192.168.2.xxx). The remainder of the
IP address will be based on the LAN's static IP address as defined in the Address field.

Alowed values are between 1 and 254, and the default is 100 for Lease range start and 250
for Lease range end.

= Sequential DHCP address allocation:

By default, DHCP addresses are assigned psuedo-randomly, using a hash of the client's
MAC address to determine the IP address that gets assigned. You can configure the
device to use sequential IP addresses instead:

a. dick Network >Advanced.
b. dick to enable Sequential DHCP address allocation.

Because sequential mode does not use a hash based on the client's MAC address, when
DHCP lease expires, the client is not likely to get the same IP address assigned to it.
Therefore, sentential DHCP address allocation generally should not be used.

Optional DHCP server settings:
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Cick to expand Advanced settings.
For Gateway, select either:

= None: No gateway is broadcast by the DHCP server. Client destinations must be
resolvable without a gateway.

= Automatic: Broadcasts the IX10 device's gateway.

= Custom: Allows you to identify the IP address of a Custom gateway to be
broadcast.

The default is Automatic.
For MTU,
= None: An MTU of length 0 is broadcast. This is not recommended.
= Automatic: No MTU is broadcast and clients will determine their own MTU.
= Custom: Allows you to identify a Custom MTU to be broadcast.
The default is Automatic.
For Domain name suffix, type the domain name that should be appended to host names.

For Primary and Secondary DNS, Primary and Secondary NTP server, and Primary and
Secondary WINS server, select either:

= None: No server is broadcast.
®  Automatic: Broadcasts the IX10 device's server.
= Custom: Allows you to identify the IP address of the server.

Enable BOOTP dynamic allocation to automatically assign an IP address to a device on
the server.

CAUTION! The IP address assigned to the device is leased forever and becomes
permanently unavailable for other hosts to use.

For Bootfile name, type the relative path and file name of the bootfile on the TFTP server.
For TFTP server name, type the IP address or host name of the TFTP server.
Enable

10. See Configure DHCP options for information about Custom DHCP options.

11. See Map static IP addresses to hosts for information about Static leases.

12. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or loginto the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>
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Enable the DHCP server for an existing LAN. For example, to enable the DHCP server for a LAN
named my_lan:

(config)> network interface my_lan ipv4 dhcp_server enable true
(config)>

See Configure a LAN for information about creating a LAN.
(Optional) Set the amount of time that a DHCP lease is valid:

(config)> network interface my_lan ipv4 dhcp_server lease_time value
(config)>

where value is any number of weeks, days, hours, minutes, or seconds, and takes the format
number{w|d|h|m|s}.

For example, to set network interface my_lan ipv4 dhcp_server lease_time to ten minutes,
enter either 10m or 600s:

(config)> network interface my_lan ipv4 dhcp_server lease_time 600s
(config)>

= By default, DHCP leases are persistent across reboots. You can disable persistent leases:

(config)> network advanced dhcp_persistent_lease false
(config)>

(Optional) Set the lowest IP address that the DHCP server will assign to a client. This value
represents the low order byte of the address (the final triplet in an IPv4 address, for example,
192.168.2.xxx). The remainder of the IP address will be based on the LAN's static IP address as
defined in the address parameter.

(config)> network interface my_lan ipv4 dhcp_server lease_start num
(config)>

Alowed values are between 1 and 254, and the default is 100.
(Optional) Set the highest IP address that the DHCP server will assign to a client:

(config)> network interface my_lan ipv4 dhcp_server lease_end num
(config)>

Allowed values are between 1 and 254, and the default is 250.
Sequential DHCP address allocation

By default, DHCP addresses are assigned psuedo-randomly, using a hash of the client's MAC
addressto determine the IP address that gets assigned. You can configure the device to use
sequential IP addresses instead:

(config)> network advanced sequential_dhcp_allocation true
(config)>

Because sequential mode does not use a hash based on the client's MAC address, when DHCP
lease expires, the client is not likely to get the same IP address assigned to it. Therefore,
sentential DHCP address allocation generally should not be used.
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8. Optional DHCP server settings:
a. dick to expand Advanced settings.
b. Determine how the DHCP server should broadcast the gateway server:

(config)> network interface my_lan ipv4 dhcp_server advanced gateway value
(config)>

where value is one of:

= none: No gateway is broadcast by the DHCP server. Client destinations must be
resolvable without a gateway.

= auto: Broadcasts the IX10 device's gateway.
= custom: Allows you to identify the IP address of a custom gateway to be broadcast:

(config)> network interface my_lan ipv4 dhcp_server advanced gateway_custom ip_
address
(config)>

The default is auto.
c. Determine how the DHCP server should broadcast the the MTU:

(config)> network interface my_lan ipv4 dhcp_server advanced mtu value
(config)>

where value is one of:
= none: An MTU of length 0 is broadcast. This is not recommended.
® auto: No MTU is broadcast and clients will determine their own MTU.
= custom: Allows you to identify a custom MTU to be broadcast:

(config)> network interface my_lan ipv4 dhcp_server advanced mtu_custom mtu
(config)>

The default is auto.
d. Set the domain name that should be appended to host names:

(config)> network interface my_lan ipv4 dhcp_server advanced domain_suffix name
(config)>

e. Set the IP address or host name of the primary and secondary DNS, the primary and
secondary NTP server, and the primary and secondary WINS servers:

(config)> network interface my_lan ipv4 dhcp_server advanced primary_dns value
(config)> network interface my_lan ipv4 dhcp_server advanced secondary_dns value
(config)> network interface my_lan ipv4 dhcp_server advanced primary_ntp value
(config)> network interface my_lan ipv4 dhcp_server advanced secondary_ntp value
(config)> network interface my_lan ipv4 dhcp_server advanced primary_wins value
(config)> network interface my_lan ipv4 dhcp_server advanced secondary_wins value
(config)>

where value is one of:
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® none: No server is broadcast.
B auto: Broadcasts the IX10 device's server.
= custom: Allows you to identify the IP address of the server. For example:

(config)> network interface my_lan ipv4 dhcp_server advanced primary_dns_custom ip_
address
(config)>

The default is auto.
f. Set the IP address or host name of the TFTP server:

(config)> network interface my_lan ipv4 dhcp_server advanced nftp_server ip_address
(config)>

g. Set the relative path and file name of the bootfile on the TFTP server:

(config)> network interface my_lan ipv4 dhcp_server advanced bootfile filename
(config)>

h. Enable BOOTP dynamic allocation to automatically assign an IP address to a device on
the server:

CAUTION! The IP address assigned to the device is leased forever and becomes
permanently unavailable for other hosts to use.

(config)> network interface my_lan ipv4 dhcp_server advanced bootp_dynamic true
(config)>

9. See Configure DHCP options for information about custom DHCP options.
10. See Map static IP addresses to hosts for information about static leases.
11. Savethe configuration and apply the change

(config network interface my_lan ipv4 dhcp_server advanced static_lease 0)> save
Configuration saved.
>

12. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Map static IP addresses to hosts
You can configure the DHCP server to assign static IP addresses to specific hosts.

Required configuration items

= |Paddressthat will be mapped to the device.
= MACaddress of the device.

IX10 User Guide 174



Interfaces Local Area Networks (LANS)

Additional configuration items
® Alabel for thisinstance of the static lease.

To map static IP addresses:

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. dick Settings.
d. dick to expand Config.

Local Web Ul:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

The Configuration window is displayed.

D I G I @ Dashboard 38 Status £ System O admin
oigini0

dick Network >Interfaces.

Click to expand an existing LAN, or create a new LAN. See Configure a LAN.
dick to expand IPv4 > DHCP server > Advanced settings > Static leases.
For Add Static lease, click Yo

Type the MAC address of the device associated with this static lease.

N o g b~ w
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8. Typethe IP address for the static lease.

The IP address here should be outside of the DHCP server's configured lease range. See
Configure a DHCP server for further information about the lease range.

9. (Optional) For Hostname, type a label for the static lease. This does not have to be the
device's actual hostname.

10. Repeat for each additional DHCP static lease.
11. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or loginto the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Add astatic lease to the DHCP server configuration for an existing LAN. For example, to add
static lease to a LAN named my_lan:

(config)> add network interface my_lan ipv4 dhcp_server advanced static_lease end
(config network interface my_lan ipv4 dhcp_server advanced static_lease 0)>

See Configure a LAN for information about creating a LAN.

4. Set the MAC address of the device associated with this static lease, using the colon-separated
format:

(config network interface my_lan ipv4 dhcp_server advanced static_lease 0)> mac
00:40:D0:13:35:36
(config network interface my_lan ipv4 dhcp_server advanced static_lease 0)>

5. Set the IP address for the static lease:

(config network interface my_lan ipv4 dhcp_server advanced static_lease 0)>ip 10.01.01.10
(network interface my_lan ipv4 dhcp_server advanced static_lease 0)>

The IP address here should be outside of the DHCP server's configured lease range. See
Configure a DHCP server for further information about the lease range.

6. (Optional) Set a label for this static lease:

(config network interface my_lan ipv4 dhcp_server advanced static_lease 0)> name /label
(config network interface my_lan ipv4 dhcp_server advanced static_lease 0)>
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Save the configuration and apply the change

(config network interface my_lan ipv4 dhcp_server advanced static_lease 0)> save

Configuration saved.
>

. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Show current static IP mapping
To view your current static IP mapping:

Log into the 1X10 WebUI as a user with full Admin access rights.
On the main menu, click Status
Under Networking, click DHCP Leases.

Select the device in Remote Manager and click Actions > Open Console, or log into the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

. At the command line, type config to enter configuration mode:

> config
(config)>

Show the static lease configuration. For example, to show the static leases for a lan named
my_lan:

(config)> show network interface my_lan ipv4 dhcp_server advanced static_lease
0

ip 192.168.2.10

mac BF:C3:46:24:0E:D9

no name

ip 192.168.2.11
mac E3:C1:1F:65:C3:0E
no name

(config)>

4. Type cancel to exit configuration mode:

(config)> cancel
>
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5. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Delete static IP mapping entries
To delete a static IP entry:

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. dick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthemenu, click System. Under Configuration, click Device Configuration.

@ovtbond Bsuus G 0.

The Configuration window is displayed.

D | G | @ Dashboard 88 Status £ System O admin
oigixo

oowons | aem |

3. dick Network > Interfaces.
4. dick to expand an existing LAN.
5. dick to expand IPv4 > DHCP server > Advanced settings > Static leases.
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Cick the menuicon (...) next to the name of the static lease to be deleted and select Delete.

)
b

Cick Apply to save the configuration and apply the change.

Select the device in Remote Manager and click Actions > Open Console, or log into the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

. At the command line, type config to enter configuration mode:

> config
(config)>

Show the static lease configuration. For example, to show the static leases for a lan named
my_lan:

(config)> show network interface my_lan ipv4 dhcp_server advanced static_lease
0

ip 192.168.2.10

mac BF:C3:46:24:0E:D9

no name

ip 192.168.2.11
mac E3:C1:1F:65:C3:0E
no name

(config)>

Use the del index_number command to delete a static lease. For example, to delete the static
lease for the device listed in the above output with a mac address of BF.C3:46:24:0ED9 (index
number 0):

(config)> del network interface lan1 ipv4 dhcp_server advanced static_lease 0
(config)>

Save the configuration and apply the change
(config)> save

Configuration saved.
>

. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure DHCP options

You can configure DHCP servers running on your IX10 device to send certain specified DHCP optionsto
DHCP clients. You can also set the user class, which enables you to specify which specific DHCP clients
will receive the option. You can also force the command to be sent to the clients.
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DHCP options can be set on a per-LAN basis, or can be set for all LANs. Atotal of 32 DHCP options can
be configured.

Required configuration items

= DHCP option number.
= Value for the DHCP option.

Additional configuration items

= The datatype of the value.
= Force the option to be sent to the DHCP clients.
= Alabel for the custom option.

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. dick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthemenu, click System. Under Configuration, click Device Configuration.

@outbors B B 0.

The Configuration window is displayed.

oIGI @oashboard  BEsous - frosen  Qadmin
Digixi0
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Qick Network >Interfaces.

Cick to expand an existing LAN, or create a new LAN. See Configure a LAN.

Qick to expand IPv4 > DHCP server > Advanced settings > Custom DHCP option.
For Add Custom option, click Yo

Custom options are enabled by default. To disable, toggle off Enable.

For Option number, type the DHCP option number.

For Value, type the value of the DHCP option.

(Optional) For Label, type a label for the custom option.

(Optional) If Forced send is enabled, the DHCP option will always be sent to the client, even if
the client does not ask for it.

(Optional) For Data type, select the data type that the option uses. If the incorrect data type is
selected, the device will send the value as a string.

Qick Apply to save the configuration and apply the change.

Select the device in Remote Manager and click Actions > Open Console, or log into the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

At the command line, type config to enter configuration mode:

> config
(config)>

Add a custom DHCP option to the DHCP server configuration for an existing LAN. For example,
to add static lease to a LAN hamed my_lan:

(config)> add network interface my_lan ipv4 dhcp_server advanced custom_option end
(config network interface my_lan ipv4 dhcp_server advanced custom_option 0)>

See Configure a LAN for information about creating a LAN.
Custom options are enabled by default. To disable:

(config network interface my_lan ipv4 dhcp_server advanced custom_option 0)> enable false
(config network interface my_lan ipv4 dhcp_server advanced custom_option 0)>

Set the option number for the DHCP option:

(config network interface my_lan ipv4 dhcp_server advanced custom_option 0)> option 210
(config network interface my_lan ipv4 dhcp_server advanced custom_option 0)>

Set the value for the DHCP option;

(config network interface my_lan ipv4 dhcp_server advanced custom_option 0)> value_str value
(network interface my_lan ipv4 dhcp_server advanced custom_option 0)>

(Optional) Set a label for this custom option:
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(config network interface my_lan ipv4 dhcp_server advanced custom_option 0)> name /abel
(config network interface my_lan ipv4 dhcp_server advanced custom_option 0)>

8. (Optional) To force the DHCP option to always be sent to the client, even if the client does not
ask for it:
(config network interface my_lan ipv4 dhcp_server advanced custom_option 0)> force true
(config network interface my_lan ipv4 dhcp_server advanced custom_option 0)>
9. (Optional) Set the data type that the option uses.
If the incorrect data type is selected, the device will send the value as a string.
(config network interface my_lan ipv4 dhcp_server advanced custom_option 0)> datatype value
(config network interface my_lan ipv4 dhcp_server advanced custom_option 0)>
where value is one of:
= lbyte
= 2hyte
= Jdbyte
= hex
= jpv4d
u str
The default is str.
10. Save the configuration and apply the change
(config network interface my_lan ipv4 dhcp_server advanced custom_option 0)> save
Configuration saved.
>
11. Type exit to exit the Admin CLI.
Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.
Configure DHCP relay

DHCP relay allows a router to forward DHCP requests from one LAN to a separate DHCP server,
typically connected to a different LAN.

For the IX10 device, DHCP relay is configured by providing the IP address of a DHCP relay server,
rather than an IP address range. If both the DHCP relay server and an IP address range are specified,
DHCP relay is used, and the specified IP address range is ignored.

Multiple DHCP relay servers can be provided for each LAN. If multiple relay servers are provided, DHCP
requests are forwarded to all servers without waiting for a response. dients will typically use the IP
address from the first DHCP response received.

Configuring DHCP relay involves the following items:
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Required configuration items

® Disable the DHCP server, if it is enabled.

= |P address of the primary DHCP relay server, to define the relay server that will respond to
DHCP requests.

Additional configuration items

= |P address of additional DHCP relay servers.

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. dick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthemenu, click System. Under Configuration, click Device Configuration.

@outbors B B 0.

The Configuration window is displayed.

oIGI @oashboard  BEsous - frosen  Qadmin
Digixi0

3. dick Network > Interfaces.
4. dick to expand an existing LAN, or create a new LAN. See Configure a LAN.

IX10 User Guide 183



Interfaces

© © N o

10.

Local Area Networks (LANS)

Disable the DHCP server, if it is enabled:

a. dick to expand IPv4 > DHCP server.

b. dick Enable to toggle off the DHCP server.

Click to expand DHCP relay.

For Add DHCP Server:, click Yo

For DHCP server address, type the IP address of the relay server.
Repeat for each additional DHCP relay server.

Qick Apply to save the configuration and apply the change.

Select the device in Remote Manager and click Actions > Open Console, or log into the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

At the command line, type config to enter configuration mode:

> config
(config)>

Add a DHCP relay server to an existing LAN. For example, to add a server to a LAN named my_
lan:

(config)> add network interface my_lan ipv4 dhcp_relay end
(config network interface lan1 my_lan dhcp_relay 0)>

See Configure a LAN for information about creating a LAN.
Set the IP address of the DHCP relay server:

(config network interface my_lan ipv4 dhcp_relay 0)> address 10.10.10.10
(config network interface my_lan ipv4 dhcp_relay 0)>

(Optional) Add additional DHCP relay servers:
a. Move back one step in the configuration schema by typing two periods (..):

(config network interface my_lan ipv4 dhcp_relay 0)> ..
(config network interface my_lan ipv4 dhcp_relay)>

b. Add the next server:

(config network interface lan1 ipv4 dhcp_relay)> add end
(config network interface lan1 ipv4 dhcp_relay 1)>

c. Set the IP address of the DHCP relay server:

(config network interface my_lan ipv4 dhcp_relay 1)> address 10.10.10.11
(config network interface my_lan ipv4 dhcp_relay 1)>

d. Repeat for each additional relay server.
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1. Disable the DHCP server, if it is enabled:

(config network interface my_lan ipv4 dhcp_relay 1)> .. .. dhcp_server enable false
(config network interface my_lan ipv4 dhcp_relay 1)>

6. Savethe configuration and apply the change

(config network interface lan1 ipv4 dhcp_relay 1)> save
Configuration saved.
>

7. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Show DHCP server status and settings

View DHCP status to monitor which devices have been given IP configuration by the 1X10 device and
to diagnose DHCP issues.

Log into the IX10 WebUI as a user with full Admin access rights.
1. Onthe main menu, click Status
Under Networking, click DHCP Leases.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. Enter the show dhcp-lease command at the Admn CLI prompt:

> show dhcp-lease

IP Address Hostname Expires

192.168.2.194 MTK-ENG-USERT1
192.168.2.195 MTK-ENG-USER2

>

3. Additional information can be returned by using the show dhcp-lease verbose command:

> show dhcp-lease verbose

IP Address Hostname  Expires Type Active MAC Address

192.168.2.194 MTK-ENG-USER1 May 19 08:25:11 UTC 2021 Dynamic Yes ba:ba:2c:13:8c:71
192.168.2.195 MTK-ENG-USER2 May 20 11:32:12 UTC 2021 Dynamic Yes 09:eb:10:f0:bc:16
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>

4. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Virtual LANs (VLANS)

Virtual LANs (MLANs) allow splitting a single physical LAN into separate Virtual LANs. Each device on a
VLAN can only access other devices on the same VLAN and each device is unaware of any other VLAN,
which isolates networks from one another, even though they run over the same physical network.

Your 1X10 device supports two VLANs modes:
= Trunking: Supports multiple VLANs per Ethernet port, which enables you to extend your VLAN
across multiple switches through your entire network.

= Switchport: Each Ethernet port can have one or more VLAN IDs associated to it. Any un-tagged
VLAN packets that come into a network interface are automatically tagged with the primary
VLAN IDfor that switchport. This allows devices on the network that aren’t configured with a
VLAN to act asif they are directly connected to the VLAN.

This section contains the following topics:
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Create a trunked VLAN route

Required configuration items

= Deviceto be assigned to the VLAN.
= The VLAN ID. The TCP header uses the VLAN ID to identify the destination VLAN for the packet.

To create a VLAN:

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. dick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthemenu, click System. Under Configuration, click Device Configuration.

@outbors B B 0.

The Configuration window is displayed.

oIGI @oashboard  BEsous - frosen  Qadmin
Digixi0

o

3. dick Network >Virtual LAN.
4. Type aname for the VLAN and click Yo
5. Select the Device.
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6. Type or select a unique numeric ID for the VLAN ID.
7. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions >Open Console, or log into the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Add the VLAN:

(config)> add network vlan name
(config)>

4. Set the device to be used by the VLAN:
a. Mew alist of available devices:

(config network vlan vlan1)> device ?

Device: The Ethernet device to use for this virtual LAN
Format:

/network/device/loopback
/network/vlan/vlan1i
Current value:

(config network vlan vlan1)>
b. Add the device:

(config network vlan vlan1)> device /network/device/
(config network vlan vlan1)>

5. Set the MLANID:
(config network vlan vlan1)> id value

where value is an integer between 1 and 4095.
6. Save the configuration and apply the change

(config network vlan vlan1)> save
Configuration saved.
>

7. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.
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Create a VLAN using switchport mode

Required configuration items

= Deviceto be assigned to the VLAN.
= The VLAN ID. The TCP header uses the VLAN ID to identify the destination VLAN for the packet.

To create a VLAN using switchport mode:

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. dick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthemenu, click System. Under Configuration, click Device Configuration.

@outbors B B 0.

The Configuration window is displayed.

oIGI @oashboard  BEsous - frosen  Qadmin
Digixi0

o

Cick Network > Bridges.

For Add Bridge, type a name for the bridge and click %o
Bridges are enabled by default. To disable, toggle off Enable.
For Bridge type, select Switchport.

o 0 &~ W
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(Optional) Enable Spanning Tree Protocol (STP).

STP is used when using multiple LANs on the same device, to prevent bridge loops and other
routing conflicts.

a. dick STP.
b. dick Enable.

¢. For Forwarding delay, enter the number of seconds that the device will spend in each of
the listening and learning states before the bridge begins forwarding data. The default is 2
seconds.

For Port, type a name for the VLAN port and click YGenerally, numbers are used for VLAN
ports.

Select the Device that the port uses.

Configure Man IDs:

a. dick to expand Man IDs.

b. dick Yor Add Man ID.

c. Type or select a unique numeric Vian ID.

d. Qick Y¥or Add Vlan ID again to add additional VLAN IDs.
Qick Apply to save the configuration and apply the change.

Select the device in Remote Manager and click Actions > Open Console, or log into the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

At the command line, type config to enter configuration mode:

> config
(config)>

Add the VLAN:

(config)> add network vlan name
(config)>

Set the device to be used by the VLAN:
a. Mew alist of available devices:

(config network vlan vlan1)> device ?

Device: The Ethernet device to use for this virtual LAN
Format:

/network/device/loopback
/network/vlan/vlani

Current value:

(config network vlan vlan1)>
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b. Add the device:

(config network vlan vlan1)> device /network/device/
(config network vlan vlan1)>

Set the VLAN ID:
(config network vlan vlan1)> id value

where value is an integer between 1 and 4095.
Save the configuration and apply the change

(config network vlan vlan1)> save

Configuration saved.
>

. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Show SureLink status and statistics

You can show SurelLink status for all interfaces, or for an individual interface. You can also show
Surelink status for ipsec tunnels and OpenVPN clients.

SureLink statusis only available from the Admin CLI.

Show SureLink State

To show the current state of SureLink for the 1X10 device, use the show surelink state command:

1. Select the device in Remote Manager and click Actions > Open Console, or loginto the IX10

local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the Admin CLI prompt, type:

> show surelink state

Test on network.interface.eth1.ipv6 with condition: one
dns_configured (n);

network.interface.eth1.ipv6; -> update_routing_table
ACTION ATTEMPTS STATUS
restart_interface 00/01  [FAILED]
update_routing_table 00/01

Test on network.interface.modem.ipv4 with condition: all
dns_configured (n);
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network.interface.modem.ipv4; -> restart_interface
ACTION ATTEMPTS STATUS
update_routing_table 00/03 [BUSY]
restart_interface 00/03

reset_modem 00/03

switch_sim 00/03

modem_power_cycle 00/03

restart_interface 00/03

Show SurelLink status for all interfaces
To show the Surelink status all interfaces, use the show surelink interface all command:
1. Select the device in Remote Manager and click Actions > Open Console, or log into the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the Admin CLI prompt, type :

> show surelink interface all

Interface Test Proto Last Response Status

eth1 Interfaceis up IPv4 32 seconds Passing

eth1 Interface's DNS servers (DNS) IPv4 28 seconds Passing
eth Interfaceis up IPv4 21 seconds Passing

eth  Interface's DNS servers (DNS) IPv4 20 seconds Passing
modem Interface is up IPv4 115seconds Passing

modem Interface's DNS servers (DNS) IPv4 114 seconds Passing

>

3. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Show SurelLink status for a specific interface
To show the SurelLink status a specific interface, use the show surelink interface name name
command:
1. Select the device in Remote Manager and click Actions > Open Console, or loginto the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. Usethe show surelink interface name name command to show the Surelink status of a specific
interface, for example:
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> show surelink interface name eth1

wan1 Surelink Status

IPv4 Status : Passing
IPv6 Status : Failed

Test Proto Last Response Status

Interface's DNS servers (DNS) IPv6 15 seconds Failed

>

3. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Show SureLink status for all IPsec tunnels

To show the SureLink status all IPsec tunnels, use the show surelink ipsec all command:

1. Select the device in Remote Manager and click Actions >Open Console, or log into the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.
2. At the Admin CLI prompt, type :

> show surelink ipsec all

IPsec Test Last Response Status
test 194.43.79.74 (Ping) 29 seconds Passed
test 194.43.79.75 (Ping) 5seconds Passed
test1 194.43.79.74 (Ping) 21seconds Failed
test2 194.43.79.75 (Ping) 21seconds Waiting for result

>

3. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Show SurelLink status for a specific IPsec tunnel

To show the SureLink status a specific IPsec tunnel, use the show surelink ipsec tunnel name
command:

1. Select the device in Remote Manager and click Actions > Open Console, or log into the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.
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2. Usethe show surelink ipsec tunnel name command to show the Surelink status of a specific
tunnel, for example:

> show surelink ipsec tunnel test

IPsec Test Last Response Status

test 194.43.79.74 (Ping) 29 seconds Passed
test 194.43.79.75 (Ping) 5seconds Passed

>

3. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Show SureLink status for all OpenVPN clients

To show the SurelLink status all OpenVPN clients, use the show surelink openvpn client all command:

1. Select the device in Remote Manager and click Actions > Open Console, or loginto the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the Admin CLI prompt, type :

> show surelink openvpn all

OpenVPN Client Test Last Response Status

test_clientl 194.43.79.74 (Ping) 29 seconds Passed
test_clientl 194.43.79.75 (Ping) 5seconds Passed
test_client2 194.43.79.74 (Ping) 21 seconds Failed
test_client2 194.43.79.75 (Ping) 21 seconds Waiting for result

>

3. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Show SurelLink status for a specific OpenVPN client

To show the Surelink status a specific OpenVPN client, use the show surelink openvpn client name
command:
1. Select the device in Remote Manager and click Actions > Open Console, or loginto the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.
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2. Use the show surelink openvpn client name command to show the Surelink status of a specific
OpenVPN client, for example:

> show surelink openvpn client test_client1

OpenVPN Client Test Last Response Status

test_clientl 194.43.79.74 (Ping) 29 seconds Passed
test_clientl 194.43.79.75 (Ping) 5seconds Passed

>

3. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.
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IX10 devices have a single serial port that provides access to different features, depending on the
serial port mode selection.

Default serial port configuration
You can review the default serial port configuration for your device.

Serial mode options
You can choose a serial mode option for each serial port, depending on the feature that you want to
use.

= | ogin: Allowsthe port to be used to log into the CLI.

® Remote Access: Provides socket level accessto ports.

= Application: Provides access to the serial device from Python applications.

= PPPdial-in: Allows the device to answer Point-to-Point Protocol (PPP) connections over serial
ports.

® RealPort: Used in conjunction with the Digi RealPort driver.
= UDP serial: Provides access to the serial port using UDP.

= Modem emulator: Allows the device to act as a dial-up modem emulator for handling incoming
AT dial-ins.

= Modbus: Allows the device to function as a Modbus protocol gateway.

View serial port information

®m Show serial port status and statistics
® Review the serial port message log

Default serial port configuration

The IX10 default serial port configuration is:

= Enabled

= Serial mode: Remote
= | abel: None

= Baud rate: 9600
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Data bits: 8

Parity: None

= Stop bits: 1

= How control: None

Configure Login mode for a serial port

Login mode allows the user to log into the device through the serial port.

To change the configuration to match the serial configuration of the device to which you want to
connect:

1. Loginto the IX10 WebUI as a user with full Admin access rights.
2. On the menu, click System. Under Configuration, click Serial Configuration.

You can also configure the serial port by using Device Configuration > Serial. Changes
made by using either Device Configuration or Serial Configuration will be reflected in both.

3. dick the name of the port that you want to configure.

port Label Mode Services Serial Settings ()

enavle: @) mode: | Login

Label:

The serial port is enabled by default. To disable, toggle off Enable.
4. For Mode, select Login. Thisisthe default.
5. (Optional) For Label, enter a label that will be used when referring to this port.
6. For Signalling, select the electrical signaling interface type used on this serial port:
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= RS-232
= RS485
e Enable Termination if you want to enable electrical termination on this serial port.
The default is RS-232.
7. Expand Serial Settings.

The entries in the following fields must match the information for the power controller. Refer
to your power controller manual for the correct entries.

a. Baud rate: For Baud rate, select the baud rate used by the device to which you want to
connect. The default is 9600.

b. Data bits: For Data bits, select the number of data bits used by the device to which you
want to connect. The default is 8.

c. Parity: For Parity, select the type of parity used by the device to which you want to
connect. The default is None.

d. Stop bits: For Stop bits, select the number of stop bits used by the device to which you
want to connect. The default is 1.

e. How control: For Flow control, select the type of flow control used by the device to
which you want to connect. The default is None.

8. BExpand Logging Settings to configure logging for this serial port.
a. To enablelogging, click to toggle on Enable.
b. Inthe Log file name field, enter a descriptive name for the log file.

c. For Log file size, type the size of the log file. When the log file reaches the size limit, the
current file is saved and a new file is created. The default is 65536 bytes.

d. Fom the Type of data to log list box, specify the type of data that should be saved.
= Received
® Transmitted
= Both
= Both with arrows. Thisis the default.

e. If you want to log the time at which date was received or transmitted, click the
Timestamps toggle to Enable.

f. If you want to log the data as hexadecimal values, click the Hexadecimal toggle to
Enable.

You can review the message log in the Serial Port Log page. See Review the serial
port message log.

9. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or loginto the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.
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. At the command line, type config to enter configuration mode:

> config
(config)>

. The serial port is enabled by default. To disable:

(config)> serial port1 enable false
(config)>

Set the mode:

(config)> serial port1 mode login
(config)>

Set the signaling interface type used on this serial port:
m s5-232
m 15485
» Enable termination if you want to enable electrical termination on this serial port:

(config)> serial port1 termination true
(config)>

The default isrs-232.
(Optional) Set a label that will be used when referring to this port.

(config)>path-paramlabel label
(config)>

Set the baud rate used by the device to which you want to connect:

(config)> serial port1 baudrate rate
(config)>

Set the number of data bits used by the device to which you want to connect:

(config)> serial port1 databits bits
(config)>

Set the type of parity used by the device to which you want to connect:

(config)> serial port1 parity parity
(config)>
Alowed values are:
= even
= odd
= none
The default isnone.
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11

12.
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Set the stop bits used by the device to which you want to connect:

(config)> serial port1 stopbits bits
(config)>

Set the type of flow control used by the device to which you want to connect:

(config)> serial port1 flow value
(config)>
where value is one of:

= none

= rts/cts

= xon/xoff
Configure serial port logging:
a. Enable serial port logging:

(config)>serial port1 logging enable true
(config)>

b. Set the file name:

(config)>serial port1 logging filename string
(config)>

c. Set the maximum allowed log size for the serial port log when starting the log:

(config)>serial port1 logging size value
(config)>
where value is the size of the log file in bytes. The default is 65536.
d. Specify the data type:

(config)>serial port1 logging type value
(config)>

where value is one of:
= received
= transmitted
= hoth
= arrows. Thisis the default.
e. Logthetime at which date was received or transmitted:

(config)>serial port1 logging hex true
(config)>

f. Log data as hexadecimal values:

(config)>serial port1 logging timestamp true
(config)>
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13. Save the configuration and apply the change

(config)> save
Configuration saved.
>

14. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure Remote Access mode for a serial port

Remote Access mode allows for remote access to another device that is connected to the serial port.

To change the configuration to match the serial configuration of the device to which you want to
connect:

1. Loginto the IX10 WebUI as a user with full Admin access rights.
2. On the menu, click System. Under Configuration, click Serial Configuration.

You can also configure the serial port by using Device Configuration > Serial. Changes
made by using either Device Configuration or Serial Configuration will be reflected in both.

3. dick the name of the port that you want to configure.

port Label Mode Services Serial Settings ()

enavle: @) mode: | Login

Label:

The serial port is enabled by default. To disable, toggle off Enable.
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4. For Serial mode, select Remote access.
5. (Optional) For Label, enter a label that will be used when referring to this port.
6. For Signalling, select the electrical signaling interface type used on this serial port:

= RS-232

= RS485

» Enable Termination if you want to enable electrical termination on this serial port.
The default is RS-232.

7. Bxpand Serial Settings.

The entries in the following fields must match the information for the power controller. Refer
to your power controller manual for the correct entries.

a. Baud rate: For Baud rate, select the baud rate used by the device to which you want to
connect. The default is 9600.

b. Data bits: For Data bits, select the number of data bits used by the device to which you
want to connect. The default is 8.

c. Parity: For Parity, select the type of parity used by the device to which you want to
connect. The default is None.

d. Stop bits: For Stop bits, select the number of stop bits used by the device to which you
want to connect. The default is 1.

e. How control: For Flow control, select the type of flow control used by the device to
which you want to connect. The default is None.

8. dick to expand Data Framing.
a. Cick Enable to enable the data framing feature.
b. For Maximum Frame Count, enter the maximum size of the packet. The default is 1024.
c. For Idle Time, enter the length of time the device should wait before sending the packet.
d. For End Pattern, enter the end pattern. The packet is sent when this pattern is received
from the serial port.
e. dick Strip End Pattern if you want to remove the end pattern from the packet before it is
sent.
9. Expand Service Settings.
All service settings are disabled by default. Aick available options to toggle them to enabled,
and set the IP ports as appropriate.

Enable TCP keepalive; Enable TCP nodel,

If the Telnet service is enabled for the serial port, note that the Telnet Login option,
when enabled, prompts the user to enter Telnet login credentials when accessing the serial
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port via Telnet. The Telnet Login option is enabled by default. To disable this option, navigate
to System > Device Configuration > Authentication > Serial and disable Telnet Login.

For each type of service, you can also configure the access control.
To do this, you need to go to Device Configuration:
a. Onthemenu, click System. Under Configuration, click Device Configuration.

@ o o @ o

The Configuration window is displayed.
b. Accessthe configuration for the appropriate type of service:
i. Cick to expand Serial.

i. Cick to expand the appropriate serial port.

iii. dick to expand the appropriate type of service.
v. dick to expand Access Control List.

For example, to set the Access Control List for the SSH connection for serial port 1, click to
expand Serial > Port 1 > SSH connection > Access Control List:

¥ SSH connection

Enable

Fort 3001

¥ Access control list

» |Pv4 Addresses

» |PvE Addresses

» Zones

Enable mDNS
Enable TCP keep-alive messages

Enable TCP nodelay

= To limit access to specified IPv4 addresses and networks:
i. dick IPv4 Addresses.
il. For Add Address, click Yo

iii. For Address, enter the IPv4 address or network that can access the device's
service-type. Allowed values are:
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* Asingle IP address or host name.
¢ Anetwork designation in CIDR notation, for example, 192.168.1.0/24.
¢ any: No limit to IPv4 addresses that can access the service-type.
iv. dick Yagain to list additional IP addresses or networks.
= To limit access to specified IPv6 addresses and networks:
i. dick IPv6 Addresses.
ii. For Add Address, click Yo

iii. For Address, enter the IPv6 address or network that can access the device's
service-type. Allowed values are:

e Asingle IP address or host name.
¢ Anetwork designation in CIDR notation, for example, 2001:db8::/48.
< any: No limit to IPv6 addresses that can access the service-type.
iv. dick Yagain to list additional IP addresses or networks.
= To limit access to hosts connected through a specified interface on the device:
i. dick Interfaces.
ii. For Add Interface, click Yo
iii. For Interface, select the appropriate interface from the dropdown.
iv. dick Magain to allow access through additional interfaces.
= To limit access based on firewall zones:
i. dick Zones.
ii. For Add Zone, click Yo
iii. For Zone, select the appropriate firewall zone from the dropdown.
See Hrewall configuration for information about firewall zones.
iv. dick Yagain to allow access through additional firewall zones.

10. Expand Autoconnect Settings. The autoconnect feature is used to initiate a connection to a
remote server to directly access the serial port.

a. dick Enable to enable the autoconnect feature.

b. For Connection Trigger, select the option that describes the type of event that should
trigger the connection.

If you select the Data received matches a string option, additional fields display.

a. Inthe Data Match String field, enter the received data string that should trigger the
connection. The syntax is: backslash escaped string

b. The FHush String option determines whether the match string data sent from the
remote server is discarded.

® Enable: Discard the match string data. Thisis the default.
= Disable: Do not discard the match string data.

c. For Outbound Connection Type, select the option that describes the method used to
initiate the connection.

d. For Destination, enter the host name or IP address of the remote server. When using SSH,
this should be prefixed with the user name and followed by @, for example,
admin@192.168.1.1.
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For IP port, enter the TCP port of the remote server (1-65535).
Qick Enable TCP keep-alive to enable TCP keepalive on the connection.
Qick Enable TCP nodelay to enable TCP nodelay on the connection.

For Socket ID string, type text to be transmitted to the remote server when the socket
connects.

11. Expand Session Settings.

4000 Idle Timeout: 15m

Enable Exclusive access to limit access to the serial port to a single active session. This
option is disabled by default. When it is disabled, multiple users can connect using Telnet,
TCP, and SSH.

For Escape sequence, type the characters used to start an escape sequence. If no
characters are defined, the escape sequence is disabled. The default is ~b.

For History size, type or select the number of bytes of output from the serial port that are
written to buffer. These bytes are redisplayed when a user connects to the serial port. The
default is 4000 bytes.

For Idle timeout, type the amount of time to wait before disconnecting due to user
inactivity.

12. Expand Monitor Settings.

a.
b.

Enable CTSto monitor CTS (Clear to Send) changes on this port.
Enable DCD to monitor DCD (Data Carrier Detect) changes on this port.

13. Expand Logging Settings to configure logging for this serial port.

a.
b.
c.

To enable logging, click to toggle on Enable.
In the Log file name field, enter a descriptive name for the log file.

For Log file size, type the size of the log file. When the log file reaches the size limit, the
current file is saved and a new file is created. The default is 65536 bytes.

From the Type of data to log list box, specify the type of data that should be saved.
= Received
® Transmitted
= Both
= Both with arrows. Thisis the default.

If you want to log the time at which date was received or transmitted, click the
Timestamps toggle to Enable.

If you want to log the data as hexadecimal values, click the Hexadecimal toggle to
Enable.

You can review the message log in the Serial Port Log page. See Review the serial
port message log.

14. dick Apply to save the configuration and apply the change.
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Select the device in Remote Manager and click Actions > Open Console, or log into the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

. At the command line, type config to enter configuration mode:

> config
(config)>

Serial portsis enabled by default. To disable:

(config)> serial port_number enable false
(config)>

Command line examples in this section will use port1 for the serial port. However, any port
number can be used.

Set the mode:

(config)> serial port1 mode remoteaccess
(config)>

Set the signaling interface type used on this serial port:
= rs5-232
= rs-485
e Enable termination if you want to enable electrical termination on this serial port:

(config)> serial port1 termination true
(config)>

The default isrs-232.
(Optional) Set a label that will be used when referring to this port.

(config)>serial port1 label label
(config)>

Set the baud rate used by the device to which you want to connect:

(config)> serial port1 baudrate rate
(config)>

Set the number of data bits used by the device to which you want to connect:

(config)> serial port1 databits bits
(config)>

Set the type of parity used by the device to which you want to connect:

(config)> serial port1 parity parity
(config)>
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Alowed values are:
= even
= odd
= none
The default is none.
10. Set the stop bits used by the device to which you want to connect:

(config)> serial port1 stopbits bits
(config)>

11. Set the type of flow control used by the device to which you want to connect:

(config)> serial port1 flow value
(config)>
where value is one of:
= none
= rts/cts
= xon/xoff
12. Configure the session settings.
a. Set the characters used to start an escape sequence:

(config)>serial port1 escape string
(config)

If no characters are defined, the escape sequence is disabled. The default is ~b.
b. Limit accessto the serial port to a single active session;

(config)>serial port1 exclusive true
(config)

c. Set the number of bytes of output from the serial port that are written to buffer. These
bytes are redisplayed when a user connects to the serial port.

(config)>serial port1 history bytes
(config)

The default is 4000 bytes.
d. Set the amount of time to wait before disconnecting due to user inactivity:

(config)>serial port1 idle_timeout value
(config)

where value is any number of weeks, days, hours, minutes, or seconds, and takes the
format number{w|d|h|m|s}.
For example, to set idle_timeout to ten minutes, enter either 10m or 600s:

(config)>serial port1 idle_timeout 600s
(config)
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The default is 15m.
13. Configure monitor settings.
a. (Optional) Enable monitoring of CTS (Qear to Send) changes on this port:

(config)>serial port1 monitor cts true
(config)

b. (Optional) Enable monitoring of DCD (Data Carrier Detect) changes on this port:

(config)>serial port1 monitor dcd true
(config)

14. (Optional) Configure autoconnect:
a. Enable autoconnect:

(config)>serial port1 autoconnect enable true
(config)>

b. Set the option that will trigger the connection:

(config)>serial port1 autoconnect trigger value
(config)>
where value is one of:

= always

= data

= dcd

= destination

= dsr

® match

If match is selected:
i. Set the string that, when received, will trigger the connection:

(config)>serial port1 autoconnect match_string string
(config)>

ii. flush_string is enabled by default, which will discard the matched string from
data sent to the server. To disable:

(config)>serial port1 autoconnect flush_string false
(config)>

The default is always.
c. Set the option that initiates the connection:

(config)>serial port1 autoconnect conn_type value
(config)>
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where value is one of:
= ssh
= tcp
= telnet
= tls
= t|s auth
The default istls.
Set the host name or IP address of the destination server:

(config)>serial port1 autoconnect destination hostname/IP_address
(config)>

When using SSH, this should be prefixed with the user name and followed by @, for

example:

(config)>serial port1 autoconnect destination admin@192.168.1.1
(config)>

Set the TCP port of the destination server:

(config)>serial port1 autoconnect port int
(config)>

where int is any integer between 1 and 65535.

. To enable TCP keepalive:

(config)>serial port1 autoconnect keepalive true
(config)>

. To enable TCP nodelay:

(config)>serial port1 autoconnect nodely true
(config)>

Set the text to be transmitted to the remote server when the socket connects:

(config)>serial port1 socketid string
(config)>

15. (Optional) Configure data framing:
a. Enable data framing:

(config)>serial port1 framing enable true
(config)

b. Set the maximum size of the packet:

(config)>serial port1 framing max_count int
(config)

The default is 1024.
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c. Set thelength of time the device should wait before sending the packet:

(config)>serial port1 framing idle_time value
(config)

where value is in milliseconds (ms) or seconds (s). The maximum value is 60s.
d. Setthe end pattern. The packet is sent when this pattern is received from the serial port:

(config)>serial port1 framing end_pattern backslash-escaped-string
(config)

e. Set the strip end pattern if you want to remove the end pattern from the packet before it is
sent:

(config)>serial port1 framing strip_pattern true
(config)
16. (Optional) Configure service settings:
a. Configure SSH settings:
i. Enable SSH:

(config)>serial port1 service ssh enable true
(config)>

ii. Set the port to be used for ssh communications:

(config)>serial port1 service ssh port int
(config)>

where int is any integer between 1 and 65535. The default is 3001.
iii. Enable TCP keep-alive messages:

(config)>serial port1 service ssh keepalive true
(config)>

iv. Enable TCP nodelay messages:

(config)>serial port1 service ssh nodelay true
(config)>

v. (Optional) Configure access control:
= To limit access to specified IPv4 addresses and networks:

(config)> add serial port1 service ssh acl address end value
(config)>
Where value can be:
e Asingle IP address or host name.
¢ Anetwork designation in CIDR notation, for example, 192.168.1.0/24.
« any: No limit to IPv4 addresses that can access the service-type.
Repeat this step to list additional IP addresses or networks.
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= To limit access to specified IPv6 addresses and networks:;

(config)> add serial port1 service ssh acl address6 end value
(config)>
Where value can be:
» Asingle IP address or host name.
¢ Anetwork designation in CIDR notation, for example, 2001:db8::/48.
¢ any: No limit to IPv6 addresses that can access the service-type.
Repeat this step to list additional IP addresses or networks.

= To limit access to hosts connected through a specified interface on the IX10
device:

(config)> add serial port1 service ssh acl interface end value
(config)>

Where value is an interface defined on your device.

Display a list of available interfaces:
Use... network interface ?to display interface information:

(config)> ... network interface ?
Interfaces

Additional Configuration

defaultip Default IP
defaultlinklocal  Default Link-local IP
eth ETH

loopback Loopback

modem Modem

config)>

Repeat this step to list additional interfaces.
®  To limit access based on firewall zones:

(config)> add serial port1 service ssh acl zone end value
(config)>

Where value is a firewall zone defined on your device, or the any keyword.

Display a list of available firewall zones:
Type ... firewall zone ? at the config prompt:

(config)> ... firewall zone ?

Zones: A list of groups of network interfaces that can be referred to
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by packet
filtering rules and access control lists.

Additional Configuration

any
dynamic_routes
edge

external

internal

ipsec

loopback

setup

(config)>

Repeat this step to include additional firewall zones.
vi. (Optional) Enable Multicast DNS (MDNS):

(config)>serial port1 service ssh mdns enable true
(config)>
b. Configure TCP settings:
i. Enable TCP:

(config)>serial port1 service tcp enable true
(config)>

ii. Set the port to be used for ssh communications:

(config)>serial port1 service tcp port int
(config)>
where int is any integer between 1 and 65535. The default is 4001.
iii. Enable TCP keep-alive messages:

(config)>serial port1 service tcp keepalive true
(config)>

iv. Set the option that initiates the connection:

(config)>serial port1 service tcp conn_type value
(config)>
where value is one of:
= tcp
= tls
= t|s auth
The default istls.
v. Enable TCP nodelay messages:
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(config)>serial port1 service tcp nodelay true
(config)>

vi. (Optional) Configure access control:
= To limit access to specified IPv4 addresses and networks:

(config)> add serial port1 service tcp acl address end value
(config)>
Where value can be:
e Asingle IP address or host name.
¢ Anetwork designation in CIDR notation, for example, 192.168.1.0/24.
« any: No limit to IPv4 addresses that can access the service-type.
Repeat this step to list additional IP addresses or networks.
®  To limit access to specified IPv6 addresses and networks:

(config)> add serial port1 service tcp acl address6 end value
(config)>
Where value can be:
¢ Asingle IP address or host name.
* Anetwork designation in CIDR notation, for example, 2001:db8::/48.
e any: No limit to IPv6 addresses that can access the service-type.
Repeat this step to list additional IP addresses or networks.

= To limit access to hosts connected through a specified interface on the IX10
device:

(config)> add serial port1 service tcp acl interface end value
(config)>

Where value is an interface defined on your device.

Display a list of available interfaces:
Use ... network interface ?to display interface information:

(config)> ... network interface ?
Interfaces

Additional Configuration

defaultip Default IP
defaultlinklocal  Default Link-local IP
eth ETH

loopback Loopback

modem Modem

config)>
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Repeat this step to list additional interfaces.
= To limit access based on firewall zones:

(config)> add serial port1 service tcp acl zone end value
(config)>

Where value is a firewall zone defined on your device, or the any keyword.

Display a list of available firewall zones:
Type ... firewall zone ? at the config prompt:

(config)> ... firewall zone ?
Zones: A list of groups of network interfaces that can be referred to
by packet

filtering rules and access control lists.

Additional Configuration

any
dynamic_routes
edge

external

internal

ipsec

loopback

setup

(config)>

Repeat this step to include additional firewall zones.
vii. (Optional) Enable Multicast DNS (mDNS):

(config)>serial port1 service tcp mdns enable true
(config)>

c. Configure telnet settings:
i. Enable Telnet:

(config)>serial port1 service telnet enable true
(config)>

ii. Set the port to be used for Telnet communications:

(config)>serial port1 service telnet port int
(config)>

where int is any integer between 1 and 65535. The default is 3001.
iii. Enable TCP keep-alive messages:

IX10 User Guide 214



Serial port Configure Remote Access mode for a serial port

(config)>serial port1 service telnet keepalive true
(config)>

iv. Enable TCP nodelay messages:

(config)>serial port1 service telnet nodelay true
(config)>

v. (Optional) Configure access control:
® To limit access to specified IPv4 addresses and networks:

(config)> add serial port1 service telnet acl address end value
(config)>
Where value can be:
¢ Asingle IP address or host name.
* Anetwork designation in CIDR notation, for example, 192.168.1.0/24.
< any: No limit to IPv4 addresses that can access the service-type.
Repeat this step to list additional IP addresses or networks.
= To limit access to specified IPv6 addresses and networks:

(config)> add serial port1 service telnet acl address6 end value
(config)>
Where value can be:
¢ Asingle IP address or host name.
¢ Anetwork designation in CIDR notation, for example, 2001:db8::/48.
« any: No limit to IPv6 addresses that can access the service-type.
Repeat this step to list additional IP addresses or networks.

®  To limit access to hosts connected through a specified interface on the IX10
device:

(config)> add serial port1 service telnet acl interface end value
(config)>

Where value is an interface defined on your device.

Display a list of available interfaces:
Use ... network interface ?to display interface information:

(config)> ... network interface ?
Interfaces

Additional Configuration

defaultip Default IP
defaultlinklocal  Default Link-local IP
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eth ETH

loopback Loopback

modem Modem
config)>

Repeat this step to list additional interfaces.
® To limit access based on firewall zones:

(config)> add serial port1 service telnet acl zone end value
(config)>

Where value is a firewall zone defined on your device, or the any keyword.

Display a list of available firewall zones:
Type ... firewall zone ? at the config prompt:

(config)> ... firewall zone ?

Zones: A list of groups of network interfaces that can be referred to
by packet

filtering rules and access control lists.

Additional Configuration

any
dynamic_routes
edge

external

internal

ipsec

loopback

setup

(config)>

Repeat this step to include additional firewall zones.
vi. (Optional) Enable Multicast DNS (mDNS):

(config)>serial port1 service telnet mdns enable true
(config)>

17. Configure serial port logging:
a. Enable serial port logging:

(config)>serial port1 logging enable true
(config)>

b. Set the file name:
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(config)>serial port1 logging filename string
(config)>

c. Set the maximum allowed log size for the serial port log when starting the log:

(config)>serial port1 logging size value
(config)>
where value is the size of the log file in bytes. The default is 65536.
d. Specify the data type:

(config)>serial port1 logging type value
(config)>
where value is one of:
= received
= transmitted
= hoth
= arrows. Thisisthe default.
e. Logthetime at which date was received or transmitted:

(config)>serial port1 logging hex true
(config)>

f. Log data as hexadecimal values:

(config)>serial port1 logging timestamp true
(config)>

18. Save the configuration and apply the change

(config)> save
Configuration saved.

>
19. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure Application mode for a serial port

Application mode provides access to the serial device from Python applications.

To change the configuration to match the serial configuration of the device to which you want to
connect:
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1. Loginto the IX10 WebUI as a user with full Admin access rights.
2. Onthe menu, click System. Under Configuration, click Serial Configuration.

@i W B O wamin

You can also configure the serial port by using Device Configuration > Serial. Changes
made by using either Device Configuration or Serial Configuration will be reflected in both.

3. dick the name of the port that you want to configure.

Port Label Mode Services Serial Settings 1)

eavte: @) wode: Logn

Label:

The serial port is enabled by default. To disable, toggle off Enable.
4. For Mode, select Application. The default is Remote.
5. (Optional) For Label, enter a label that will be used when referring to this port.
For Signalling, select the electrical signaling interface type used on this serial port:
= RS-232
= RS485
« Enable Termination if you want to enable electrical termination on this serial port.
The default is RS-232.
7. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or loginto the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.
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2. At the command line, type config to enter configuration mode:

> config
(config)>

3. The serial port is enabled by default. To disable:

(config)> serial port1 enable false
(config)>

4, Set the mode:

(config)> serial port1 mode application
(config)>

5. Set the signaling interface type used on this serial port:
m s5-232
m 15485
» Enable termination if you want to enable electrical termination on this serial port:

(config)> serial port1 termination true
(config)>

The default isrs-232.
6. (Optional) Set a label that will be used when referring to this port.

(config)>path-paramlabel label
(config)>

7. Savethe configuration and apply the change

(config)> save
Configuration saved.
>
8. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure PPP dial-in mode for a serial port

PPP dial-in allows the device to answer Point-to-Point Protocol (PPP) connections over serial ports.

To change the configuration to match the serial configuration of the device to which you want to
connect:

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
2. Access the device configuration:

Remote Manager:
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a. Locate your device as described in Use Digi Remote Manager to view and manage your

device.
b. dickthe Device ID.
c. dick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

The Configuration window is displayed.

D | Gl v @ Dashboard B8 Status. £ System O admin
oigixo

3. dick to expand the name of the port that you want to configure, for example, Port 1.

The serial port is enabled by default. To disable, toggle off Enable.
4. For Mode, select PPP-Dial-in. The default is Remote.

Enable O

Serial mode [

Label
Baud rate 15200
Flow control None

Idle timeout 5m

» PP dialin

Add Serial port +

5. (Optional) For Label, enter a label that will be used when referring to this port.

6. For Baud rate, select the baud rate used by the device to which you want to connect. The

default is 9600.
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10.
11
12.

13.

14.

15.

16.

17.

Configure PPP dial-in mode for a serial port

For How control, select the type of flow control used by the device to which you want to
connect. The default is None.

For Idle timeout, type the amount of time that the active session can be idle before the
session is disconnected.

Alowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m|s}.

For example, to set Idle timeout to ten minutes, enter 10m or 600s.

Cick to expand PPP dial-in.

For Local IP address, type the IP address assigned to this interface.

For Remote IP address, type the IP address assigned to the remote peer.

For Metric, set the priority of routes associated with this interface. If there are multiple active
routes that match a destination, then the route with the lowest metric will be used.

For Default route, toggle to control whether a default route gets added for the PPP interface.
This feature is disabled by default.

For Zone, select the firewall zone for this interface. This can be used by packet filtering rules
and access control lists to restrict network traffic on this interface.

For Authentication method, select the method used to authenticate the remote peer. Allowed
values are:

= None: No authentication is required.

= Automatic: Attempt to authenticate using CHAP first, and then PAP.

= CHAP: Use Challenge Handshake Authentication Protocol (CHAP) to authenticate.
= PAP: Use Password Authentication Protocol (PAP) to authenticate.

If Automatic, CHAP, or PAP are selected, type the Username and Password used to
authenticate the remote peer.

(Optional) Configure the serial port to use a custom PPP configuration file:
a. dick to expand Custom PPP configuration.
b. dick Enable to enable the use of a custom PPP configuration file.

c. dick Override to override the default PPP configuration and only use the custom
configuration file.

If Override is not enabled, the custom PPP configuration file is used in addition to the
default configuration.

d. For Configuration file, paste or type the configuration data in the format of a pppd
options file. Because the options are passed directly to the pppd command line, they
should all be entered on a single line. For example:

debug Icp-echo-interval 10 Icp-echo-failure 2

(Optional) Configure a script that will be run to prepare the link before PPP negotiations are
started:

a. Cick to expand Connect script.
b. dick Enable to enable the use of a connection script.

c. For Connect script filename, type the name of the script. Scripts are located in the
/etc/config/serial directory. An example script, windows_dun.sh is provided.
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Example windows_dun.sh file:

#!/bin/sh

# Example connect script for connecting from a PC using a Windows dial-up
# networking connection with built-in standard 33600 bps modem driver and phone
# number 123.

# The shell's 'read' builtin breaks on newline, so translate incoming carriage-
# return to newline, and outgoing newline to carriage-return-newline.
stty icrnl onlcr opost

# Read input from the serial port, one line at a time.
while read -r line; do
case "$line" in
ATDT123)
echo "CONNECT" # instruct the peer to start PPP
exit 0 # start up the local PPP session
AT*)
echo "OK" # passively accept any other AT command

esac
done

18. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the 1X10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. The serial port is enabled by default. To disable;

(config)> serial port1 enable false
(config)>

4. Set the mode:

(config)> serial port1 mode ppp_dialin
(config)>

5. (Optional) Set a label that will be used when referring to this port.

(config)> serial port1 label /abel
(config)>
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10.

11

12.

Configure PPP dial-in mode for a serial port

Set the baud rate used by the device to which you want to connect:

(config)> serial port1 baudrate rate
(config)>

Set the type of flow control used by the device to which you want to connect:

(config)> serial port1 flow value
(config)>
where value is one of:
= none
= rts/cts
= xon/xoff
Set the amount of time that the active session can be idle before the session is disconnected:

(config)> serial port1 idle_timeout value
(config)>

where value is any number of weeks, days, hours, minutes, or seconds, and takes the format
number{w|d|h|m|s}.
For example, to set idle_timeout to ten minutes, enter either 10m or 600s:

(config)> serial port1 idle_timeout 600s
(config)>

Set the local IP address assigned to this interface:

(config)> serial port1 ppp_dialin local_address IPv4_address
(config)>

Set the IP address assigned to the remote peer:

(config)> serial port1 ppp_dialin remote_address IPv4_address
(config)>

The default route is added for the PPP interface is disabled by default. To enable:

(config)> serial port1 ppp_dialin default_route true
config)>

Set the authentication method used to authenticate the remote peer:

(config)> serial port1 ppp_dialin auth value
(config)>

where value is one of:
= none: No authentication is required.
= auto: Attempt to authenticate using CHAP first, and then PAP.
= chap: Use Challenge Handshake Authentication Protocol (CHAP) to authenticate.
= pap: Use Password Authentication Protocol (PAP) to authenticate.
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13.

14.

15.

Configure PPP dial-in mode for a serial port

The default is none.

If auto, chap, or pap are set, set the username and password used to authenticate the remote
peer:

(config)> serial port1 ppp_dialin username username
(config)> serial port1 ppp_dialin password password
(config)>

Set the priority of routes associated with this interface. If there are multiple active routes that
match a destination, then the route with the lowest metric will be used.

(config)> serial port1 ppp_dialin metric int
(config)>

The default is 10.

Set the firewall zone for thisinterface. This can be used by packet filtering rules and access
control lists to restrict network traffic on this interface.

a. Usethe ?to determine available zones:
(config)> serial port1 ppp_dialin zone ?

Zone: The firewall zone assigned to this interface. This can be used by packet
filtering rules and access control lists to restrict network traffic on this
interface.
Format:

any

dynamic_routes

edge

external

internal

ipsec

loopback

setup
Default value: internal
Current value: internal

(config)>
b. Set the zone:

(config)> serial port1 ppp_dialin zone zone
(config)>

(Optional) Configure the serial port to use a custom PPP configuration file:
a. Enable the use of a custom PPP configuration file:

(config)> serial port1 ppp_dialin custom enable true
(config)>

b. Enable override to override the default PPP configuration and only use the custom
configuration file:
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(config)> serial port1 ppp_dialin custom override true
(config)>

If override is not enabled, the custom PPP configuration file is used in addition to the
default configuration.

c. Paste or type the configuration data in the format of a pppd optionsfile:

(config)> serial port1 ppp_dialin custom config_file data
(config)>

where data are one or more pppd command line options. Because the options are passed
directly to the pppd command line, they should all be entered on a single line. For
example:

(config)> serial port1 ppp_dialin custom config_file "debug Icp-echo-interval 10 Icp-echo-failure
2ll
(config)>

16. (Optional) Configure a script that will be run to prepare the link before PPP negotiations are
started:

a. Enable the use of a connection script.

(config)> serial port1 ppp_dialin connect enable true
(config)>

b. Set the name of the script:

(config)> serial port1 ppp_dialin connect script filename
(config)>

Scripts are located in the /etc/config/serial directory. An example script, windows_dun.sh
is provided.

BExample windows_dun.sh file:
#!/bin/sh

# Example connect script for connecting from a PC using a Windows dial-up
# networking connection with built-in standard 33600 bps modem driver and phone
# number 123.

# The shell's 'read' builtin breaks on newline, so translate incoming carriage-
# return to newline, and outgoing newline to carriage-return-newline.
stty icrnl onlcr opost

# Read input from the serial port, one line at a time.
while read -r line; do
case "$line" in
ATDT123)
echo "CONNECT" # instruct the peer to start PPP
exit 0 # start up the local PPP session
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AT*)
echo "OK" # passively accept any other AT command
esac
done

17. Savethe configuration and apply the change

(config)> save
Configuration saved.
>

18. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure UDP serial mode for a serial port

The UDP serial mode option in the serial port configuration provides access to the serial port using
UDP.

To change the configuration to match the serial configuration of the device to which you want to
connect:

1. Loginto the IX10 WebUI as a user with full Admin access rights.
2. On the menu, click System. Under Configuration, click Serial Configuration.

;B O simin

You can also configure the serial port by using Device Configuration > Serial. Changes
made by using either Device Configuration or Serial Configuration will be reflected in both.
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3. dick to expand the port that you want to configure for UDP serial mode.

Port Label Mode Services Serial Settings [:]

The serial port is enabled by default. To disable, toggle off Enable.
4. For Mode, select UDP serial.
The default is Remote.
5. (Optional) For Label, enter a label that will be used when referring to this port.
6. For Signalling, select the electrical signaling interface type used on this serial port:
= RS232
= RS485
» Enable Termination if you want to enable electrical termination on this serial port.
The default is RS-232.
7. Expand Serial Settings.

Baud Rate: | 115200 v Data Bits: 2w Parity: None v

Stop Bits: 1 v Flow Control:  None  +

a. For Baud rate, select the baud rate used by the device to which you want to connect.

b. For Data bits, select the number of data bits used by the device to which you want to
connect.

For Parity, select the type of parity used by the device to which you want to connect.

For Stop bits, select the number of stop bits used by the device to which you want to
connect.

e. For Flow control, select the type of flow control used by the device to which you want to
connect.

8. Expand Data Framing Settings.

Enable: O

Maximum Frame Count: 1024 Idle Time:  5ms

End Pattern: /n Strip End Pattern: ()
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a. Cick to expand Data Framing.
i. Qick Enable to enable the data framing feature.

ii. For Maximum Frame Count, enter the maximum size of the packet. The default is
1024.

iii. Forldle Time, enter the length of time the device should wait before sending the
packet.

iv. For End Pattern, enter the end pattern. The packet is sent when this pattern is
received from the serial port.

v. dick Strip End Pattern if you want to remove the end pattern from the packet before
it is sent.

9. BExpand UDP Serial Settings.

Local Port: 4001

Socket ID String:  Portl

Description Hostname Port

o Devicel 10.10.XX.XX 1

Add Destination

a. For Local port, enter the UDP port. The default is 4001 or serial port 1, 4002 for serial port
2, etc.

b. (Optional) For Socket String ID, enter a string that should be added at the beginning of
each packet.

¢. For Destinations, you can configure the remote sites to which you want to send data. If
you do not specify any destinations, the IX10 sends new data from the last IP address and
port from which data was received. To add a destination:

i. dick Add Destination. Adestination row is added.
ii. (Optional) For Description, enter a description of the destination.

iii. For Hostname, enter the host name or IP address of the remote site to which data
should be sent.

iv. For Port, enter the port number of the remote site to which data should be sent.
You can also configure access control for the serial port.

To do this, you need to go to Device Configuration:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

@ S O © sdnin

The Configuration window is displayed.
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b. Accessthe configuration for the appropriate type of service:
i. Cick to expand Serial.

i. Cick to expand the appropriate serial port.

i. Cick to expand UDP serial.

Cick to expand Access Control List.

3

Local port

» Interfaces

= To limit access to specified IPv4 addresses and networks:
i. dick IPv4 Addresses.
il. For Add Address, click Yo

iii. For Address, enter the IPv4 address or network that can access the device's
service-type. Allowed values are:

e Asingle IP address or host name.
¢ Anetwork designation in CIDR notation, for example, 192.168.1.0/24.
« any: No limit to IPv4 addresses that can access the service-type.

iv. Cick Yagain to list additional IP addresses or networks.
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= To limit access to specified IPv6 addresses and networks:
i. Cick IPv6 Addresses.
ii. For Add Address, click Yo

iii. For Address, enter the IPv6 address or network that can access the device's
service-type. Allowed values are;

¢ Asingle IP address or host name.
¢ Anetwork designation in CIDR notation, for example, 2001:db8::/48.
« any: No limit to IPv6 addresses that can access the service-type.
iv. Click Yagain to list additional IP addresses or networks.
= To limit access to hosts connected through a specified interface on the device:
i. dick Interfaces.
ii. For Add Interface, click Yo
iii. For Interface, select the appropriate interface from the dropdown.
iv. Click Yagain to allow access through additional interfaces.
= To limit access based on firewall zones:
i. dick Zones.
ii. For Add Zone, click Yo
iii. For Zone, select the appropriate firewall zone from the dropdown.
See Hrewall configuration for information about firewall zones.
iv. dick Viagain to allow access through additional firewall zones.
10. Expand Logging Settings to configure logging for this serial port.
a. To enablelogging, click to toggle on Enable.
b. Inthe Log file name field, enter a descriptive name for the log file.

c. For Log file size, type the size of the log file. When the log file reaches the size limit, the
current file is saved and a new file is created. The default is 65536 bytes.

d. Fom the Type of data to log list box, specify the type of data that should be saved.
= Received
® Transmitted
= Both
= Both with arrows. Thisisthe default.

e. If you want to log the time at which date was received or transmitted, click the
Timestamps toggle to Enable.

f. If you want to log the data as hexadecimal values, click the Hexadecimal toggle to
Enable.

You can review the message log in the Serial Port Log page. See Review the serial
port message log.

11. dick Apply to save the configuration and apply the change.
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Configure UDP serial mode for a serial port

Select the device in Remote Manager and click Actions > Open Console, or log into the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

. At the command line, type config to enter configuration mode:

> config
(config)>

. The serial port is enabled by default. To disable:

(config)> serial port1 enable false
(config)>

Set the mode:

(config)> serial port1 mode udp
(config)>

Set the signaling interface type used on this serial port:
= rs-232
= 15485
« Enable termination if you want to enable electrical termination on this serial port:

(config)> serial port1 termination true
(config)>

The default isrs-232.
(Optional) Set a label that will be used when referring to this port.

(config)>serial port1 label label
(config)>

Set the baud rate used by the device to which you want to connect:

(config)>serial port1 label baudrate rate
(config)>

Set the number of data bits used by the device to which you want to connect:

(config)>serial port1 label databits bits
(config)>

Set the type of parity used by the device to which you want to connect:

(config)>serial port1 label parity parity
(config)>

Allowed values are:
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= even
= odd
= none
The default isnone.
10. Set the stop bits used by the device to which you want to connect:

(config)>serial port1 label stopbits bits
(config)>

11. Set the type of flow control used by the device to which you want to connect:

(config)>serial port1 label flow type
(config)
Alowed values are:
= none
= rts/cts
= xon/xoff
The default isnone.
12. (Optional) Configure data framing:
a. Enable data framing:

(config)>serial port1 framing enable true
(config)

b. Set the maximum size of the packet:

(config)>serial port1 framing max_count int
(config)

The default is 1024.
c. Set thelength of time the device should wait before sending the packet:

(config)>serial port1 framing idle_time value
(config)

where value is in milliseconds (ms) or seconds (s). The maximum value is 60s.
d. Setthe end pattern. The packet is sent when this pattern is received from the serial port:

(config)>serial port1 framing end_pattern backslash-escaped-string
(config)

e. Set the strip end pattern if you want to remove the end pattern from the packet before it is
sent:

(config)>serial port1 framing strip_pattern true
(config)
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13. Set the UDP port:

(config)> serial port1 udp port port
(config)>
The default is 4001.
14. (Optional) Enter a string that should be added at the beginning of each packet:

(config)> serial port1 udp socketid backslash-escaped-string
(config)>

15. Configure the remote sites to which you want to send data. If you do not specify any
destinations, the IX10 send new data to the last hostname and port from which data was
received. To add a destination:

i. Add adestination:

(config)> add serial port1 upd destination end
(config serial port1 udp destination 0)>

ii. (Optional) Enter a description of the destination:

(config serial port1 udp destination 0)> description string
(config serial port1 udp destination 0)>

iii. Set the host name or IP address of the remote site to which data should be sent:

(config serial port1 udp destination 0)>hostname hostanme-or-IP-address
(config serial port1 udp destination 0)>

iv. Set the port number of the remote site to which data should be sent:

(config serial port1 udp destination 0)> port port
(config serial port1 udp destination 0)>
16. (Optional) Configure access control:
a. Returnto the root configuration prompt by typing ...:

(config serial port1 udp destination 0)> ...
(config)>
b. Set the Access Control List:
= To limit access to specified IPv4 addresses and networks:
(config)> add serial port1 udp acl address end value
(config)>
Where value can be:
¢ Asingle IP address or host name.
* Anetwork designation in CIDR notation, for example, 192.168.1.0/24.

e any: No limit to IPv4 addresses that can access the service-type.
Repeat this step to list additional IP addresses or networks.
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= To limit access to specified IPv6 addresses and networks:

(config)> add serial port1 udp acl address6 end value
(config)>

Where value can be:
* Asingle IP address or host name.
* Anetwork designation in CIDR notation, for example, 2001:db8::/48.
e any: No limit to IPv6 addresses that can access the service-type.
Repeat this step to list additional IP addresses or networks.
= To limit access to hosts connected through a specified interface on the IX10 device:

(config)> add serial port1 udp acl interface end value
(config)>

Where value is an interface defined on your device.

Display a list of available interfaces:
Use ... network interface ?to display interface information:

(config)> ... network interface ?
Interfaces

Additional Configuration

defaultip Default IP
defaultlinklocal ~ Default Link-local IP
eth ETH

loopback Loopback

modem Modem

config)>

Repeat this step to list additional interfaces.
® To limit access based on firewall zones:

(config)> add serial port1 udp acl zone end value
(config)>

Where value is a firewall zone defined on your device, or the any keyword.

Display a list of available firewall zones:
Type ... firewall zone ? at the config prompt:

(config)> ... firewall zone ?

Zones: A list of groups of network interfaces that can be referred to by
packet
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filtering rules and access control lists.

Additional Configuration

any
dynamic_routes
edge

external

internal

ipsec

loopback

setup

(config)>

Repeat this step to include additional firewall zones.
= To limit access to specified IPv4 addresses and networks:

(config)> add serial port1 udp acl address end value
(config)>
Where value can be:
* Asingle IP address or host name.
e Anetwork designation in CIDR notation, for example, 192.168.1.0/24.
e any: No limit to IPv4 addresses that can access the service-type.
Repeat this step to list additional IP addresses or networks.
= To limit access to specified IPv6 addresses and networks:

(config)> add serial port1 udp acl address6 end value
(config)>

Where value can be:
e Asingle IP address or host name.
* Anetwork designation in CIDR notation, for example, 2001:db8::/48.
« any: No limit to IPv6 addresses that can access the service-type.

Repeat this step to list additional IP addresses or networks.

= To limit access to hosts connected through a specified interface on the 1X10 device:

(config)> add serial port1 udp acl interface end value
(config)>

Where value is an interface defined on your device.

Display a list of available interfaces:
Use ... network interface ?to display interface information:

(config)> ... network interface ?
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Interfaces

Additional Configuration

defaultip Default IP
defaultlinklocal ~ Default Link-local IP
eth ETH
loopback Loopback
modem Modem

config)>

Repeat this step to list additional interfaces.
® To limit access based on firewall zones:

(config)> add serial port1 udp acl zone end value
(config)>

Where value is a firewall zone defined on your device, or the any keyword.

Display a list of available firewall zones:
Type ... firewall zone ? at the config prompt:

(config)> ... firewall zone ?

Zones: A list of groups of network interfaces that can be referred to by packet
filtering rules and access control lists.

Additional Configuration

any
dynamic_routes
edge

external

internal

ipsec

loopback

setup

(config)>

Repeat this step to include additional firewall zones.
17. Configure serial port logging:

a. Enable serial port logging:

(config)>serial port1 logging enable true
(config)>

b. Set the file name:
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(config)>serial port1 logging filename string
(config)>

c. Set the maximum allowed log size for the serial port log when starting the log:

(config)>serial port1 logging size value
(config)>
where value is the size of the log file in bytes. The default is 65536.
d. Specify the data type:

(config)>serial port1 logging type value
(config)>
where value is one of:
= received
= transmitted
= hoth
= arrows. Thisisthe default.
e. Logthetime at which date was received or transmitted:

(config)>serial port1 logging hex true
(config)>

f. Log data as hexadecimal values:

(config)>serial port1 logging timestamp true
(config)>

18. Save the configuration and apply the change

(config)> save
Configuration saved.

>
19. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure Modem emulator mode for a serial port

Modem emulator mode allows the device to act as a dial-up modem emulator for handling incoming
AT dial-ins.

To change the configuration to match the serial configuration of the device to which you want to
connect:

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
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2. Access the device configuration:

10.

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Qick the Device ID.
c. dick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

The Configuration window is displayed.

D I G I @ Dashboard B Status £ System O admin
oigii0

Qick to expand the name of the port that you want to configure, for example, Port 1.
The serial port is enabled by default. To disable, toggle off Enable.

For Mode, select Modem emulator. The default is Remote.

(Optional) For Label, enter a label that will be used when referring to this port.

For Baud rate, select the baud rate used by the device to which you want to connect. The
default is 9600.

For Data bits, select the number of data bits used by the device to which you want to connect.
The default is 8.

For Parity, select the type of parity used by the device to which you want to connect. The
default is None.

For Stop hits, select the number of stop bits used by the device to which you want to connect.
The default is 1

For Fow control, select the type of flow control used by the device to which you want to
connect. The default is None.
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11. For Idle timeout, type the amount of time that the active session can be idle before the
session is disconnected.

Alowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m|s}.
For example, to set Idle timeout to ten minutes, enter 10m or 600s.

12. For Escape character, type the character to use in the escape sequence. Enter this character
three times, followed by the escape delay and then an AT command to switch from data mode
to command mode. The default isthe plus sign (+).

13. For Escape delay, type the delay between the escape sequence and an AT command to switch
from data mode to command mode. The default is 1s.

14. For Auto-answer rings, type the number of rings to wait before auto-answering. Enter 0 (zero)
to disable auto-answering.

15. Command echo is enabled by default. Commands sent to the port are echoed back to the
user. Select to disable this feature.

16. For Result codes, select the type of result code that are displayed as responses to commands.
Options are:

= None: No result codes are displayed.
= Numeric: Numeric result codes are displayed.

= \erbose: Result codes are displayed in English, for example: OK, ERROR, CONNECT. This
is the default.

17. (Optional) dick to expand Phonebook and create dial strings that can be used to connect to
remote servers.

a. dick Y0 add a phone book entry.

b. For Label, type a descriptive name for the phone book entry.

c. (Required) For Dialstring, type the string to dial to connect to the remote server.
d

(Required) For Connection destination, type the hostname or IP address of the remote
server.

e. (Required) For Connection port, type the TCP port of the remote server. Minimum is 1 and
maximum is 65535.

18. Expand TCP connection to configure TCP connection for this serial port.
a. To enable a TCP connection, click to toggle on Enable.
b. For Port, type the TCP port for this service. The default is 4001.

c. Expand Access control list to create a list of IP addresses, interfaces, and firewall zones
from which this service may be accessed.

= To limit access to specified IPv4 addresses and networks:
i. dick IPv4 Addresses.
ii. For Add Address, click Yo

iii. For Address, enter the IPv4 address or network that can access the device's
service-type. Allowed values are:

¢ Asingle IP address or host name.
* Anetwork designation in CIDR notation, for example, 192.168.1.0/24.
e any: No limit to IPv4 addresses that can access the service-type.
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iv. dick Yagain to list additional IP addresses or networks.
= To limit access to specified IPv6 addresses and networks:
i. Cick IPv6 Addresses.
ii. For Add Address, click Yo

iii. For Address, enter the IPv6 address or network that can access the device's
service-type. Allowed values are:

¢ Asingle IP address or host name.
* Anetwork designation in CIDR notation, for example, 2001:db8::/48.
< any: No limit to IPv6 addresses that can access the service-type.
iv. dick Magain to list additional IP addresses or networks.
= To limit access to hosts connected through a specified interface on the device:
i. dick Interfaces.
ii. For Add Interface, click Yo
iii. For Interface, select the appropriate interface from the dropdown.
iv. Qick Yagain to allow access through additional interfaces.
= To limit access based on firewall zones:
i. Cick Zones.
ii. For Add Zone, click Yo
iii. For Zone, select the appropriate firewall zone from the dropdown.
See Hrewall configuration for information about firewall zones.
iv. dick Yagain to allow access through additional firewall zones.

d. Toggle on Enable mDNS to enable Multicast DNS (mMDNS) reporting for this service. This
feature is disabled by default.

19. BExpand Logging Settings to configure logging for this serial port.
a. To enablelogging, click to toggle on Enable.
b. Inthe Log file name field, enter a descriptive name for the log file.

c. For Log file size, type the size of the log file. When the log file reaches the size limit, the
current file is saved and a new file is created. The default is 65536 bytes.

d. Fom the Type of datato log list box, specify the type of data that should be saved.
= Received
® Transmitted
= Both
= Both with arrows. Thisis the default.

e. If you want to log the time at which date was received or transmitted, click the
Timestamps toggle to Enable.

f. If you want to log the data as hexadecimal values, click the Hexadecimal toggle to
Enable.

You can review the message log in the Serial Port Log page. See Review the serial
port message log.

20. dick Apply to save the configuration and apply the change.
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Configure Modbus mode for a serial port

Modbus mode allows you to use the serial port for Modbus. See Modbus gateway.

To change the configuration to match the serial configuration of the device to which you want to
connect:

1. Loginto the IX10 WebUI as a user with full Admin access rights.
2. On the menu, click System. Under Configuration, click Serial Configuration.

You can also configure the serial port by using Device Configuration > Serial. Changes
made by using either Device Configuration or Serial Configuration will be reflected in both.

3. dick the name of the port that you want to configure.

port Label Mode Services Serial Settings ()

enavle: @) mode: | Login

Label:

The serial port is enabled by default. To disable, toggle off Enable.
4. For Mode, select Modbus.
5. (Optional) For Label, enter a label that will be used when referring to this port.
6. For Signalling, select the electrical signaling interface type used on this serial port:
= RS-232
= RS485
» Enable Termination if you want to enable electrical termination on this serial port.
The default is RS-232.
7. Expand Serial Settings.

The entries in the following fields must match the information for the power controller. Refer
to your power controller manual for the correct entries.
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a. Baud rate: For Baud rate, select the baud rate used by the device to which you want to
connect. The default is 9600.

b. Data bits: For Data bits, select the number of data bits used by the device to which you
want to connect. The default is 8.

c. Parity: For Parity, select the type of parity used by the device to which you want to
connect. The default is None.

d. Stop bits: For Stop bits, select the number of stop bits used by the device to which you
want to connect. The default is 1.

e. How control: For Flow control, select the type of flow control used by the device to
which you want to connect. The default is None.

. Qick Apply to save the configuration and apply the change.

. Select the device in Remote Manager and click Actions > Open Console, or log into the IX10

local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

. At the command line, type config to enter configuration mode:

> config
(config)>

. The serial port is enabled by default. To disable:

(config)> serial port1 enable false
(config)>

. Set the mode:

(config)> serial port1 mode modbus
(config)>

. Set the signaling interface type used on this serial port:

® 5232
= rs5-485
» Enable termination if you want to enable electrical termination on this serial port:

(config)> serial port1 termination true
(config)>

The default isrs-232.
(Optional) Set a label that will be used when referring to this port.

(config)>path-paramlabel /abel
(config)>
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7. Set the baud rate used by the device to which you want to connect:

(config)> serial port1 baudrate rate
(config)>

8. Set the number of data bits used by the device to which you want to connect:

(config)> serial port1 databits bits
(config)>

9. Set the type of parity used by the device to which you want to connect:

(config)> serial port1 parity parity
(config)>
Alowed values are:
= even
= odd
= none
The default isnone.
10. Set the stop bits used by the device to which you want to connect:

(config)> serial port1 stopbits bits
(config)>

11. Set the type of flow control used by the device to which you want to connect:

(config)> serial port1 flow value
(config)>

where value is one of:
= none
= rts/cts
= xon/xoff
12. Savethe configuration and apply the change

(config)> save

Configuration saved.
>

13. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure RealPort mode using the Digi Navigator

You can configure RealPort mode for the IX10 using the Digi Navigator application. When you install
Digi Navigator on your computer, the RealPort application is automatically installed as well.

With Digi Navigator, you can set all serial ports on the device to RealPort mode, and then also enable
the RealPort service. The COM ports on your laptop are also configured. These processes ensure that
RealPort is configured on the device and on your computer.
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Operating system

The Digi Navigator can only be installed on a computer with a Windows OS. If you are using Linux,
you can manually install and configure RealPort without Digi Navigator. For the Linux installation
process, refer to the Get started: Install RealPort for LINUXin the RealPort Installation User's Guide.

Installation and configuration process

These steps explain how to install and configure the Digi Navigator.
Step 1: Install the Digi Navigator

Step 2: Configure RealPort on a Digi device from the Digi Navigator

Digi Navigator features

= Digi Navigator application features

®  Manage the RealPort configured Digi device list

®m Accessthe web Ul from the Digi Navigator

® Hlter devices for display in the Digi Navigator

®m Access Digi Remote Manager from the Digi Navigator

Install the Digi Navigator

This section explains how to download and install the Digi Navigator application.

Microsoft isual C++is required for RealPort and is installed by default during the Digi Navigator
install process.

1. Navigate to the Digi Navigator support page.

The Digi Navigator application can also be downloaded from your device's product
support page.

2. Scroll down to the Product Resources tab, and in the Drivers & Patches section, click Digi
Navigator.

3. From the list box, select the appropriate Microsoft Windows option from the list of driver
options.

4. dick the download link to download the Digi Navigator application.

5. When the download is complete, click on the downloaded .exe file. The Digi Navigator Setup
wizard displays.

6. Select which user(s) should be able to launch the Digi Navigator from this computer after it
has been installed:

= Anyone who uses this computer (all users): Any user who logs into this computer can
launch the Digi Navigator.

= Only for me. Only the user who was logged in to this computer when the Digi
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Navigator was installed can launch the Digi Navigator. Thisis the default.

| 54 Digi Navigator Setup - X
Choose Installation Options
Who should this application be installed for? ":)’

Please select whether you wish to make this software available to all users or just yourself

(O Anyone who uses this computer (all users)

(® Only for me

There is already a per-user
installation. (C: \Users\eblaufus\AppData\Local \Programs\Digi Navigator)
Will reinstall fupgrade.

==

7. dick Install. The Completing Digi Navigator Setup screen displays.

8. Choose the Run Digi Navigator option if you want to launch the Navigator when the
installation is complete.

| 58 Digi Navigator Setup -

Completing Digi Navigator Setup

Digi Navigator has been installed on your computer.

Click Finish to dose Setup.

Run Digi Navigator

< Back Cancel

9. dick Finish to complete the installation process.

Configure RealPort on a Digi device from the Digi Navigator

You can configure the IX10 to communicate with your computer using RealPort from the Digi
Navigator. You must enable RealPort on the device and then configure your computer for RealPort.

In this step, all serial ports on the device are set to RealPort mode and the RealPort service is enabled.
The COM ports on your laptop are also configured.

You can also manually configure the device for RealPort by logging into the device's web Ul. See
Advanced RealPort configuration without using the Digi Navigator.
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1. Download and install the Digi Navigator.

2. Make sure the IX10 is powered connected your local network or computer with an Ethernet
cable.

3. Launch the Digi Navigator.
4. Specify the IP address of the Digi device:

To add a device, you will need the devices's IP address, and the user name and password
for the device.

i. Expand the Specify a device section.
ii. InthelP Address field, enter the IP address or host name for the device.
iii. PressEnter. Adialog displays.

iv. Enter the user name and password for the device in the User name and Password
fields.

v. Cdick Submit.

vi. The device you just added displays at the bottom of the Digi Navigator screen. You
can click Refresh to update the screen until the device appears.

5. Configure RealPort on the device.
a. Cick the Configure device for RealPort button. Alogin screen displays.

b. Enter the device's default user name and password in the appropriate fields. The default
user name is admin and the default password is the unique password printed on the label
packaged with your device.

c. Cick Submit. Aprogress message displays.
d. When RealPort configuration is complete, the Success message displays.

Success

e. Cick dose to close the message.
6. Configure RealPort on your computer. The RealPort service is installed during this process.
a. dick Configure this PCfor RealPort.

b. From the Select starting COM list box, select the COM port that should be configured for
RealPort. The first available COM port is selected by default. The number of COM ports
configured matches the number of serial ports on the device.

c. dick Submit. Aseries of progress messages displays.
d. When the configuration is complete, a message displays.

EZ01-E00028 was installed as COM 1

e. Determine your final step:
® Close: dick Cose to close the message. Configuration is complete.

= (Open Device Manager: dick Open Device Manager if you want to do further
configuration to the COM ports. The Windows Properties dialog displays.
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Optional activities

= \erify the RealPort configuration: If desired, you can verify the RealPort configuration. See
Configure the serial port for RealPort mode and Configure the RealPort service.

= Review the COM ports that are configured for RealPort: After RealPort configuration is
complete, you can open the Windows Properties dialog for the COM ports on your computer
that are configured for RealPort from within the Digi Navigator.

1. Launch the Digi Navigator if it isnot currently open. Alist of devices that have RealPort
enabled and configured displays in the RealPort Devices section at the bottom of the
application screen.

RealPort Devices
Device IP Address COMs

EZ01-000159 10.10.74.93 1

2. dick Open Device Manager to open the Windows Properties dialog and display the
COM ports on your computer that are configured for RealPort. For more information,
see Manage the RealPort configured Digi device list.

Digi Navigator application features
Al features of the Digi Navigator are available from the main application screen.

1 2
E DiglNavigatorj / O X
Specify a device ~ «— 3
EZ Mini EZ01-000159 v <« +— 4
10.10.74.93 HTTPS «———+— 5

10.10.74.93 HTTP

A T

e 7
| — 8
RealPort Devices /
Device IP Address COMs «— 9
EZ01-000159 10.10.74.93 1 <+— 10
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Item Description

1 Filters Qlick Filtersto display the types of filters that can be applied to Digi
devices, services, and IP types.

® Device Filters: Alist of the Digi device types displays. All types
are disabled by default, and when all are disabled, all types are
displayed. To filter the devices by a certain type, click the bar to
display only the selected types. See FHlter devices for display in
the Digi Navigator.

® Services Filters: Not applicable for devices that do not support
autodiscovery with Digi Navigator.

= Default IP Flters: Not applicable for devices that do not support
autodiscovery with Digi Navigator.

2 Digi Remote | dick Digi Remote Manager to launch Digi Remote Manager. See
Manager Access Digi Remote Manager from the Digi Navigator.
3 Specify a Bxpand the Specify a device section to enter the IP address of a Digi
device device. See Configure RealPort on a Digi device from the Digi Navigator.
4 List of Not applicable for devices that do not support autodiscovery with Digi
discovered Navigator.
devices
5 Open Cick Open to access the web Ul for the Digi device. See Access the web
Ul from the Digi Navigator.
6 Configure Cick Configure device for Realport to configure the Digi device to use
device for RealPort. See Configure RealPort on a Digi device from the Digi
Realport Navigator.
7 Configure Qick Configure this PCfor RealPort to configure your computer to use
this PCfor RealPort. See Configure RealPort on a Digi device from the Digi
Real Port Navigator.
8 RealPort Cick RealPort Devices at the bottom of the screen to display a list of
Devices Digi devices that are configured to use RealPort. See Configure RealPort
on a Digi device from the Digi Navigator.
9 Refresh Qick Refresh to update the list of the Digi devices that have RealPort
enabled and configured.
10 Open Device | dick Open Device Manager to open the Windows Properties dialog on
Manager your computer to access the configured COM ports. The number of

COM ports configured for RealPort matches the number of serial ports
on the device.

Manage the RealPort configured Digi device list

After you have enabled and configured RealPort on at least one Digi device, a list of configured
devices displays at the bottom of the Digi Navigator. You can refresh the list and easily access the
COM port configuration on your computer.
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RealPort Devices

Device IP Address COMs

EZ01-000159 10.10.74.93 1

= Refresh: ick Refresh to update the list of IX10 devices that have RealPort enabled and
configured.

= (Open Device Manager: dick Open Device Manager to open the Windows Properties dialog
on your computer to access the configured COM ports. The number of COM ports configured
for RealPort matches the number of serial ports on the device.

Access the web Ul from the Digi Navigator
You can access the web user interface for a Digi device from the Digi Navigator.
1. Make sure Digi Navigator isinstalled and the IX10 is powered and connected to your local
network or computer with an Ethernet cable.
2. Launch the Digi Navigator.
3. Fom the list of devices shown in the Digi Navigator, expand the device you want to access.

EZ Mini EZ01-000159 v
169.254.100.100 HTTPS
192.168.210.1 HTTPS

10.10.74.93 HTTPS

4. dick Open next to the IP address you want to use. The login screen for the web Ul launches.
a. Enter the user name and password for the IX10 in the Username and Password fields.
b. dick Login.

Hiter devices for display in the Digi Navigator
You can use the Digi Navigator filtersto determine the types of Digi devices you want to display. Only
the devices that are powered on and are discoverable are included.
1. Make sure Digi Navigator isinstalled and the IX10 is powered and connected to your local
network or computer with an Ethernet cable.
2. Launch the Digi Navigator.
3. dick Filters from the green toolbar to expand the toolbar and display the filter options.
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]

4. Inthe Device Flters section, a list of the Digi device types display. All types are disabled by
default, and when all are disabled, all types are displayed.

5. Tofilter the typesthat are displayed, click the enable slider for the types you want to display.
Only the enabled types will display, and all other types remain disabled and do not display.

6. dick Filters at the bottom of the expanded toolbar to minimize the toolbar and hide the
filters.

Access Digi Remote Manager from the Digi Navigator

You can access Digi Remote Manager from the Digi Navigator. Within the Remote Manager, you can
configure and monitor your Digi devices.

For information about using Digi Remote Manager, refer to the Digi Remote Manager User Guide.

1. Make sure Digi Navigator isinstalled.
2. Launch the Digi Navigator.
3. dick the Digi Remote Manager link in the toolbar.

IZ Digi Navigator - [m] X

Specify a device ~
EZ Mini EZ01-000159 v

4. The Digi Remote Manager login screen launches.
a. Enter your Remote Manager user name and password.
b. dick Login.

Advanced RealPort configuration without using the Digi
Navigator

You can configure the IX10 to communicate with your computer using Real Port.
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Windows Operating System

This method can be used if your computer has a Windows OS installed and you choose not to use the
Digi Navigator to discover devices and configure RealPort.

To complete the RealPort configuration process for Windows:
Step 1: Download the RealPort driver

Step 2: Configure RealPort on your laptop

Step 3: Configure the serial port for RealPort mode

Step 4: Configure the RealPort service

Linux Operating System
To complete the RealPort configuration process for Linux OS:
Step 1: Download the RealPort driver

Step 2: To complete the RealPort configuration process, refer to the CGet started: Install RealPort for
LINUX section in the RealPort Installation User's Guide.

Download the RealPort driver
The first step isto download the RealPort application and save it to a location that you can easily
access.

1. Navigateto https://hub.digi.com/support/products/realport/.

2. Scroll down to the Product Resources tab, and in the Drivers & Patches section, click
RealPort Driver.

3. From the list box, select the appropriate Microsoft Windows option from the list of driver
options. The associated RealPort for Windows option displays.

4. dick the download link.

5. When the download is complete, navigate to your download folder. The application isin a .zip
file.

6. You can leave the .zip file in the download folder, or copy the .zip file and paste it to a location
that you can easily access.

Configure RealPort on your laptop

RealPort must be installed on your laptop, and then RealPort configured for the IP address of each
device that should be allowed a RealPort connection.

You will run the RealPort Wizard for each device that you want to configure. RealPort is installed on
your laptop the first time that you run the wizard. The installation process is ignored each subsequent
time that you run the wizard.

Before you begin

= Download RealPort onto your laptop, and make note of the download location. See Download
the RealPort driver.

= Have the IP address of the device that you want to configure.

Step 1: Implement RealPort
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Navigate to the downloaded Realport .zip file.

2. Open the .zip file.
3. dick on setup.exe to launch the RealPort wizard. The Welcome to the Digi RealPort Setup

7.

Wizard screen displays.

If thisis not the first time you have run the wizard, select the Add a New Device option. If this
is the first time running the wizard, no options are available on the screen.

dick Next. The Select Device screen displays.

a. From the list of device options, select the Device not listed option.

Cick Next. The Describe the Device screen displays.

a. Inthe Device Model Name field, enter a descriptive hame for the device.

b. Inthe Network Settings section, select the IP option and enter the IP address in the
associated field.

c. Inthe COM Port Settings section, from the No. Ports list box, select the number of
physical serial ports that you want to configure. You can specify from 1 to the maximum
number of ports available on the device.

d. Inthe Device Features section, select both the Encryption and Authentication options.
Qick Finish to complete the process and close the wizard.

If thisisthe first time that you have run the RealPort wizard, Realport isinstalled on your
laptop. If it is not the first time or if RealPort is already installed, it is not installed again.

Step 2: Configure a RealPort connection on your laptop for your device

1

o 0k~ W N

Follow the standard Windows process to access the Device Manager from your computer's
operating system.

Select Multi-port Serial Adapters.

Right-click on your device. dick the Properties menu option. The Properties dialog appears.
Qick the Advanced tab.

Qick Properties. The Advanced Properties dialog appears

Qick the Security tab.
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Standard RealPort Device (10.10.80.211) Advanced Properties @lé]

2 Standard RealPort Device (10.10.80 | Properiies I Neiwork| Security |Advanced | Watchdog|
Port 1 (COM2)

Port2 (COMS) F Standard RealPort Device (10.10.80.217)

Port 3 (COM3) E

LV Port4 (COMID) -

MNetwork Security

[ ]Encrypt Network Traffic (TLS v1.0 128-bit AES)

1027

Query Device

If not all options are available above and you have updated
device firmware recently, query the device for new features.

Send Query...

| ok || cancel || Appy |

7. Select the Encrypt Network Traffic check box to enable encrypted network traffic. When you
select this option, the TCP Port for Encrypted Traffic field becomes available.

8. The TCP Port for Encrypted Traffic field has a default value of 1027. The entry must match
the device's TCP port setting.

9. (Optional) If you want to use authentication, configure the feature.
a. From the the Authentication Method list box, select the Shared Secret - SHA256 option.
b. Enter the authentication password in the Shared Secret field.
10. dick Apply.
11. dick OKto close the Advanced Properties dialog.
12. dick OKto close the Properties window.

Configure the serial port for RealPort mode

RealPort mode allows you to use Realport.

To change the configuration to match the serial configuration of the device to which you want to
connect:
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Log into the 1X10 WebUI as a user with full Admin access rights.
1. Onthe menu, click System. Under Configuration, click Serial Configuration.

You can also configure the serial port by using Device Configuration > Serial. Changes
made by using either Device Configuration or Serial Configuration will be reflected in both.

2. dick the name of the port that you want to configure.

Port Label Mode services Serial Settings (1)

eante: @) wode: Logn

Label:

The serial port is enabled by default. To disable, toggle off Enable.
3. For Mode, select RealPort.

4. Select an option from the Sharing Mode list box to determine which user(s) can change the
port settings, and whether users can receive data from the port.

= None: Only the user that opened the port can change the port settings. All other users
are rejected. No other users can receive data from the port. Thisis the default.

= Primary: Only the user that opened the port can change the port settings. All other
users that try to open the port receive all of the data read to the port.

= Peer: Any user that tries to open the port can change the port settings. Al users that try
to open the port receive all of the data read to the port.

5. (Optional) For Label, enter a label that will be used when referring to this port.
6. For Signalling, select the electrical signaling interface type used on this serial port:
= RS-232
= RS485
« Enable Termination if you want to enable electrical termination on this serial port.
The default is RS-232.
7. Expand Logging Settings to configure logging for this serial port.
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a. To enablelogging, click to toggle on Enable.
b. Inthe Log file name field, enter a descriptive name for the log file.

c. For Log file size, type the size of the log file. When the log file reaches the size limit, the
current file is saved and a new file is created. The default is 65536 bytes.

d. Fom the Type of data to log list box, specify the type of data that should be saved.
= Received
® Transmitted
= Both
= Both with arrows. Thisis the default.

e. If you want to log the time at which date was received or transmitted, click the
Timestamps toggle to Enable.

f. If you want to log the data as hexadecimal values, click the Hexadecimal toggle to
Enable.

You can review the message log in the Serial Port Log page. See Review the serial
port message log.

8. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or loginto the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. The serial port is enabled by default. To disable:

(config)> serial port1 enable false
(config)>

4, Set the mode:

(config)> serial port1 mode realport
(config)>

5. Set the sharing mode:

(config)> serial port1 sharing value
(config)>

where value is one of:

= none: Only the user that opened the port can change the port settings. All other users
are rejected. No other users can receive data from the port. This is the default.
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® peer: Any user that tries to open the port can change the port settings. All usersthat try
to open the port receive all of the data read to the port.

= primary: Only the user that opened the port can change the port settings. Al other
users that try to open the port receive all of the data read to the port.

Set the signal mode:

(config)> serial port1 signal mode value
(config)>

where value is one of:
Set the signaling interface type used on this serial port:
= rs-232
= rs-485
e Enable termination if you want to enable electrical termination on this serial port:

(config)> serial port1 termination true
(config)>

The default is rs-232.
Set a label that will be used when referring to this port.

(config)> serial port1 label label
(config)>

(Optional) Set a label that will be used when referring to this port.

(config)> serial port1 label label
(config)>

Configure serial port logging:
a. Enable serial port logging:

(config)>serial port1 logging enable true
(config)>

b. Set the file name:

(config)>serial port1 logging filename string
(config)>

c. Set the maximum allowed log size for the serial port log when starting the log:

(config)>serial port1 logging size value
(config)>

where value is the size of the log file in bytes. The default is 65536.
d. Specify the data type:

(config)>serial port1 logging type value
(config)>
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where value is one of:
= received
= transmitted
= hoth
= arrows. Thisisthe default.
e. Logthetime at which date was received or transmitted:

(config)>serial port1 logging hex true
(config)>

f. Log data as hexadecimal values:

(config)>serial port1 logging timestamp true
(config)>

Save the configuration and apply the change

(config)> save

Configuration saved.
>

11. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure the RealPort service

After you have configured RealPort mode on the 1X10, you must enable and configure the RealPort
service. When this step is complete, all of the serial ports on the 1X10 are configured to use the
RealPort service.

N o o s~ wDd PR

Log into the 1X10 WebUI as a user with full Admin access rights.

On the menu, click System > Configuration > Device Configuration.
Expand Services.

Expand RealPort.

dick Enable to enable the RealPort service.

For RealPort Server Port, enter 1027. Thisis the default.

For Minimum TLS version, select the minimum TLS version that the RealPort service will
accept. The default is TLS version 1.0.

Enable Encryption to enable encryption of data. Thisis enabled by default.

(Optional) Configure the authentication method the RealPort server uses to authenticate
clients.

a. From the Authentication Method list box, select the Shared Secret - SHA256 option.

b. For Shared Secret, enter the authentication password to ensure secure communication.
Leave this field blank to disable authentication.
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Enable Exclusive Mode to ensure that any connection from an IP address is closed when
opening a new connection from the same IP address. This disabled by default.

Enable Real Port Keepalive to send RealPort keepalive packets. Thisis enabled by default.
Enable TCP Port Keepalive to send TCP keepalive packets. Thisis disabled by default.

Enable Device Initiated connections so users can remotely connect to serial devices as if they
had a native COM/TTY port on their PC. Thisis disabled by default.

Qick Apply to save the configuration and apply the change.

Select the device in Remote Manager and click Actions > Open Console, or log into the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

At the command line, type config to enter configuration mode:

> config
(config)>

RealPort is enabled by default. To disable:

(config)> service realport enable false
(config)>

Set the RealPort server port.

(config)> service realport port value
(config)>

where value is the port you want to use for the RealPort service. The default is 1027.
Set the select the minimum TLS version that the RealPort service will accept:

(config)> service realport minimum_tls_version value
(config)>
where value is one of:
® TLS-1 0. Thisisthe default.
= TLS1 1
= TLS1 2
= TLS1 3
Data encryption is enabled by default. To disable:

(config)> service realport encryption false
(config)>

(Optional) Configure authentication.

(config)> service realport auth value
(config)>
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where value is one of:
= none: Do not use authentication. Thisis the default.

® shared_secret_sha256: You must also define the authentication password to ensure
secure communication. Leave this field blank to disable authentication.

(config)> service realport auth shared_secret_sha256 value
(config)

where value is the authentication password.

8. Exclusive mode is disabled by default. This mode ensures that any connection from an
IP address is closed when opening a new connection from the same IP address. To enable:

(config)> service realport exclusive true
(config)

9. Use RealPort keepalive to send RealPort keepalive packets. Thisis enabled by default. To
disable:

(config)> service realport realport_keepalive false
(config)>

10. TCP port keepalive to send TCP keepalive packets is disabled by default. To enable:

(config)> service realport tcp_keepalive true
(config)>

11. Device initiated connections allow users to remotely connect to serial devices as if they had a
native COM/TTY port on their PC. Thisis disabled by default. To enable:

(config)> service realport device_initiated_enable true
(config)>

12. Save the configuration and apply the change

(config)> save
Configuration saved.
>
13. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Disconnect a user from a serial port

From the Serial Status page, you can disconnect any users connected to a serial port configured for
one of these modes: Login, Remote Access, PPP Dial-in, or Modem Emulator.

1. Loginto the IX10 WebUI as a user with full Admin access rights.
2. On the menu, click Status > Connections> Serial. The Serial Status page displays.
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Fnd the port for which you want to disconnect one or more users. Verify that the port is
configured for one of the following modes: Login, Remote Access, PPP Dial-in, or Modem
Emulator.

Qick the down arrow next to the user name in the Users column to display a pop-up box.

. Alist of the users currently connected to the port display in the pop-up box. Information about

each user's connection displays. If more than one user is connected, a check box displays for
each user.

= User: The user's log in name or a connection type, such as Telnet, TCP, or SSH.
= Remote IP: The user's IP address.

= Connected: The length of time that the user has been connected to the port. The time
is measured in seconds.

= |dle: The length of time that connection has been idle. The time is measured in
seconds.

Determine the user(s) that you want to disconnect.
= |f only one user islisted, that user will be selected for the disconnect by default.

= |f more than one user is connected to the port, by default the check box for each user is
selected. dick on a check box to deselect a user. dick All to deselect or select all of of
the users.

Qick Disconnect. The single user or set of selected users are disconnected from the serial port.

Select the device in Remote Manager and click Actions > Open Console, or log into the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

(Optional) Review the users currently connected to the port.

show serial port
>

Where port is the port number you want to review, such as "port2"; a string, such as "console";
or the name of a user-configured serial port, such as USB.

(Optional) Review information about the disconnect command.

> system serial disconnect ?
>

Disconnect a specific user from a port.

>system serial disconnect port remoteip STRING user STRING
>

Where port is the port number you want to review, such as "port2"; a string, such as "console";
or the name of a user-configured serial port, such as USB.

Enter one or both of the following:
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= remoteip STRING The remote IP address to disconnect.
= yser: The user name of the user that you want to disconnect.
5. Disconnect all users from a port.

system serial disconnect port
>

Where port: is the port number you want to review, such as "port2"; a string, such as "console";
or the name of a user-configured serial port, such as USB.

6. Type exit to exit the Admin CLI.Depending on your device configuration, you may be presented
with an Access selection menu. Type quit to disconnect from the device.

Show serial port status and statistics

To show the status and statistics for the serial port:

1. Loginto the IX10 WebUI as a user with full Admin access rights.

2. On the main menu, click Status > Connections > Serial. The Serial Status page displays. See
Serial Status page for information about the features in this page.

1. Select the device in Remote Manager and click Actions > Open Console, or loginto the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. Use the show serial command:

> show serial

Label Port Enable Mode Baudrate

Serial 1 port1 true login 9600
>

3. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Serial Status page

The Serial Status page contains status information about all of the serial ports available on the
device.

To navigate to the Serial Status page, log into the device's web Ul and click Status > Connection>
Serial.
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Click the ¥configuration) icon in the upper right corner of the page to access the
Serial Configuration page. See Serial port for more information.

»*
configuration
icon

Status

Port

Label

Log

User

TX/RX Bytes

IX10 User Guide

Description

Displays the connection status.

= CONNECTED: Atelnet, terminal, SSH, or TCP session is active.
= DISABLED: The port is not enabled.
® NO SIGNAL: CTSor DCD s not active on the port.

Alist of the ports on the device.

The port number and name displays as a link when the port is configured for
remote access. You can click the port number or name to connect to the port in
the terminal page.

1
2.

Qick the link to connect to the port in the terminal page.

In the terminal screen, enter ~b?to display additional commands. See
Access the terminal screen from the web Ul for more information about the
commands.

While you are connected to the terminal, the port status displays in the Status
column as CONNECTED, and the name of the user logged into the device displays
in the User column.

Adescription for the port.

You can change this from the Serial Configuration page. Cick the ¥configuration)
icon in the upper right corner of the page to access that page.

The port number and name displays as a link when the port is configured for
remote access. You can click the port number or name to connect to the port in
the terminal page. See the description for Port (above) for more information.

If configured, you can open the Serial Port Log page for that port. Options are:

® Green Log button: The serial port mode selected for the port supports

serial port logging, and logging is enabled. Aick the Log button to open the
Serial Port Log page for that port. See Review the serial port message log
for information about that page.

Gray Log button: The serial port mode selected for the port supports serial
port logging, but logging is not enabled.

No button: The serial port mode selected for the port does not support
serial port logging.

When the port is connected to a Telnet, terminal, SSH, or TCP connection the
name of the user logged into the device displays.

See the description for Port (above) for more information.

If a serial port is configured for one of these modes: Login, Remote Access, PPP
Dial-in, or Modem Emulator, you can disconnect one or more users from the serial
port using the Disconnect feature. See Disconnect a user from a serial port.

Displays the total number of bytes that have been transmitted and received.
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Review the serial port message log

Item Description

Signals Indicates the types of communication that the device is ready to send.

DCD: Carrier Detected
CTS: dear to Send

DTR Data Terminal Ready
RTS: Ready to Dend

Review the serial port message log

Serial port messages can be reviewed from the Serial Port Log page.

Aserial port message log is created and saved when serial port logging has been enabled and
configured for one of the following serial port modes: Login, Remote Access, RealPort, or UDP Serial.
You can view the log file from the Log column in the Serial Status page.

A wbdPE

Log into the 1X10 WebUI as a user with full Admin access rights.
On the main menu, click Status
Under Connections, click Serial. The Serial Status page displays.

If a green Log button is displayed, the serial port mode selected for the port supports serial
port logging, and logging is enabled. dick the Log button to open the Serial Port Log page for
that port. The Serial port log window displays.

If the Log button is gray, the serial port mode selected for the port supports serial port
logging, but logging is not enabled. If there is no Log button, the serial port mode selected for
the port does not support serial port logging.

Review the messages in the window.
® (ick Refresh to refresh the log display.

= (ick Download to download the serial port log to your local device. The log file is
saved to the /opt/serial directory. Because thisis being save to the device's memory,
you should use serial logging for diagnostic purposes, rather than having it permanently
enabled.

® (Click Restart to clear and restart the serial port log.

Select the device in Remote Manager and click Actions > Open Console, or log into the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.
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2. To show the serial port's contents and logging status:

> system serial show port-number

Logging is active on port-number
>

3. To savethelogto your local device:

> system serial save port-number path
>

If arelative path is provided, /etc/config/serial will be used as the root directory for the path
and file. (Required)

The log file is saved to the /opt/serial directory. Because this is being save to the device's
memory, you should use serial logging for diagnostic purposes, rather than having it
permanently enabled.

4. To clear and restart the log:

> system serial clear port-number
>

5. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

IX10 User Guide 264



Routing

This chapter contains the following topics:

P FOU I ..
Show the routing table
DY NAMIC DINS
Virtual Router Redundancy Protocol (VRRP)
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IP routing

The IX10 device uses IP routes to decide where to send a packet it receives for a remote network. The
process for deciding on a route to send the packet is as follows:

1

The device examines the destination IP address in the IP packet, and looks through the IP
routing table to find a match for it.

If it finds a route for the destination, it forwards the IP packet to the configured IP gateway or
interface.

If it cannot find a route for the destination, it uses a default route.

If there are two or more routes to a destination, the device uses the route with the longest
mask.

If there are two or more routes to a destination with the same mask, the device uses the route
with the lowest metric.

This section contains the following topics:

Configure a static route

Delete a static route

Policy-based routing
Configure a routing policy
Example: Dual WAN policy-based routing
Example: Domain-based routing with dual WAN
Example: Route traffic to a specific WAN interface based on the client MAC address
Routing services
Configure routing services
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Configure a static route

Astatic route is a manually configured routing entry. Information about the route is manually entered
rather than obtained from dynamic routing traffic.

Required configuration items

The destination address or network.
The interface to use to reach the destination.

Additional configuration items

Alabel used to identify this route.
The IPv4 address of the gateway used to reach the destination.

The metric for the route. When multiple routes are available to reach the same destination, the
route with the lowest metric is used.

The Maximum Transmission Units (MTU) of network packets using this route.

To configure a static route:

1

2.

Log into Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. dick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

@ovibord B @ R

The Configuration window is displayed.
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3. dick Network > Routes > Static routes.
4. dick the Y0 add a new static route.

+

The new static route configuration page is displayed:

New static route configurations are enabled by default. To disable, toggle off Enable.
5. (Optional) For Label, type a label that will be used to identify this route.
6. For Destination, type the IP address or network of the destination of this route.

For example, to route traffic to the 192.168.47.0 network that uses a subnet mask of
255.255.255.0, type 192.168.47.0/24. The any keyword can also be used to route packetsto
any destination with this static route.

7. For Interface, select the interface on the 1X10 device that will be used with this static route.

(Optional) For Gateway, type the IPv4 address of the gateway used to reach the destination.
Set to blank if the destination can be accessed without a gateway.

9. (Optional) For Metric, type the metric for the route. When multiple routes are available to
reach the same destination, the route with the lowest metric is used.

10. (Optional) For MTU, type the Maximum Transmission Units (MTU) of network packets using this
route.

11. dick Apply to save the configuration and apply the change.
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Select the device in Remote Manager and click Actions > Open Console, or log into the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

. At the command line, type config to enter configuration mode:

> config
(config)>

. Add a new static route:

(config)> add network route static end
(config network route static 0)>

New static route instances are enabled by default. To disable:

(config network route static 0)> enable false
(config network route static 0)>

(Optional) set a label that will be used to identify this route. For example:

(config network route static 0)> label "route to accounting network"
(config network route static 0)>

Set the IP address or network of the destination of this route. For example:

(config network route static 0)> destination ip_address[/netmask]
(config network route static 0)>

For example, to route traffic to the 192.168.47.0 network that uses a subnet mask of
255.255.255.0:

(config network route static 0)> dst 192.168.47.0/24
(config network route static 0)>

The any keyword can also be used to route packets to any destination with this static route.
Set the interface on the 1X10 device that will be used with this static route:

a. Usethe ?to determine available interfaces:

b. Set theinterface. For example:

(config network route static 0)> interface /network/interface/eth1
(config network route static 0)>

(Optional) Set the IPv4 address of the gateway used to reach the destination. Set to blank if
the destination can be accessed without a gateway.

(config network route static 0)> gateway /Pv4_address
(config network route static 0)>

(Optional) Set the metric for the route. When multiple routes are available to reach the same
destination, the route with the lowest metric is used.
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(config network route static 0)> metric value
(config network route static 0)>

where value is an interger between 0 and 65535. The default is 0.
9. (Optional) Set the Maximum Transmission Units (MTU) of network packets using this route:

(config network route static 0)> mtu integer
(config network route static 0)>

10. Save the configuration and apply the change

(config)> save
Configuration saved.
>

11. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Delete a static route

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dickthe Device ID.
c. dick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthemenu, click System. Under Configuration, click Device Configuration.

@outbors B B o

The Configuration window is displayed.

IX10 User Guide 270



Routing IProuting

D | G | @ Dashboard 88 Status £ System O admin
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3. dick Network > Routes > Static routes.
4. dick the menuicon (...) for a static route and select Delete.

FE
o}

5. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or loginto the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Determine the index number of the static route to be deleted:

(config)> show network route static
0

dst 10.0.0.1

enable true

no gateway

interface /network/interface/lan1

label new_static_route

metric 0

mtu 0

dst 192.168.5.1

enable true

gateway 192.168.5.1

interface /network/interface/lan2
label new_static_route 1
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metric 0
mtu 0
(config)>

4. Use the index number to delete the static route:

(config)> del network route static 0
(config)>

5. Save the configuration and apply the change

(config)> save
Configuration saved.
>

6. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Policy-based routing

Normally, a routing device determines how to route a network packet based on its destination
address. However, you can use policy-based routing to forward the packet based on other criteria,
such as the source of the packet. For example, you can configure the 1X10 device so that high-priority
traffic is routed through the cellular connection, while all other traffic is routed through an Ethernet
(WAN) connection.

Policy-based routing for the IX10 device uses the following criteria to determine how to route traffic:
= Hrewall zone (for example, internal/outbound traffic, external/inbound traffic, or IPSec tunnel
traffic).
= Network interface (for example, the cellular connection, the WAN, or the LAN).
= |Pv4 address.
= |Pv6 address.
= MACaddress.
= Domain.
= Protocol type (TCP, UDP, ICMP, or all).
The order of the policies isimportant. Routing policies are processed sequentially; as a result, if a

packet matches an earlier policy, it will be routed using that policy’s rules. It will not be processed by
any subsequent rules.

Configure a routing policy

Required configuration items

= The packet matching parameters. It can any combination of the following:
e Source interface.

» Source address. This can be a firewall zone, an interface, a single IPv4/IPv6 address or
network, or a MAC address.
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» Destination address. This can be a firewall zone, an interface, a single IPv4/IPv6 address or
network, or a domain.

e Protocol. This can be any, tcp, udp or icmp.

e Source port. Thisis only used if the protocol is set to tcp or udp.

» Destination port. Thisis only used if protocol is set to tcp or udp.
= The network interface used to reach the destination.

Additional configuration items

= Alabel for the routing policy.
= \Whether packets that match this policy should be dropped when the gateway interface is
disconnected, rather than forwarded through other interfaces.

To configure a routing policy:

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. dick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthemenu, click System. Under Configuration, click Device Configuration.

@ o s o =]

The Configuration window is displayed.
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3. dick Network > Routes > Policy-based routing.
4. dick the Y0 add a new route policy.

The new route policy page is displayed:
New route policies are enabled by default. To disable, toggle off Enable.
5. (Optional) For Label, type a label that will be used to identify this route policy.
6. For Interface, select the interface on the 1X10 device that will be used with this route policy.

7. (Optional) Enable Exclusive to configure the policy to drop packets that match the policy
when the gateway interface is disconnected, rather than forwarded through other interfaces.

8. For IP version, select Any, IPv4, or IPv6.
9. For Protocol, select Any, TCP, UDP, or ICMP.

= |f TCP or UDP is selected for Protocol, type the port numbers of the Source port and
Destination port, or set to any to match for any port.

= |f ICMP is selected for Protocol, type the ICMP type and optional code, or set to any to
match for any ICMP type.

10. For DSCP, type the 6-bit hexadecimal Differentiated Services Code Point (DSCP) field match
criteria. This will match packets based on the DHCP field within the ToSfield of the IP header.

11. Configure source address information:
a. Cick to expand Source address.
b. For Type, select one of the following:

m Zone: Matches the source IP address to the selected firewall zone. See Frewall
configuration for more information about firewall zones.

m |nterface: Matches the source IP address to the selected interface's network
address.
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= |Pv4 address: Matches the source IP address to the specified IP address or
network. Use the format IPv4_address[/netmask], or use any to match any IPv4
address.

= |Pv6 address: Matches the source IP address to the specified IP address or
network. Use the format IPv6_address[/prefix_length], or use any to match any
IPv6 address.

= MAC address: Matches the source MAC address to the specified MAC address.
12. Configure the destination address information:
a. Cick to expand Destination address.
b. For Type, select one of the following:

®m Zone: Matches the destination IP address to the selected firewall zone. See FHrewall
configuration for more information about firewall zones.

m |nterface: Matches the destination IP address to the selected interface's network
address.

= |Pv4 address: Matches the destination IP address to the specified IP address or
network. Use the format IPv4_address/[netmask], or use any to match any IPv4
address.

= |Pv6 address: Matches the destination IP address to the specified IP address or
network. Use the format IPv6_address/[prefix_length], or use any to match any IPv6
address.

= Domain: Matches the destination IP address to the specified domain names. To
specify domains:

i. Cick to expand Domains.

ii. dick the Y¥0 add a domain.
iii. For Domain, type the domain name.
iv. Repeat to add additional domains.

= Default route: Matches packets destined for the default route, excluding routes for
local networks.

13. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions >Open Console, or log into the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Add a new routing policy:

(config)> add network route policy end
(config network route policy 0)>
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New route policies are enabled by default. To disable:

(config network route policy 0)> enable false
(config network route policy 0)>

(Optional) Set the label that will be used to identify this route policy:

(config network route policy 0)> label "New route policy"

(config network route policy 0)>
Set the interface on the 1X10 device that will be used with this route policy:
a. Usethe ?to determine available interfaces:

b. Set theinterface. For example:

(config network route policy 0)> interface /network/interface/eth1
(config network route policy 0)>

(Optional) Enable exclusive to configure the policy to drop packets that match the policy when
the gateway interface is disconnected, rather than forwarded through other interfaces:

(config network route policy 0)> exclusive true
(config network route policy 0)>

Select the IP version:

(config network route policy 0)> ip_version value
(config network route policy 0)>

where value is one of any, ipv4, or ipve6.
Set the protocol:

(config network route policy 0)> protocol value
(config network route policy 0)>

where value is one of:
= any: All protocols are matched.
= tcp: Source and destination ports are matched:
a. Set the source port:

(config network route policy 0)> src_port value
(config network route policy 0)>

where value is the port number, or the keyword any to match any port asthe
source port.

b. Set the destination port:

(config network route policy 0)> dst_port value
(config network route policy 0)>

where value is the port number, or the keyword any to match any port asthe
destination port.
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= upd: Source and destination ports are matched:
a. Set the source port:

(config network route policy 0)> src_port value
(config network route policy 0)>

where value is the port number, or the keyword any to match any port asthe
source port.

b. Set the destination port:

(config network route policy 0)> dst_port value
(config network route policy 0)>

where value is the port number, or the keyword any to match any port asthe
destination port.

= jcmp: The ICMP protocol is matched. Identify the ICMP type:

(config network route policy 0)> icmp_type value
(config network route policy 0)>

where value is the ICMP type and optional code, or set to any to match for any ICMP
type.
9. Set the source address type:

(config network route policy 0)> src type value
(config network route policy 0)>

where value is one of:
®m  zone: Matches the source IP address to the selected firewall zone. Set the zone:
a. Usethe ?to determine available zones:

(config network route policy 0)> src zone ?

Zone: Match the IP address to the specified firewall zone.
Format:

any

dynamic_routes

edge

external

internal

ipsec

loopback

setup

Default value: any
Current value: any

(config network route policy 0)> src zone
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b. Set the zone. For example:

(config network route policy 0)> src zone external
(config network route policy 0)>
See Hrewall configuration for more information about firewall zones.

® interface: Matches the source IP address to the selected interface's network address.
Set the interface:

a. Usethe ?to determine available interfaces:
b. Set theinterface. For example:

(config network route policy 0)> src interface /network/interface/eth1
(config network route policy 0)>

= address: Matches the source IPv4 address to the specified IP address or network. Set
the address that will be matched:

(config network route policy 0)> src address value
(config network route policy 0)>

where value uses the format IPv4_address[/netmask], or any to match any IPv4
address.

= address6: Matches the source IPv6 address to the specified IP address or network. Set
the address that will be matched:

(config network route policy 0)> src address6 value
(config network route policy 0)>

where value uses the format IPv6_address[/prefix_length], or any to match any IPv6
address.

= mac: Matches the source MAC address to the specified MAC address. Set the MAC
address to be matched:

(config network route policy 0)> src mac MAC_address
(config network route policy 0)>

10. Set the destination address type:

(config network route policy 0)> dst type value
(config network route policy 0)>

where value is one of:
®  zone: Matches the destination IP address to the selected firewall zone. Set the zone:
a. Usethe ?to determine available zones:

(config network route policy 0)> dst zone ?
Zone: Match the IP address to the specified firewall zone.

Format:
any
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dynamic_routes
edge

external

internal

ipsec

loopback

setup

Default value: any
Current value: any

(config network route policy 0)> dst zone

b. Set the zone. For example:

(config network route policy 0)> dst zone external
(config network route policy 0)>

See Hrewall configuration for more information about firewall zones.

interface: Matches the destination IP address to the selected interface's network
address. Set the interface:

a. Usethe ?to determine available interfaces:
b. Set theinterface. For example:

(config network route policy 0)> dst interface /network/interface/eth1
(config network route policy 0)>

address: Matches the destination IPv4 address to the specified IP address or network.
Set the address that will be matched:

(config network route policy 0)> dst address value
(config network route policy 0)>

where value uses the format IPv4_address[/netmask], or any to match any IPv4
address.

address6: Matches the destination IPv6 address to the specified IP address or network.
Set the address that will be matched:

(config network route policy 0)> dst address6 value
(config network route policy 0)>

where value uses the format IPv6_address|/prefix_length], or any to match any IPv6
address.

mac: Matches the destination MAC address to the specified MAC address. Set the MAC
address to be matched:

(config network route policy 0)> dst mac MAC_address
(config network route policy 0)>
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11. Savethe configuration and apply the change

(config)> save
Configuration saved.
>
12. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Example: Dual WAN policy-based routing

This example routes traffic to a specific IP address to go through the cellular WWAN interface, while all
other traffic uses the Ethernet WAN interface.

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Qick the Device ID.
c. dick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

The Configuration window is displayed.
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3. dick Network > Routes > Policy-based routing.
4. dick the Y0 add a new route policy.

5. For Label, type Route through cellular.
6. For Interface, select .
7. Configure the source address:
a. dick to expand Source address.
b. For Type, select Zone.
c. For Zone, select Internal.
8. Configure the destination address:
a. dick to expand Destination address.
b. For Type, select IPv4 address.

c. For IPv4 address, type the IP address that will be the destination for outgoing traffic
routed through the WWAN interface. In the above example, this is 241.236.162.59.
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9. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or loginto the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Oreate the route policy:
a. Add a new routing policy:

(config)> add network route policy end
(config network route policy 0)>

b. Set the label that will be used to identify this route policy:

(config network route policy 0)> label "Route through cellular'
(config network route policy 0)>

c. Set theinterface:

(config network route policy 0)> interface /network/interface/
(config network route policy 0)>

d. Configure the source address:
i. Set the source type to zone:

(config network route policy 0)> src type zone
(config network route policy 0)>

ii. Setthezonetointernal:

(config network route policy 0)> src zone internal
(config network route policy 0)>

e. Configure the destination address:
i. Setthe destination to use an IPv4 address:

(config network route policy 0)> dst type address
(config network route policy 0)>

ii. SettheIP addressthat will be the destination for outgoing traffic routed through the
WWAN interface. In the above example, thisis 241.236.162.59.

(config network route policy 0)> dst address 241.236.162.59
(config network route policy 0)>
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4. Save the configuration and apply the change

(config)> save
Configuration saved.
>
5. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Example: Domain-based routing with dual WAN

This example routes traffic destined for a specific domain to the WAN Ethernet port, and never
through the cellular modem.

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Qick the Device ID.
c. dick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

The Configuration window is displayed.
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3. dick Network > Routes > Policy-based routing.

4. dick the Y0 add a new route policy.

5. For Label, type Domain-based policy.
6. For Interface, select ETH1.
7. Configure the source address:

a.
b.
C.

Qick to expand Source address.
For Type, select Zone.
For Zone, select Any.

8. Configure the destination address:
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Click to expand Destination address.
For Type, select Domain.

Cick to expand Domains.

dick the Y¢0 add a new domain.

For Domain, type youtube.com.

You can add additional domains by repeating the last two steps.
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9. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or loginto the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Oreate the route policy:
a. Add a new routing policy:

(config)> add network route policy end
(config network route policy 0)>
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b. Set the label that will be used to identify this route policy:

(config network route policy 0)> label "Domain-based policy"
(config network route policy 0)>

c. Set theinterface:

(config network route policy 0)> interface /network/interface/eth1
(config network route policy 0)>
Leave the source address type at the default of zone.
Leave the source address zone at the default of any.
f. Configure the destination address:
i. Setthe destination to use a domain:

(config network route policy 0)> dst type domain
(config network route policy 0)>

ii. Add adomain and set it to youtube.com:

(config network route policy 0)> add dst domain end youtube.com

(config network route policy 0)>

You can add additional domains by repeating this step with a different domain name.
4. Save the configuration and apply the change

(config)> save
Configuration saved.
>
5. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Example: Route traffic to a specific WAN interface based on the
client MAC address

This example routes all data from a certain client device through a cellular WAN based on the device's
MAC address, while all other client devices are routed through the Ethernet WAN.

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. dick Settings.
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d. dickto expand Config.

Local Web UI:

a. Onthemenu, click System. Under Configuration, click Device Configuration.

@outbors B B 0.

The Configuration window is displayed.

oIGI @oashboard  BEsous - frosen  Qadmin
Digixi0

o

3. Oreate new firewall zones:
a. Create afirewall zone named CellularWAN with Source NAT enabled:
i. Cick Frewall >Zones.
ii. For Add Zone, type CellularWAN and click Yo

iii. BEnable Source NAT.

©

b. Create second firewall zone named EthernetWAN with Source NAT enabled:

i. For Add Zone, type EthernetWAN and click Yo
ii. Enable Source NAT.
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4. Configure the WAN interfaces to use the new zones:
a. Configure the cellular WAN interface:
i. Cick Network >Interfaces>.
ii. For Zone, select CellularWAN.

b. Configure the Ethernet WAN interface:
i. dick Network >Interfaces >.
ii. For Zone, select EthernetWAN.

5. Configure the policy-based route for traffic from the client device that will be sent over the
cellular WAN:

a. Cick Network > Routes > Policy-based routing.
b. dick the Y0 add a new route policy.

c. For Label, type VoIP phone.
d. ForInterface, select .
e. Configure the source as the MAC address of the VoIP phone:
i. Cick to expand Source address.
ii. For Type, select MAC address.
iii. For MAC address, type 26:88:0E:23:50:C2.
f. Configure the destination zone:
i. Cick to expand Destination address.
ii. For Type, select Zone.
iii. For Zone, select CellularWAN.
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6. Create a packet filtering rule that rejects all other LAN packets on the cellular WAN interface.

a.

- ® 2 o T

dick Firewall > Packet filtering.

dick the Yo add a new packet filtering rule.

For Label, type Reject LAN traffic to cellular WAN.
For Action, select Drop.

For Source zone, select Internal.

For Destination zone, select CellularWAN.

7. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions >Open Console, or log into the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Create new firewall zones:
a. Create afirewall zone named CellularWAN with Source NAT enabled:
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i. Create the firewall zone:

(config)> add firewall zone CellularWAN
(config firewall zone CellularWAN)>
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i. Enable Source NAT on the new zone:

(config firewall zone CellularWAN)> src_nat true
(config firewall zone CellularWAN)>

b. Create second firewall zone named EthernetWAN with Source NAT enabled:
i. Type..to move back one node in the configuration:

(config firewall zone CellularWAN)> ..
(config firewall zone)>

ii. Create the firewall zone:

(config firewall zone)> add EthernetWAN
(config firewall zone EthernetWAN)>

i. Enable Source NAT on the new zone:

(config firewall zone EthernetWAN)> src_nat true
(config firewall zone EthernetWAN)>

4. Configure the WAN interfaces to use the new zones:
a. Set the zone for the cellular WAN interface:
i. Type...to move to the root of the configuration:

(config firewall zone EthernetWAN)> ...
(config)>

ii. Setthe zone:

(config)> network interface zone CellularWWAN
(config)>

b. Set the zone for the Ethernet WAN interface:

(config)> network interface zone EthernetWAN
(config)>

5. Configure the policy-based route for traffic from the client device that will be sent over the
cellular WAN:

a. Add a new routing policy:

(config)> add network route policy end
(config network route policy 0)>

b. Set the label that will be used to identify this route policy:

(config network route policy 0)> label "VolP phone"
(config network route policy 0)>
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c. Set theinterface:

(config network route policy 0)> interface /network/interface/
(config network route policy 0)>

d. Configure the source as the MAC address of the VoIP phone:
i. Set the source type to mac:

(config network route policy 0)> src type mac
(config network route policy 0)>

ii. Setthe MACaddressto the MAC address of the VoIP phone:

(config network route policy 0)> src mac 26:88:0E:23:50:C2
(config network route policy 0)>

e. Configure the destination zone:
i. Set the source destination to zone:

(config network route policy 0)> dst type zone
(config network route policy 0)>

ii. Set the zone to CellularWAN:

(config network route policy 0)> dst zone CellularWAN
(config network route policy 0)>

6. Create a packet filtering rule that rejects all other LAN packets on the cellular WAN interface:
a. Oreate a new packet filtering rule:
i. Type...to move to the root of the configuration:

(config network route policy 0)> ...
(config)>

ii. Create the packet filtering rule:

(config)> add firewall filter end
(config firewall filter 2)>

b. Set thelable to Reject LAN traffic to cellular WAN:

(config firewall filter 2)> label "Reject LAN traffic to cellular WAN"
(config firewall filter 2)>

C. Set the action to drop:

(config firewall filter 2)> action drop
(config firewall filter 2)>
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d. Set the source zone to internal:

(config firewall filter 2)> src_zone internal
(config firewall filter 2)>

e. Set the destination zone to Cellular WAN:

(config firewall filter 2)> dst_zone CellularWAN
(config firewall filter 2)>

7. Savethe configuration and apply the change

(config firewall filter 2)> save
Configuration saved.
>

8. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Routing services
Your 1X10 includes support for dynamic routing services and protocols. The following routing services

are supported:

Service or

protocol Information

BGP The Border Gateway Protocol (BGP) service supports BGP-4 (R-CL771),

ISIS The IPv4 and IPv6 Intermediate System to Intermediate System (IS-IS) service
(RFCL142),

NHRP Next Hop Resolution Protocol (NHRP) (RFC2332), Does not support NHRP
authentication.

OSPFv2 The IPv4 Open Shortest Path First (OSPF) service supports OSPFv2 (RFC2328),

OSPFv3 The IPv6 Open Shortest Path First (OSPF) service supports OSPFv3 (RFC2740).

RIP The IPv4 Routing Information Protocol (RIP) service supports RIPv2 (RFC2453)
and RIPv1 (RFC1058),

RIPng The IPv6 Routing Information Protocol (RIP) service supports RIPng (RFC2080),

Configure routing services

Required configuration items

= Enable routing services.
= Enable and configure the types of routing services that will be used.
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1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. dick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthemenu, click System. Under Configuration, click Device Configuration.

@ oo TR 0.

The Configuration window is displayed.

D | G | @ Dashboard 88 Status £ System O admin
oigixo

o

3. dick Network > Routes > Routing services.
4. dick Enable.

The default firewall zone setting, Dynamic routes, is specifically designed to work with routing
services and should be left as the default.
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Configure the routing services that will be used:

a. dick to expand a routing service.

b. Enable the routing service.

c. Complete the configuration of the routing service.
Qick Apply to save the configuration and apply the change.

Select the device in Remote Manager and click Actions > Open Console, or log into the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

At the command line, type config to enter configuration mode:

> config
(config)>

Enable routing services:

(config)> network route service enable true
(config)>

Configure routing services that will be used:
a. Usethe ?to display available routing services:

(config)> network route service ?

Routing services: Settings for dynamic routing services and protocols.

Parameters Current Value
enable true Enable
zone dynamic_routes Zone

Additional Configuration

bgp BGP

isis IS-IS

nhrp NHRP
ospfv2 OSPFv2
ospfv3 OSPFv3
rip RIP

ripng RIPng
(config)>

b. Enable arouting service that will be used. For example, to enable the RIP service:

(config)> network route service rip enable true
(config)>
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c. Complete the configuration of the routing service. For example, use the ?to view the

available parameters for the RIP service:

(config)> network route service rip ?

Parameters Current Value
ecmp false Allow ECMP
enable true Enable
Additional Configuration

interface Interfaces

neighbour Neighbours

redis Route redistribution
timer Timers

(config)>

5. Savethe configuration and apply the change

(config)> save
Configuration saved.
>

6. Type exit to exit the Admin CLI.
Depending on your device configuration, you may be presented with an Access selection

menu. Type quit to disconnect from the device.

Show the routing table
To display the routing table:

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Accessthe device configuration:

Remote Manager:
Locate your device as described in Use Digi Remote Manager to view and manage your

a.

device.

Qick the Device ID.
Cick Settings.

Qick to expand Config.

Local Web UI:
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a. Onthe menu, click System. Under Configuration, click Device Configuration.

@owtbors  suws @ R

The Configuration window is displayed.

D I G I @ Dashboard B8 Status £ System O admin
oigi 0

3. dick Status > Routes.

The Network Routing window is displayed.
4. dick IPv4 Load Balance to view IPv4 load balancing.
5. dick IPv6 Load Balance to view IPv6 load balancing.

1. Select the device in Remote Manager and click Actions >Open Console, or log into the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the Admin CLI prompt, type show route:

You can limit the display to only IPv4 entries by using show route ipv4, or to IPv6 entries by
using show route ipv6. You can also display more information by adding the verbose option
to the show route and show route ip_type commands.

3. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Dynamic DNS

The Domain Name System (DNS) uses hame servers to provide a mapping between computer-
readable IP addresses and human-readable hostnames. This allows users to access websites and
personal networks with easy-to-remember URLs. Unfortunately, IP addresses change frequently,
invalidating these mappings when they do. Dynamic DNS has become the standard method of
addressing this problem, allowing devices to update name servers with their new IP addresses.
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By providing the IX10 device with the domain name and credentials obtained from a dynamic DNS
provider, the router can automatically update the remote nameserver whenever your WAN or public
IP address changes.

Your 1X10 device supports a number of Dynamic DNS providers as well as the ability to provide a
custom provider that is not included on the list of providers.

Configure dynamic DNS

This section describes how to cofigure dynamic DNS on a 1X10 device.

Required configuration items

Add a new Dynamic DNS service.

The interface that hasits IP address registered with the Dynamic DNS provider.
The name of a Dynamic DNS provider.

The domain name that islinked to the interface's IP address.

The username and password to authenticate with the Dynamic DNS provider.

Additional configuration items

If the Dynamic DNS service provider is set to custom, identify the URL that should be used to
update the IP address with the Dynamic DNS provider.

The amount of time to wait to check if the interface's IP address needs to be updated.

The amount of time to wait to force an update of the interface's IP address.

The amount of time to wait for an IP address update to succeed before retrying the update.
The number of times to retry a failed IP address update.

Log into Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. dick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthemenu, click System. Under Configuration, click Device Configuration.

@ o s o =]
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The Configuration window is displayed.

0IGI @oastboord  EESas g Syem O wcmin
Digi x10

3. dick Network >Dynamic DNS.
4. Type a name for this Dynamic DNSinstance in Add Service and click Yo

The Dynamic DNS configuration page displays.

New Dynamic DNS configurations are enabled by default. To disable, toggle off Enable.

5. For Interface, select the interface that hasits IP address registered with the Dynamic DNS
provider.

6. For Service, select the Dynamic DNS provider, or select custom to enter a custom URL for the
Dynamic DNS provider.

7. If custom is selected for Service, type the Custom URL that should be used to update the IP
address with the Dynamic DNS provider.

8. Type the Domain name that is linked to the interface's IP address.
9. Typethe Username and Password used to authenticate with the Dynamic DNS provider.
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(Optional) For Check Interval, type the amount of time to wait to check if the interface's IP
address needs to be updated.

Alowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m|s}.
For example, to set Check interval to ten minutes, enter 10m or 600s.

(Optional) For Forced update interval, type the amount of time to wait to force an update of
the interface's IP address.

Alowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m|s}.

For example, to set Forced update interval to ten minutes, enter 10m or 600s.

The setting for Forced update interval must be larger than the setting for Check Interval.

(Optional) For Retry interval, type the amount of time to wait for an IP address update to
succeed before retrying the update.

Alowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m|s}.

For example, to set Retry interval to ten minutes, enter 10m or 600s.
(Optional) For Retry count, type the number of timesto retry a failed IP address update.
Qick Apply to save the configuration and apply the change.

Select the device in Remote Manager and click Actions > Open Console, or log into the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

At the command line, type config to enter configuration mode:

> config
(config)>

Add a new Dynamic DNSinstance. For example, to add an instance named new_ddns_
instance:

(config)> add network ddns new_ddns_instance
(config network ddns new_ddns_instance)>

New Dynamic DNSinstances are enabled by default. To disable:

(config network ddns new_ddns_instance)> enable false
(config network ddns new_ddns_instance)>

Set the interface for the Dynamic DNS instance:

a. Usethe ?to determine available interfaces:

b. Set theinterface. For example:

(config network ddns new_ddns_instance)> interface eth1
(config network ddns new_ddns_instance)>
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5. Set the Dynamic DNS provider service:
a. Usethe ?to determine available services:

(config network ddns new_ddns_instance)> service ?

Service: The provider of the dynamic DNS service.
Format:

custom

3322.0rg

changeip.com

ddns.com.br

dnsdynamic.org

Default value: custom
Current value: custom

(config network ddns new_ddns_instance)> service

b. Set the service:

(config network ddns new_ddns_instance)> service service_name
(config network ddns new_ddns_instance)>

6. If custom is configured for service, set the custom URL that should be used to update the IP
address with the Dynamic DNS provider:

(config network ddns new_ddns_instance)> custom ur/
(config network ddns new_ddns_instance)>

7. Set the domain name that is linked to the interface's IP address:

(config network ddns new_ddns_instance)> domain domain_name
(config network ddns new_ddns_instance)>

8. Set the username to authenticate with the Dynamic DNS provider:

(config network ddns new_ddns_instance)> username name
(config network ddns new_ddns_instance)>

9. Set the password to authenticate with the Dynamic DNS provider:

(config network ddns new_ddns_instance)> password pwd
(config network ddns new_ddns_instance)>

10. (Optional) Set the amount of time to wait to check if the interface's IP address needs to be
updated:

(config network ddns new_ddns_instance)> check_interval value
(config network ddns new_ddns_instance)>

where value is any number of weeks, days, hours, minutes, or seconds, and takes the format
number{w|d|h|m|s}.
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For example, to set check_interval to ten minutes, enter either 10m or 600s;

(config network ddns new_ddns_instance)> check_interval 600s
(config network ddns new_ddns_instance)>

The default is 10m.
(Optional) Set the amount of time to wait to force an update of the interface's IP address:

(config network ddns new_ddns_instance)> force_interval value
(config network ddns new_ddns_instance)>

where value is any number of weeks, days, hours, minutes, or seconds, and takes the format
number{w|d|h|m|s}.
For example, to set force_interval to ten minutes, enter either 10m or 600s;

(config network ddns new_ddns_instance)> force_interval 600s
(config network ddns new_ddns_instance)>

The default is 3d.

(Optional) Set the amount of time to wait for an IP address update to succeed before retrying
the update:

(config network ddns new_ddns_instance)> retry_interval value
(config network ddns new_ddns_instance)>

where value is any number of weeks, days, hours, minutes, or seconds, and takes the format
number{w|d|h|m|s}.
For example, to set retry_interval to ten minutes, enter either 10m or 600s:
(config network ddns new_ddns_instance)> retry_interval 600s
(config network ddns new_ddns_instance)>
The default is 60s.
(Optional) Set the number of timesto retry a failed IP address update:
(config network ddns new_ddns_instance)> retry_count value
(config network ddns new_ddns_instance)>

where value is any interger. The default is 5.
Save the configuration and apply the change

(config)> save
Configuration saved.
>

Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.
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Virtual Router Redundancy Protocol (VRRP)

Mirtual Router Redundancy Protocol (VRRP) is a standard for gateway device redundancy and failover
that creates a "virtual router” with a floating IP address. Devices connected to the LAN then use this
virtual router as their default gateway. Responsibility for the virtual router is assigned to one of the
VRRP-enabled devices on a LAN (the "master router"), and this responsibility transparently fails over
to backup VRRP devices if the master router fails. This prevents the default gateway from being a
single point of failure, without requiring configuration of dynamic routing or router discovery
protocols on every host.

Multiple 1X10 devices can be configured as VRRP devices and assigned a priority. The router with the
highest priority will be used as the master router. If the master router fails, then the IP address of the
virtual router is mapped to the backup device with the next highest priority. Each VRRP router is
configured with a unique LAN IP address, and the same shared VRRP address.

VRRP+

VRRP+is an extension to the VRRP standard that uses network probing to monitor connections
through VRRP-enabled devices and can dynamically change the priority of the devices, including
changing devices from master to backup, and from backup to master, even if the device has not
failed. For example, if a host becomes unreachable on the far end of a network link, then the physical
default gateway can be changed by adjusting the VRRP priority of the IX10 device connected to the
failing link. This provides failover capabilities based on the status of connections behind the router, in
addition to the basic VRRP device failover. For IX10 devices, Surelink is used to probe network
connections.

VRRP+ can be configured to probe a specified IP address by either sending an ICMP echo request
(ping) or attempting to open a TCP socket to the IP address.

Configure VRRP

This section describes how to configure VRRP on a 1X10 device.

Required configuration items

= Enable VRRP.
= The interface used by VRRP.

® The Router ID that identifies the virtual router instance. The Router ID must be the same on all
VRRP devices that participate in the same VRRP device pool.

= The VRRP priority of this device.
® The shared virtual IP address for the VRRP virtual router. Devices connected to the LAN will use
thisvirtual IP address as their default gateway.

See Configure VRRP+ for information about configuring VRRP+, an extension to VRRP that uses
network probing to monitor connections through VRRP-enabled devices and dynamically change the
VRRP priorty of devices based on the status of their network connectivity.

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
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2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your

device.
b. dickthe Device ID.
c. dick Settings.
d. dickto expand Config.

Local Web UI:

a. Onthe menu, click System. Under Configuration, click Device Configuration.

@ostvons Bsuus g ©sinin

The Configuration window is displayed.

D I G I @ Dashboard B Status £ System O admin
Digi 0

3. dick Network > VRRP.
4. For Add VRRP instance, type a name for the VRRP instance and click Yo

The new VRRP instance configuration is displayed.
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dick Enable.

. For Interface, select the interface on which this VRRP instance should run.

7. For Router IDfield, type the ID of the virtual router instance. The Router ID must be the same

10.

11
12.

on all VRRP devices that participate in the same VRRP device pool. Allowed values are from 1
and 255, and it is configured to 50 by default.

For Priority, type the priority for this router in the group. The router with the highest priority
will be used as the master router. If the master router fails, then the IP address of the virtual
router is mapped to the backup device with the next highest priority. If this device's actual IP
address is being used as the virtual IP address of the VRRP pool, then the priority of this device
should be set to 255 . Allowed values are from 1 and 255, and it is configured to 100 by
default.

(Optional) For Password, type a password that will be used to authenticate this VRRP router
with VRRP peers. If the password length exceeds 8 characters, it will be truncated to 8
characters.

Configure the virtual IP addresses associated with this VRRP instance:
a. Cick to expand Virtual IP addresses.
b. dick Yv0 add a virtual IP address.

c. For Virtual IP, type the IPv4 or IPv6 address for a virtual IP of this VRRP instance.
d. (Optional) Repeat to add additional virtual IPs.
See Configure VRRP+ for information about configuring VRRP+.
Qick Apply to save the configuration and apply the change.

Select the device in Remote Manager and click Actions > Open Console, or log into the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

At the command line, type config to enter configuration mode:

> config
(config)>
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. Add a VRRP instance. For example:

(config)> add network vrrp VRRP_test
(config network vrrp VRRP_test)>

Enable the VRRP instance:

(config network vrrp VRRP_test)> enable true
(config network vrrp VRRP_test)>

. Set the interface on which this VRRP instance should run:

a. Usethe ?to determine available interfaces:
b. Set theinterface, for example:

(config network vrrp VRRP_test)> interface /network/interface/eth
(config network vrrp VRRP_test)>

c. Repeat for additional interfaces.

Set the router ID. The Router ID must be the same on all VRRP devices that participate in the
same VRRP device pool. Allowed values are from 1 and 255, and it is configured to 50 by
default.

(config network vrrp VRRP_test)> router_id int
(config network vrrp VRRP_test)>

Set the priority for this router in the group. The router with the highest priority will be used as
the master router. If the master router fails, then the IP address of the virtual router is mapped
to the backup device with the next highest priority. If this device's actual IP address is being
used as the virtual IP address of the VRRP pool, then the priority of this device should be set to
255 . Allowed values are from 1 and 255, and it is configured to 100 by default.

(config network vrrp VRRP_test)> priority int
(config network vrrp VRRP_test)>

(Optional) Set a password that will be used to authenticate this VRRP router with VRRP peers.
If the password length exceeds 8 characters, it will be truncated to 8 characters.

(config network vrrp VRRP_test)> password pwd
(config network vrrp VRRP_test)>

. Add avirtual IP address associated with this VRRP instance. This can be an IPv4 or IPv6

address.

(config network vrrp VRRP_test)> add virtual_address end ip_address
(config network vrrp VRRP_test)>

Additional virtual IP addresses can be added by repeating this step with different values for ip_
address.
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10. Save the configuration and apply the change

(config network vrrp new_vrrp_instance)> save
Configuration saved.
>

11. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure VRRP+

VRRP+is an extension to the VRRP standard that uses SureLink network probing to monitor
connections through VRRP-enabled devices and adjust devices' VRRP priority based on the status of
the SureLink tests.

This section describes how to configure VRRP+ on a IX10 device.

Required configuration items

= Both master and backup devices:;
« Aconfigured and enabled instance of VRRP. See Configure VRRP for information.
« Enable VRRP+.
* WAN interfaces to be monitored by using VRRP+.

Surelink is enabled by default on all WAN interfaces, and should not be disabled on
the WAN interfaces that are being monitored by VRRP+.

If multiple WAN interfaces are being monitored on the same device, the VRRP priority will
be adjusted only if all WAN interfaces fail SureLink tests.

e The amount that the VRRP priority will be modified when SureLink determines that the
VRRP interface is not functioning correctly.

« Configure the VRRP interface's DHCP server to use a custom gateway that corresponds to
one of the VRRP virtual IP addresses.

= Backup devices only:
» Enable and configure SureLink on the VRRP interface.
» Set the IP gateway to the IP address of the VRRP interface on the master device.

Additional configuration items

= For backup VRRP devices, enable the ability to monitor the VRRP master, so that a backup
device can increase its priority when the master device fails SurelLink tests.

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:
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Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. dick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthemenu, click System. Under Configuration, click Device Configuration.

@outoons Bsuus O sinin

The Configuration window is displayed.

D I G I @ Dashboard 88 Status £ System O admin
Digi X0

3. dick Network >VRRP.

4. Create a new VRRP instance, or click to expand an existing VRRP instance.
See Configure VRRP for information about creating a new VRRP instance.

5. dick to expand VRRP+.

6. dick Enable.
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7. Add interfaces to monitor:
a. dick to expand Monitor interfaces.
b. dick Y0 add an interface for monitoring.

+

c. For Interface, select the local interface to monitor. Generally, this will be a cellular or WAN
interface.
d. (Optional) dick Ylagain to add additional interfaces.
8. (Optional) For backup devices, click to enable Monitor VRRP+ master.
This parameter allows a backup VRRP device to monitor the master device, and increase its
priority when the master device is failing SureLink tests. This can allow a device functioning as
a backup device to promote itself to master.

9. For Priority modifier, type or select the amount that the device's priority should be decreased

due to SureLink connectivity failure, and increased when SurelLink succeeds again.
Along with the priority settings for devices in this VRRP pool, the amount entered here should
be large enough to automatically demote a master device when SureLink connectivity fails. For
example, if the VRRP master device has a priority of 100 and the backup device has a priority
of 80, then the Priority modifier should be set to an amount greater than 20 so that if
SurelLink fails on the master, it will lower its priority to below 80, and the backup device will
assume the master role.

10. Configure the VRRP interface. The VRRP interface is defined in the Interface parameter of the
VRRP configuration, and generally should be a LAN interface:

To configure the VRRP interface:
a. Cick to expand Network > Interfaces.
b. dick to expand the appropriate VRRP interface (for example, LAN1).
c. For backup devices, for Default Gateway, type the IP address of the VRRP interface on the
master device.
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d. Configure the VRRP interface's DHCP server to use a custom gateway that correspondsto
one of the VRRP virtual IP addresses:

i. dick to expand DHCP Server > Advanced settings.
ii. For Gateway, select Custom.

iii. For Qustom gateway, enter the IP address of one of the virtual IPs used by this VRRP
instance.

e. For backup devices, enable and configure SureLink on the VRRP interface. Generally, this
should be a LAN interface; VRRP+ will then monitor the LAN using SureLink to determine if
the interface has network connectivity and promote a backup to master if SureLink fails.

i. dick to expand IPv4 > SureLink.
ii. dick Enable.

iii. For Interval, type a the amount of time to wait between connectivity tests. To
guarantee seamless internet access for VRRP+ purposes, Surelink tests should occur
more often than the default of 15 minutes.

Allowed values are any number of weeks, days, hours, minutes, or seconds, and take
the format number{w|d|h|m|s}. For example, to set Interval to five seconds, enter 5s.

iv. Click to expand Test targets > Test target.

v. Configure the test target. For example, to configure SureLink to verify internet
connectivity on the LAN by pinging https://remotemanager.digi.com:

i. For Test Type, select Ping test.
ii. For Ping host, type https://remotemanager.digi.com.
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Qick Apply to save the configuration and apply the change.

Select the device in Remote Manager and click Actions > Open Console, or log into the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

At the command line, type config to enter configuration mode:

> config
(config)>

Create a new VRRP instance, or edit an existing one. See Configure VRRP for information about
creating a new VRRP instance.

Enable VRRP+:

(config)> network vrrp VRRP_test vrrp_plus enable true
(config)>

Add interfaces to monitor. Generally, this will be a cellular or WAN interface.
a. Usethe ?to determine available interfaces:
b. Set theinterface, for example:

(config)> add network vrrp VRRP_test vrrp_plus monitor_interface end
/network/interface/modem
(config)>

c. (Optional) Repeat for additional interfaces.

Set the amount that the device's priority should be decreased or increased due to SureLink
connectivity failure or success:

(config)> network vrrp VRRP_test vrrp_plus weight value
(config)>

where value is an integer between 1 and 254. The default is 10.

Along with the priority settings for devices in this VRRP pool, the amount entered here should
be large enough to automatically demote a master device when SureLink connectivity fails. For
example, if the VRRP master device has a priority of 100 and the backup device has a priority
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of 80, then weight should be set to an amount greater than 20 so that if SureLink fails on the
master, it will lower its priority to below 80, and the backup device will assume the master

role.

7. (Optional) For backup devices, enable the ability for the device to monitor the master device.
This allows a backup VRRP device to monitor the master device, and increase its priority when
the master device is failing SureLink tests. This can allow a device functioning as a backup
device to promote itself to master.

(config)> network vrrp VRRP_test vrrp_plus monitor_master true
(config)>

8. Configure the VRRP interface:
a. Configure the VRRP interface's DHCP server to use a custom gateway that corresponds to
one of the VRRP virtual IP addresses:

i. Set the DHCP server gateway type to custom:

(config)> network interface eth ipv4 dhcp_server advanced gateway custom
(config)>

ii. Determine the VRRP virtual IP addresses:

(config)> show network vrrp VRRP_test virtual_address
0192.168.3.3
110.10.10.1

(config)>

iii. Set the custom gateway to one of the VRRP virtual IP addresses. For example:

(config)> network interface eth ipv4 dhcp_server advanced gateway_custom 192.168.3.3
(config)>

b. For backup devices, set the default gateway to the IP address of the VRRP interface on the
master device. For example:

(config)> network interface eth ipv4 gateway 192.168.3.1
(config)>

c. For backup devices, enable and configure SureLink on the VRRP interface.

i. Determine the VRRP interface. Generally, this should be a LAN interface; VRRP+ will
then monitor the LAN using SureLink to determine if the interface has network
connectivity and promote a backup to master if SureLink fails.

(config)> show network vrrp VRRP_test interface
/network/interface/eth
(config)>

ii. Enable SureLink on the interface:

(config)> network interface eth ipv4 surelink enable true
(config)>
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iii. Set the amount of time to wait between connectivity tests:

(config)> network interface eth ipv4 surelink interval value
(config)>

where value is any number of weeks, days, hours, minutes, or seconds, and takes the
format number{w|d|h|m|s}.
For example, to set interval to ten minutes, enter 5s:

(config)> network interface eth ipv4 surelink interval 5s
(config)>

iv. Create a SureLink test target:

(config)> add network interface eth ipv4 surelink target end
(config network interface eth ipv4 surelink target 0)>

v. Configure the type of test for the test target:

(config network interface eth ipv4 surelink target 0)> test value
(config network interface eth ipv4 surelink target 0)>

where value is one of:

B ping: Tests connectivity by sending an ICMP echo request to a specified
hostname or IP address.

e Specify the hostname or IP address:

(config network interface eth ipv4 surelink target 0)> ping_host host
(config network interface eth ipv4 surelink target 0)>

» (Optional) Set the size, in bytes, of the ping packet:

(config network interface eth ipv4 surelink target 0)> ping_size [num]
(config network interface eth ipv4 surelink target 0)>
®  dns: Tests connectivity by sending a DNS query to the specified DNS server.
» Specify the DNS server. Allowed value is the IP address of the DNS server.

(config network interface eth ipv4 surelinktarget 0)> dns_server ip_address
(config network interface eth ipv4 surelinktarget 0)>

® dns_configured: Tests connectivity by sending a DNS query to the DNS servers
configured for this interface.

®  http: Tests connectivity by sending an HTTP or HTTPS GET request to the
specified URL.

» Specify the url:

(config network interface eth ipv4 surelink target 0)> http_url value
(config network interface eth ipv4 surelink target 0)>

where value uses the format http[s]://hostname/[path]

IX10 User Guide 312



Routing Mrtual Router Redundancy Protocol (VRRP)

® interface_up: The interface is considered to be down based on the interfaces
down time, and the amount of time an initial connection to the interface takes
before thistest is considered to have failed.

¢ (Optional) Set the amount of time that the interface can be down before
thistest is considered to have failed:

(config network interface eth ipv4 surelink target 0)> interface_down_time value
(config network interface eth ipv4 surelink target 0)>

where value is any number of weeks, days, hours, minutes, or seconds, and
takes the format number{w|d|h|m|s}.

For example, to set interface_down_time to ten minutes, enter either
10m or 600s:

(config network interface eth ipv4 surelink target 0)> interface_down_time 600s
(config network interface eth ipv4 surelink target 0)>
The default is 60 seconds.
¢ (Optional) Set the amount of time to wait for an initial connection to the
interface before thistest is considered to have failed:

(config network interface eth ipv4 surelink target 0)> interface_timeout value
(config network interface eth ipv4 surelink target 0)>

where value is any number of weeks, days, hours, minutes, or seconds, and
takes the format number{w|d|h|m|s}.

For example, to set interface_timeout to ten minutes, enter either 10m or
600s:

(config network interface eth ipv4 surelink target 0)> interface_timeout 600s
(config network interface eth ipv4 surelink target 0)>

The default is 60 seconds.
9. Savethe configuration and apply the change

(config)> save
Configuration saved.
>

10. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Example: VRRP/VRRP+ configuration

This example configuration creates a VRRP pool containing two 1X10 devices:
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Device two (backup) configuration
LAN:

« IP address: 192.168.3.2

« Gateway: 192.168.3.1

« DHCP server.
= Lease range start- 192.168.3.200
= Lease range end: 192.168.3.250
= Custom gateway: 192.168.3.3

« Surelink: Enabled
= Interval: 158
= Test type: Ping test
= Ping host: my.devicecloud.com

VRRP:

Device one (master) configuration:
LAN:

« IP address: 192.168.3.1
« DHCP server:
» Lease range start: 192.168.3.100

» Lease range end: 192.168.3.199
» Custom gateway: 192.168.3.3
RP:
= Interface” LAN
= Router ID: 50

» Viriual IP: 192.168.3.3 « Inlerface: LAN

= Priority: 100 « Router 1D: 50
VRRP+ « Virtual IP- 192.168.3.3

« Monitor interface: Modem « Priority: 80

= Weight: 30 VRRP+

« Monitor interface: Modem

« Monitor VRRP+ master: True
= Weight: 30

Configure device one (master device)

Task 1. Configure VRRP on device one

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
Cick Settings.
dick to expand Config.

Local Web UI:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

@owtbors  suws @ ©sinin

The Configuration window is displayed.
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D | G | @ Dashboard 88 Status £ System O admin
oigixo

3. dick Network > VRRP.
4. For Add VRRP instance, type a name for the VRRP instance and click Yo

The new VRRP instance configuration is displayed.

Cick Enable.

For Interface, select Interface: ETH.

For Router ID, leave at the default setting of 50.
For Priority, leave at the default setting of 100.

© © N o O

Cick to expand Virtual IP addresses.
10. dick Yo add a virtual IP address.

11. For Virtual IP, type 192.168.3.3.
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Task 2: Configure VRRP+ on device one

dick to expand VRRP+.

Cick Enable.

Cick to expand Monitor interfaces.
dick Y¥0 add an interface for monitoring.

A wDdh PR

5. Select Interface: Modem.
6. For Priority modifier, type 30.

Task 3: Configure the IP address for the VRRP interface, ETH, on device one

1. dick Network > Interfaces > ETH > IPv4
2. For Address, type 192.168.3.1/24.

Task 4. Configure the DHCP server for ETH on device one

Cick to expand Network > Interfaces > ETH > 1Pv4 > DHCP Server
For Lease range start, leave at the default of 100.

For Lease range end, type 199.

Qick to expand Advanced settings.

For Gateway, select Custom.

For Custom gateway, enter 192.168.3.3.

o s~ Wb P

7. dick Apply to save the configuration and apply the change.
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Task 1. Configure VRRP on device one

1. Select the device in Remote Manager and click Actions > Open Console, or loginto the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Oeate the VRRP instance:

(config)> add network vrrp VRRP_test
(config network vrrp VRRP_test)>

4, Enable the VRRP instance:

(config network vrrp VRRP_test)> enable true
(config network vrrp VRRP_test)>

5. Set the VRRP interface to ETH:

(config network vrrp VRRP_test)> interface /network/interface/eth
(config network vrrp VRRP_test)>

6. Add the virtual IP address associated with this VRRP instance.

(config network vrrp VRRP_test)> add virtual_address end 192.168.3.3
(config network vrrp VRRP_test)>
Task 2: Configure VRRP+ on device one

1. Enable VRRP+:

(config network vrrp VRRP_test)> vrrp_plus enable true
(config network vrrp VRRP_test )>

2. Add the interface to monitor:

(config network vrrp VRRP_test)> add vrrp_plus monitor_interface end /network/interface/modem
(config network vrrp VRRP_test)>

3. Set the amount that the device's priority should be decreased or increased due to SureLink
connectivity failure or success to 30:

(config network vrrp VRRP_test )> network vrrp VRRP_test vrrp_plus weight 30
(config network vrrp VRRP_test )>
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Task 3: Configure the IP address for the VRRP interface, ETH, on device one

1. Type...toreturnto the root of the config prompt:

(config network vrrp VRRP_test )> ...
(config)>

2. Set the IP address for ETH:
(config)> network interface eth ipv4 address 192.168.3.1/24
(config)>
Task 4: Configure the DHCP server for ETH on device one

1. Setthe start and end addresses of the DHCP pool to use to assign DHCP addressesto clients:
a. Setthe start addressto 100:

(config)> network interface eth ipv4 dhcp_server lease_start 100
(config)>

b. Set the end addressto 199:

(config)> network interface eth ipv4 dhcp_server lease_end 199
(config)>

2. Set the DHCP server gateway type to custom:

(config)> network interface eth ipv4 dhcp_server advanced gateway custom
(config)>

3. Set the custom gateway to 192.168.3.3:

(config)> network interface eth ipv4 dhcp_server advanced gateway_custom 192.168.3.3
(config)>

4. Save the configuration and apply the change
(config)> save

Configuration saved.
>

5. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure device two (backup device)

Task 1: Configure VRRP on device two

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
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2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your

device.
b. dickthe Device ID.
c. dick Settings.
d. dickto expand Config.

Local Web UI:

a. Onthe menu, click System. Under Configuration, click Device Configuration.

@ostvons Bsuus g ©sinin

The Configuration window is displayed.

D I G I @ Dashboard B Status £ System O admin
Digi 0

3. dick Network > VRRP.
4. For Add VRRP instance, type a name for the VRRP instance and click Yo

The new VRRP instance configuration is displayed.
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© © N o O

Cick Enable.

For Interface, select Interface: ETH.

For Router ID, leave at the default setting of 50.
For Priority, type 80.

Cick to expand Virtual IP addresses.

dick Y¥0 add a virtual IP address.

For Virtual IP, type 192.168.3.3.

Task 2: Configure VRRP+ on device two

A wDd PR

Qick to expand VRRP+.

dick Enable.

dick to expand Monitor interfaces.
Cick k0 add an interface for monitoring.

Select Interface: Modem.
dick to enable Monitor VRRP+ master.
For Priority modifier, type 30.

Mrtual Router Redundancy Protocol (VRRP)

Task 3: Configure the IP address for the VRRP interface, ETH, on device two

1. dick Network >Interfaces >ETH > 1Pv4
2. For Address, type 192.168.3.2/24.
For Default gateway, type the IP address of the VRRP interface on the master device,

configured above in Task 3, step 2 (192.168.3.1).

‘‘‘‘‘‘
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Task 4. Configure SureLink for ETH on device two

Cick Network > Interfaces > ETH >1Pv4 > SureLink.
Cick Enable.

For Interval, type 15s.

Cick to expand Test targets > Test target.

For Test Type, select Ping test.

For Ping host, type https://remotemanager.digi.com.

o 00~ wWwDd P

Task 5: Configure the DHCP server for ETH on device two

Qick to expand Network > Interfaces > ETH > IPv4 > DHCP Server
For Lease range start, type 200.

For Lease range end, type 250.

Cick Advanced settings.

For Gateway, select Custom.

For Custom gateway, enter 192.168.3.3.

o g s~ wbdpRE

7. dick Apply to save the configuration and apply the change.

Task 1: Configure VRRP on device two

1. Select the device in Remote Manager and click Actions > Open Console, or loginto the 1X10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.
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2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Create the VRRP instance:

(config)> add network vrrp VRRP_test
(config network vrrp VRRP_test)>

4. Enable the VRRP instance:

(config network vrrp VRRP_test)> enable true
(config network vrrp VRRP_test)>

5. Set the VRRP interface to ETH:

(config network vrrp VRRP_test)> interface /network/interface/eth
(config network vrrp VRRP_test)>

6. Add the virtual IP address associated with this VRRP instance.

(config network vrrp VRRP_test)> add virtual_address end 192.168.3.3
(config network vrrp VRRP_test)>
Task 2: Configure VRRP+ on device two
1. Enable VRRP+

(config network vrrp VRRP_test)> vrrp_plus enable true
(config network vrrp VRRP_test )>

2. Add the interface to monitor:

(config network vrrp VRRP_test)> add vrrp_plus monitor_interface end /network/interface/modem
(config network vrrp VRRP_test)>

3. Enable the ability to monitor the master device:

(config network vrrp VRRP_test)> vrrp_plus monitor_master true
(config network vrrp VRRP_test)>

4. Set the amount that the device's priority should be decreased or increased due to SureLink
connectivity failure or success to 30:

(config network vrrp VRRP_test )> network vrrp VRRP_test vrrp_plus weight 30
(config network vrrp VRRP_test )>
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Task 3: Configure the IP address for the VRRP interface, ETH, on device two

1. Type...toreturnto the root of the config prompt:

(config network vrrp VRRP_test )> ...
(config)>

2. Set the IP address for ETH:

(config)> network interface eth ipv4 address 192.168.3.2
(config)>

3. Set the default gateway to the IP address of the VRRP interface on the master device,
configured above in Task 3, step 2 (192.168.3.1).

(config)> network interface eth ipv4 gateway 192.168.3.1
(config)>

Task 4: Configure SureLink for ETH on device two

1. Enable SureLink on the ETH interface:

(config)> network interface eth ipv4 surelink enable true
(config)>

2. Oreate a Surelink test target:

(config)> add network interface eth ipv4 surelink target end
(config network interface eth ipv4 surelink target 0)>

3. Set the type of test to ping:

(config network interface eth ipv4 surelink target 0)> test ping
(config network interface eth ipv4 surelink target 0)>

4. Set https://[remotemanager.digi.com as the hostname to ping:

(config network interface eth ipv4 surelink target 0)> ping_host https://remotemanager.digi.com
(config network interface eth ipv4 surelink target 0)>

Task 5: Configure the DHCP server for ETH on device two

1. Type...toreturnto the root of the configuration prompt:

(config network interface eth ipv4 surelink target 0)> ...
(config)>

2. Set the start and end addresses of the DHCP pool to use to assign DHCP addresses to clients:
a. Set the start addressto 200:

(config)> network interface eth ipv4 dhcp_server lease_start 200
(config)>
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b. Set the end address to 250:

(config)> network interface eth ipv4 dhcp_server lease_end 250
(config)>

3. Set the DHCP server gateway type to custom:

(config)> network interface eth ipv4 dhcp_server advanced gateway custom
(config)>

4. Set the custom gateway to 192.168.3.3:

(config)> network interface eth ipv4 dhcp_server advanced gateway_custom 192.168.3.3
(config)>

5. Save the configuration and apply the change

(config)> save
Configuration saved.
>

6. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Show VRRP status and statistics

This section describes how to display VRRP status and statistics for a IX10 device. VRRP statusis
available from the Web Ul only.

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Accessthe device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. dick Settings.
d. dick to expand Config.

Local Web UI:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

@outbons Hsuws @ o
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The Configuration window is displayed.

0IGI @oastboord  EESas g Syem O wcmin
Digi x10

3. dick Status > VRRP.
The Virtual Router Redundancy Protocol window is displayed.

.......

1. Select the device in Remote Manager and click Actions >Open Console, or log into the IX10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the Admin CLI prompt, type show vrrp:

> show vrrp

VRRP  Status Proto State Virtual IP

VRRP_test Up IPv4 Backup 10.10.10.1
VRRP_test Up IPv4 Backup 100.100.100.1
>

3. To display additional information about a specific VRRP instance, at the Admin CLI prompt,
type show vrrp name name:

> show vrrp name VRRP_test

VRRP_test VRRP Status
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Enabled : True
Status :Up
Interface Jlan
IPv4

Virtual IP address(es) : 10.10.10.1, 100.100.100.1
Current State : Master

Current Priority  : 100

Last Transition : Tue Jan 100:00:39 2019

Became Master 1
Released Master :0
Adverts Sent 171

Adverts Received :4
Priority Zero Sent  : 0
Priority zero Received : 0
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Mirtual Private Networks (VPNs) are used to securely connect two private networks together so that
devices can connect from one network to the other using secure channels.

This chapter contains the following topics:

O BNV PN
Generic Routing Encapsulation (GRE)
Dynamic Multipoint VPN (DMVPN)
L2TP

M S ..
NEMO
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IPsec

IPsec is a suite of protocols for creating a secure communication link—an IPsec tunnel—between a
host and a remote IP network or between two IP networks across a public network such as the
Internet.

IPsec data protection
IPsec protects the data being sent across a public network by providing the following:

Data origin authentication
Authentication of data to validate the origin of data when it is received.

Data integrity
Authentication of data to ensure it has not been modified during transmission.

Data confidentiality

Encryption of data sent across the IPsec tunnel to ensure that an unauthorized device cannot read
the data.

Anti-Replay

Authentication of data to ensure an unauthorized device has not injected it into the IPsec tunnel.

IPsec mode
The IX10 supports the Tunnel mode. With the Tunnel mode, the entire IP packet is encrypted and/or

authenticated and then encapsulated as the payload in a new IP packet. Transport mode is not
currently supported.

IPsec modes
IPsec can run in two different modes: Tunnel and Transport.
Tunnel

The entire IP packet is encrypted and/or authenticated and then encapsulated asthe payload in a
new IP packet.

Transport

Only the payload of the IP packet is encrypted and/or authenticated. The IP header is left
untouched. This mode has limitations when using an authentication header, because the IP
addresses in the IP header cannot be translated (for example, with Network Address Translation
(NAT), asit would invalidate the authentication hash value.

Internet Key Exchange (IKE) settings

IKE is a key management protocol that allows IPsec to negotiate the security associations (SAs) that
are used to create the secure IPsec tunnel. Both IKEv1 and IKEv2 are supported.

SAnegotiations are performed in two phases, known as phase 1 and phase 2.

Phase 1

In phase 1, IKE creates a secure authenticated communication channel between the device and the
peer (the remote device which is at the other end of the IPsec tunnel) using the configured pre-shared
key and the Diffie-Hellman key exchange. This creates the IKE SAs that are used to encrypt further IKE
communications.

For IKEVv1, there are two modes for the phase 1 negotiation: Main mode and Aggressive mode. IKEv2
does not use these modes.
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Main mode
Main mode is the default mode. It is slower than aggressive mode, but more secure, in that all
sensitive information sent between the device and its peer is encrypted.

Aggressive mode

Aggressive mode is faster than main mode, but is not as secure as main mode, because the device
and its peer exchange their IDs and hash information in clear text instead of being encrypted.
Aggressive mode is usually used when one or both of the devices have a dynamic external IP
address.

Phase 2

In phase 2, IKE negotiates the SAs for IPsec. This creates two unidirectional SAs, one for each
direction. Once the phase 2 negotiation is complete, the IPsec tunnel should be fully functional.

IPsec and IKE renegotiation

To reduce the chances of an IPsec tunnel being compromised, the IPsec SAs and IKE SAare
renegotiated at a regular interval. This results in different encryption keys being used in the IPsec
tunnel.

Authentication

dient authenticaton

XAUTH (extended authentication) pre-shared key authentication mode provides additional security by
using client authentication credentials in addition to the standard pre-shared key. The 1X10 device can
be configured to authenticate with the remote peer as an XAUTH client.

RSA Signatures

With RSA signatures authentication, the IX10 device uses a private RSAkey to authenticate with a
remote peer that is using a corresponding public key.

Certificate-based Authentication

X509 certificate-based authentication makes use of private keys on both the server and client which
are secured and never shared. Both the server and client have a certificate which is generated with
their respective private key and signed by a Certificate Authority (CA).

The IX10 implementation of IPsec can be configured to use X509 certificate-based authentication
using the private keys and certificates, along with a root CA certificate from the signing authority and,
if available, a Certificate Revocation List (CRL).

Configure an IPsec tunnel
Configuring an IPsec tunnel with a remote device involves configuring the following items:
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Required configuration items

= |Psec tunnel configuration items:

Aname for the tunnel.

If the tunnel name is more than eight characters, the name will be truncated in the
underlying network interface to the first six characters followed by three digits,
incrementing from 000. This affects any custom scripts or firewall rules that may be trying
to adjust the tunnel’sinterface or routing table entries.

The mode: either tunnel or transport.

Enable the IPsec tunnel.

The IPsec tunnel is enabled by default.

The firewall zone of the IPsec tunnel.

The routing metric for routes associated with this IPsec tunnel.

The authentication type and pre-shared key or other applicable keys and certificates.

If SCEP certificates will be selected as the Authentication type, create the SCEP client prior
to configuring the IPsec tunnel. See Configure a Smple Certificate Enrollment Protocol
client for instructions.

The local endpoint type and ID values, and the remote endpoint host and ID values.

= |KE configuration items

The IKE version, either IKEv1 or IKEv2.
Whether to initiate a key exchange or wait for an incoming request.
The IKEmode, either main aggressive.

The IKE authentication protocol to use for the IPsec tunnel negotiation during phase 1 and
phase 2.

The IKE encryption protocol to use for the IPsec tunnel negotiation during phase 1 and
phase 2.

The IKE Diffie-Hellman group to use for the IPsec tunnel negotiation during phase 1 and
phase 2.

= Fnable dead peer detection and configure the delay and timeout.

= Destination networks that require source NAT.

= Active recovery configuration. See Configure SureLink active recovery for IPsec for information
about IPsec active recovery.

Additional configuration items

The following additional configuration settings are not typically configured to get an IPsec tunnel
working, but can be configured as needed:

= Determine whether the device should use UDP encapsulation even when it does not detect
that NAT is being used.

= |f using IPsec failover, identify the primary tunnel during configuration of the backup tunnel.
= The Network Address Translation (NAT) keep alive time.
= The protocol, either Encapsulating Security Payload (ESP) or Authentication Header (AH).
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= The management priority for the IPsec tunnel interface. The active interface with the highest
management priority will have its address reported as the preferred contact address for
central management and direct device access.

= Enable XAUTH client authentication, and the username and password to be used to
authenticate with the remote peer.

= Enable Mode-configuration (MODECFG) to receive configuration information, such asthe
private IP address, from the remote peer.

= Disable the padding of IKE packets. This should normally not be done except for compatibility
purposes.

®  Destination networks that require source NAT.

= Depending on your network and firewall configuration, you may need to add a packet filtering
rule to allow incoming IPsec traffic.

® Tunnel and key renegotiating
» The lifetime of the IPsec tunnel before it is renegotiated.
e The amount of time before the IKE phase 1 lifetime expires.
e The amount of time before the IKE phase 2 lifetime expires
» The lifetime margin, a randomizing amount of time before the IPsec tunnel is renegotiated.

if the remote networks for an IPsec tunnel overlap with the networks for a WAN internet
connection (wired, cellular, or otherwise), you must configure a static route to direct the traffic either
through the IPsec tunnel, or through the WAN (outside of the IPsec tunnel). See Configure a static
route for information about configuring a static route.

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Qick the Device ID.
c. dick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

@ostbond Bsouws o

The Configuration window is displayed.
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D | G | @ Dashboard 88 Status £ System O admin
oigixo

3. dick VPN > IPsec.
4. dick to expand Tunnels.
5. For Add IPsec tunnel, type a name for the tunnel and click Yo

The new IPsec tunnel configuration is displayed.

6. The IPsec tunnel is enabled by default. To disable, toggle off Enable.

(Optional) Preferred tunnel provides an optional mechanism for IPsec failover behavior. See
Configure IPsec failover for more information.

8. (Optional) Enable Force UDP encapsulation to force the tunnel to use UDP encapsulation
even when it does not detect that NAT is being used.

9. For Zone, select the firewall zone for the IPsec tunnel. Generally this should be left at the
default of IPsec.
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Depending on your network configuration, you may need to add a packet filtering rule to
allow incoming traffic. For example, for the IPsec zone:

a. dick to expand Firewall > Packet filtering.
b. For Add packet filter, click Yo

c. For Label, type Allow incoming IPsec traffic.
d. For Source zone, select IPsec.

Leave all other fields at their default settings.

10. For Metric, enter or select the priority of routes associated with this IPsec tunnel. When more
than one active route matches a destination, the route with the lowest metric is used.

The metric can also be used in tandem with SureLink to configure IPsec failover behavior. See
Configure IPsec failover for more information.

11. For Mode, select Tunnel mode. Transport mode is not currently supported.
12. Select the Mode, either:

= Tunnel mode: The entire IP packet is encrypted and/or authenticated and then
encapsulated asthe payload in a new IP packet.

= Transport mode: Only the payload of the IP packet is encrypted and/or authenticated.
The IP header is unencrypted.

13. Select the Protocol, either:
= ESP (Encapsulating Security Payload): Provides encryption as well as authentication
and integrity.
= AH (Authentication Header): Provides authentication and integrity only.
14. Strict routing is disabled by default. Toggle on to enable.
Strict routing makes IPsec behave like a policy-based VPN, rather than a route-based VPN.
15. dick to expand Authentication.

Pre-shared key -

Pre-shared key

a. For Authentication type, select one of the following:
= Pre-shared key: Uses a pre-shared key (PSK) to authenticate with the remote peer.
i. Typethe Pre-shared key.

= Asymmetric pre-shared keys: Uses asymmetric pre-shared keys to authenticate
with the remote peer.
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i. For Local key, type the local pre-shared key. This must be the same as the
remote key on the remote host.

ii. For Remote key, type the remote pre-shared key. This must be the same as
the local key on the remote host.

= RSAsignature: Uses a private RSA key to authenticate with the remote peer.
i. For Private key, paste the device's private RSAkey in PEM format.

ii. Typethe Private key passphrase that is used to decrypt the private key.
Leave blank if the private key is not encrypted.

iii. For Peer public key, paste the peer's public RSAkey in PEM format.

®  SCEP certificates: Uses Simple Certificate Enrollment Protocol (SCEP) to download
a private key, certificates, and an optional Certificate Revocation List (CRL) to the
IX10 device from a SCEP server.

You must create the SCEP client prior to configuring the IPsec tunnel. See Configure
a Simple Certificate Enrollment Protocol client for instructions.

i. For SCEP dient, select the SCEP client.

m X.509 certificate: Uses private key and X509 certificates to authenticate with the
remote peer.

i. For Private key, paste the device's private RSAkey in PEM format.

ii. Typethe Private key passphrase that is used to decrypt the private key.
Leave blank if the private key is not encrypted.

iii. For Certificate, paste the local X509 certificate in PEM format.
iv. For Peer verification, select either:

» Peer certificate: For Peer certificate, paste the peer's X509 certificate in
PEM format.

e Certificate Authority: For Certificate Authority chain, paste the
Certificate Authority (CA) certificates. These must include all peer
certificatesin the chain up to the root CA certificate, in PEM format.

16. (Optional) For Management Priority, set the management priority for this IPsec tunnel. A
tunnel that is up and has the highest priority will be used for central management and direct
device access.

17. (Optional) To configure the device to connect to its remote peer as an XAUTH client:
a. Cick to expand XAUTH client.

v XAUTH client

Enable

Username

b. dick Enable.

c. Typethe Username and Password that the device will use to authenticate as an
XAUTH client with the peer.

18. (Optional) dick Enable MODECFG client to receive configuration information, such asthe
private IP address, from the remote peer.
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19. dick to expand Local endpoint.
a. For Type, select either:
= Default route: Uses the same network interface as the default route.
= |nterface: Select the Interface to be used as the local endpoint.
b. dickto expand ID.
i. Select the IDtype:

= Auto: The ID will be automatically determined from the value of the tunnels
endpoints.

= Raw: Enter an ID and have it passed unmaodified to the underlying IPsec stack.
For Raw ID value, type the ID that will be passed.
= Any: Any ID will be accepted.

= |[Pv4: The IDwill be interpreted as an IP address and sent as an ID_IPv4_ADDR
IKEidentity.

For IPv4 ID value, type an IPv4 formatted ID. This can be a fully-qualified
domain name or an IPv4 address.

= |Pv6: The IDwill be interpreted as an IP address and sent asan ID_IPV6_ADDR
IKE identity.

For IPv6 1D value, type an IPv6 formatted ID. This can be a fully-qualified
domain name or an IPv6 address.

®  RFCB822/Email: The IDwill be interpreted as an RFC822 (email address).
For RFC822 ID value, type the IDin internet email address format.

= FQDN: The IDwill be interpreted as FQDN (Fully Qualified Domain Name) and
sent as an ID_FQDN IKE identity.

For FQDN ID value, type the ID as an FQDN.

m KeylD: The IDwill be interpreted as a Key ID and sent asan ID_KEY _ID IKE
identity.

For KEYID ID value, type the key ID.

= MAC address: The device's primary MAC address will be used as the ID and
sent asa ID_KEY ID IKEidentity.

® Serial number: The device's serial number will be used as the ID and sent as a
ID_KEY _ID IKE identity.

20. dick to expand Remote endpoint.
a. For IP version, select either IPv4 or IPv6.
b. For Hostname list selection, select one of the following:

= Round robin: Attempts to connect to hostnames sequentially based on the list
order.

= Random: Randomly selects an IPsec peer to connect to from the hostname list.
= Priority ordered: Selects the first hostname in the list that is resolvable.
c. dickto expand Hostname.
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i. dick Vaext to Add Hostname.

ii. For Hostname, type a hostname or IPv4 address. If your device is not configured to
initiate the IPsec connection (see IKE > Initiate connection), you can also use the
keyword any, which means that the hostname is dynamic or unknown.

iii. Qick Yiagain to add additional hostnames.
d. dicktoexpand ID.
i. Select the IDtype:

Auto: The IDwill be automatically determined from the value of the tunnels
endpoints.

Raw: Enter an ID and have it passed unmodified to the underlying IPsec stack.
For Raw ID value, type the ID that will be passed.
Any: Any ID will be accepted.

IPv4: The ID will be interpreted as an IPv4 address and sent asan ID_IPV4 _
ADDR IKE identity.

For IPv4 1D value, type an IPv4 formatted ID. This can be a fully-qualified
domain name or an IPv4 address.

IPv6: The ID will be interpreted as an IPv6 address and sent asan ID_IPV6_
ADDR IKE identity.

For IPv6 ID value, type an IPv6 formatted ID. This can be a fully-qualified
domain name or an IPv6 address.

RFC822/Email: The IDwill be interpreted as an RFC822 (email address).
For RFC822 ID value, type the IDin internet email address format.

FQDN: The IDwill be interpreted as FQDN (Fully Qualified Domain Name) and
sent as an ID_FQDN IKE identity.

For FQDN ID value, type the ID as an FQDN.

KeyID: The IDwill be interpreted as a Key ID and sent asan ID_KEY_ID IKE
identity.
For KEYID ID value, type the key ID.

MAC address: The device's primary MAC address will be used as the IDand
sent as a ID_KEY ID IKEidentity.

Serial number: The device's serial number will be used as the ID and sent as a
ID_KEY _ID IKE identity.

21. dick to expand Policies.
Policies define the network traffic that will be encapsulated by this tunnel.
a. dick Yo create a new policy.
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b. dick to expand Local traffic selector.

c. For Type, select one of the following:

= Address: The address of a local network interface.
For Address, select the appropriate interface.
= Network: The subnet of alocal network interface.
For Address, select the appropriate interface.
= Custom network: Auser-defined network.
For Custom network, enter the IPv4 address and optional netmask.
= Request a network: Requests a network from the remote peer.
= Dynamic: Uses the address of the local endpoint.
For Protocol, select one of the following:

= Any: Matches any protocol.

= TCP: Matches TCP protocol only.

= UDP: Matches UDP protocol only.

= |CMP: Matches ICMP requests only.

= COther protocol: Matches an unlisted protocol.

If Other protocol is selected, type the number of the protocol.

For Port, type the port matching criteria.
Alowed values are a port number, a range of port numbers, or any.
(Optional) dick to expand Remote traffic selector.

For Remote network, enter the IP address and optional netmask of the remote network.
For Protocol, select one of the following:

= Any: Matches any protocol.

®  TCP: Matches TCP protocol only.

= UDP: Matches UDP protocol only.

= |CMP: Matches ICMP requests only.

= Other protocol: Matches an unlisted protocol.

If Other protocol is selected, type the number of the protocol.
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i. For Port, type the port matching criteria.

Alowed values are a port number, a range of port numbers, or any.

22. dick to expand IKE.
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Mode M

Enable padding

Phase 1 lifetime

a. For IKE version, select either IKEv1 or IKEV2. This setting must match the peer's IKE
version.

b. Initiate connection instructs the device to initiate the key exchange, rather than waiting
for an incoming request. This must be disabled if Remote endpoint >Hostname is set to
any.

For Mode, select either Main mode or Aggressive mode.
For IKE fragmentation, select one of the following:
= |f supported by the peer: Send oversized IKE messages in fragments, if the peer
supports receiving them.
= Always: Always send IKEv1 messages in fragments. For IKEv2, this option is
equivalent to If supported by the peer.
= Never: Do not send oversized IKE messages in fragments.
= Accept: Do not send oversized IKE messages in fragments, but announce support
for fragmentation to the peer.
The default is Always.

e. For Enable padding, click to disable the padding of IKE packets. This should normally not
be disabled except for compatibility purposes.

f. For Phase 1 lifetime, enter the amount of time that the IKE security association expires
after a successful negotiation and must be re-authenticated.

Alowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m|s}.
For example, to set Phase 1 lifetime to ten minutes, enter 10m or 600s.

g. For Phase 2 lifetime, enter the amount of time that the IKE security association expires
after a successful negotiation and must be rekeyed.

Alowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m|s}.
For example, to set Phase 2 lifetime to ten minutes, enter 10m or 600s.
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h.

-

For Lifetime margin, enter a randomizing amount of time before the IPsec tunnel is
renegotiated.

Alowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m|s}.
For example, to set Lifetime margin to ten minutes, enter 10m or 600s.
Cick to expand Phase 1 Proposals.
i. dick Yo create a new phase 1 proposal.
ii. For Cipher, select the type of encryption.
iii. For Hash, select the type of hash to use to verify communication integrity.

iv. For Diffie-Hellman group, select the type of Diffie-Hellman group to use for key
exchange.

v. You can add additional Phase 1 proposals by clicking Yaext to Add Phase 1 Proposal.
Cick to expand Phase 2 Proposals.

i. dick ko create a new phase 2 proposal.

ii. For Cipher, select the type of encryption.
iii. For Hash, select the type of hash to use to verify communication integrity.

iv. For Diffie-Hellman group, select the type of Diffie-Hellman group to use for key
exchange.

v. You can add additional Phase 2 proposals by clicking Yaext to Add Phase 2 Proposal.

23. (Optional) dick to expand Dead peer detection. Dead peer detection is enabled by default.
Dead peer detection uses periodic IKE transmissions to the remote endpoint to detect whether
tunnel communications have failed, allowing the tunnel to be automatically restarted when
failure occurs.

a.
b.

To enable or disable dead peer detection, click Enable.

For Delay, type the number of seconds between transmissions of dead peer packets. Dead
peer packets are only sent when the tunnel isidle.

For Timeout, type the number of seconds to wait for a response from a dead peer packet
before assuming the tunnel has failed.

24. (Optional) dick to expand NAT to create a list of destination networks that require source NAT.

a.
b.

dick Ymext to Add NAT destination.

For Destination network, type the IPv4 address and optional netmask of a destination
network that requires source NAT. You can also use any, meaning that any destination
network connected to the tunnel will use source NAT.

25. See Configure SureLink active recovery for IPsec for information about IPsec Active recovery.

26. (Optional) dick Advanced to set various IPsec-related time out, keep alive, and related values.

27. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or loginto the 1X10
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.
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2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Add an IPsec tunnel. For example, to add an IPsec tunnel named ipsec_example:

(config)> add vpn ipsec tunnel ipsec_example
(config vpn ipsec tunnel ipsec_example)>

The IPsec tunnel is enabled by default. To disable:

(config vpn ipsec tunnel ipsec_example)> enable false
(config vpn ipsec tunnel ipsec_example)>

4. (Optional) Set the tunnel to use UDP encapsulation even when it does not detect that NAT is
being used:

(config vpn ipsec tunnel ipsec_example)> force_udp_encap true
(config vpn ipsec tunnel ipsec_example)>

5. Set the firewall zone for the IPsec tunnel. Generally this should be left at the default of ipsec.

(config vpn ipsec tunnel ipsec_example)> zone zone
(config vpn ipsec tunnel ipsec_example)>

To view alist of available zones:
(config vpn ipsec tunnel ipsec_example)> zone ?

Zone: The firewall zone assigned to this IPsec tunnel. This can be used by packet filtering rules
and access control lists to restrict network traffic on this tunnel.
Format:

any

dynamic_routes

edge

external

internal

ipsec

loopback

setup
Default value: ipsec
Current value: ipsec

(config vpn ipsec tunnel ipsec_example)>

Depending on your network configuration, you may need to add a packet filtering rule to
allow incoming traffic. For example, for the IPsec zone:
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a. Type...to move to the root of the configuration:

(config vpn ipsec tunnel ipsec_example)> ...
(config)>

b. Add a packet filter:

(config)> add firewall filter end
(config firewall filter 2)>

C. Set thelabel to Allow incoming IPsec traffic:

(config config firewall filter 2)> label "Allow incoming IPsec traffic"
(config firewall filter 2)>

d. Set the source zone to ipsec:

(config config firewall filter 2)> src_zone ipsec
(config firewall filter 2)>

6. Set the metric for the IPsec tunnel. When more than one active route matches a destination,
the route with the lowest metric is used. The metric can also be used in tandem with SureLink
to configure IPsec failover behavior. See Configure |Psec failover for more information.

(config vpn ipsec tunnel ipsec_example)> metric value
(config vpn ipsec tunnel ipsec_example)>

where value is any integer between 0 and 65535.
7. Set the mode:

(config vpn ipsec tunnel ipsec_example)> mode mode
(config vpn ipsec tunnel ipsec_example)>

where mode is either:

= tunnel: The entire IP packet is encrypted and/or authenticated and then encapsulated
as the payload in a new IP packet.

= transport: Only the payload of the IP packet is encrypted and/or authenticated. The IP
header is unencrypted.

The default istunnel.
8. Set the protocol:

(config vpn ipsec tunnel ipsec_example)> type protocol
(config vpn ipsec tunnel ipsec_example)>

where protocol is either:
= esp (Encapsulating Security Payload): Provides encryption as well as authentication
and integrity.
= ah (Authentication Header): Provides authentication and integrity only.
The default is esp.
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9. (Optional) Set the management priority for this IPsec tunnel:

(config vpn ipsec tunnel ipsec_example)> mgmt value
(config vpn ipsec tunnel ipsec_example)>
where value is any interger between 0 and 1000.
10. Set the authentication type:

(config vpn ipsec tunnel ipsec_example)> auth type value
(config vpn ipsec tunnel ipsec_example)>
where value is one of:

® secret: Uses a pre-shared key (PSK) to authenticate with the remote peer.
a. Set the pre-shared key:

(config vpn ipsec tunnel ipsec_example)> auth secret key
(config vpn ipsec tunnel ipsec_example)>

= asymmetric-secrets: Uses asymmetric pre-shared keys to authenticate with the remote
peer.

a. Set the local pre-shared key. This must be the same as the remote key on the
remote host.:

(config vpn ipsec tunnel ipsec_example)> auth local_secret key
(config vpn ipsec tunnel ipsec_example)>

b. Set the remote pre-shared key. This must be the same asthe local key on the
remote host.:

(config vpn ipsec tunnel ipsec_example)> auth remote_secret key
(config vpn ipsec tunnel ipsec_example)>

® rsasig: Uses a private RSAkey to authenticate with the remote peer.
a. Fortheprivate_key parameter, paste the device's private RSAkey in PEM format:

(config vpn ipsec tunnel ipsec_example)> auth private_key key
(config vpn ipsec tunnel ipsec_example)>

b. Set the private key passphrase that is used to decrypt the private key. Leave blank
if the private key is not encrypted.

(config vpn ipsec tunnel ipsec_example)> auth private_key_passphrase passphrase
(config vpn ipsec tunnel ipsec_example)>

c. Forthe peer_public_key parameter, paste the peer's public RSAkey in PEM
format:

(config vpn ipsec tunnel ipsec_example)> auth peer_public_key key
(config vpn ipsec tunnel ipsec_example)>
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®m x509: Uses private key and X509 certificates to authenticate with the remote peer.
a. Fortheprivate_key parameter, paste the device's private RSAkey in PEM format:

(config vpn ipsec tunnel ipsec_example)> auth private_key key
(config vpn ipsec tunnel ipsec_example)>

b. Set the private key passphrase that is used to decrypt the private key. Leave blank
if the private key is not encrypted.

(config vpn ipsec tunnel ipsec_example)> auth private_key_passphrase passphrase
(config vpn ipsec tunnel ipsec_example)>

c. Forthe cert parameter, paste the local X509 certificate in PEM format:

(config vpn ipsec tunnel ipsec_example)> auth cert certificate
(config vpn ipsec tunnel ipsec_example)>

d. Set the method for verifying the peer's X509 certificate:

(config vpn ipsec tunnel ipsec_example)> auth peer_verify value
(config vpn ipsec tunnel ipsec_example)>

where value is either:
e cert: Usesthe peer's X509 certificate in PEM format for verification.

° For the peer_cert parameter, paste the peer's X509 certificate in PEM
format:

(config vpn ipsec tunnel ipsec_example)> auth peer_cert certificate
(config vpn ipsec tunnel ipsec_example)>

» ca: Uses the Certificate Authority chain for verification.

° For the ca_cert parameter, paste the Certificate Authority (CA) certificates.
These must include all peer certificatesin the chain up to the root
CA certificate, in PEM format.

(config vpn ipsec tunnel ipsec_example)> auth ca_cert cert_chain
(config vpn ipsec tunnel ipsec_example)>

11. (Optional) Configure the device to connect to its remote peer as an XAUTH client:
a. Enable XAUTH client functionality:

(config vpn ipsec tunnel ipsec_example)> xauth_client enable true
(config vpn ipsec tunnel ipsec_example)>

b. Set the XAUTH client username:

(config vpn ipsec tunnel ipsec_example)> xauth_client username name
(config vpn ipsec tunnel ipsec_example)>
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c. Set the XAUTH client password:

(config vpn ipsec tunnel ipsec_example)> xauth_client password pwd
(config vpn ipsec tunnel ipsec_example)>

12. (Optional) Enable MODECFG client functionality:

MODECFG client functionality configures the device to receive configuration information, such
as the private IP address, from the remote peer.

a. Enable MODECFG client functionality:

(config vpn ipsec tunnel ipsec_example)> modecfg_client enable true
(config vpn ipsec tunnel ipsec_example)>

13. Configure the local endpoint:
a. Set the method for determining the local network interface:

(config vpn ipsec tunnel ipsec_example)> local type value
(config vpn ipsec tunnel ipsec_example)>

where value is either:
m defaultroute: Uses the same network interface as the default route.
= interface: Select the Interface to be used as the local endpoint.
b. Setthe IDtype:

(config vpn ipsec tunnel ipsec_example)> local id type value
(config vpn ipsec tunnel ipsec_example)>

where value is one of:

= auto: The IDwill be automatically determined from the value of the tunnels
endpoints.

= raw: Enter an ID and have it passed unmodified to the underlying IPsec stack.
Set the unmodified ID that will be passed:

(config vpn ipsec tunnel ipsec_example)> local id type raw_id id
(config vpn ipsec tunnel ipsec_example)>

= any: Any IDwill be accepted.

= jpv4: The IDwill be interpreted as an IPv4 address and sent asan ID_IPV4_ADDR
IKE identity.

Set an IPv4 formatted ID. This can be a fully-qualified domain name or an IPv4
address.

(config vpn ipsec tunnel ipsec_example)> local id type ipv4_id id
(config vpn ipsec tunnel ipsec_example)>

= ipv6: The IDwill be interpreted as an IPv6 address and sent as an ID_IPV6_ADDR
IKE identity.

Set an IPv6 formatted ID. This can be a fully-qualified domain name or an IPv6
address.
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(config vpn ipsec tunnel ipsec_example)> local id type ipv6_id id
(config vpn ipsec tunnel ipsec_example)>

m rfc822: The IDwill be interpreted as an RFC822 (email address).
Set the IDin internet email address format:

(config vpn ipsec tunnel ipsec_example)> local id type rfc822_id id
(config vpn ipsec tunnel ipsec_example)>

= fgdn: The IDwill be interpreted as FQDN (Fully Qualified Domain Name) and sent as
an ID_FQDN IKE identity.

= keyid: The IDwill be interpreted as a Key ID and sent asan ID_KEY _ID IKE identity.
Set the key ID:

(config vpn ipsec tunnel ipsec_example)> local id type keyid_id id
(config vpn ipsec tunnel ipsec_example)>

® mac_address: The device's MAC address will be used for the Key ID and sent as an
ID_KEY _ID IKE identity.

= serial_number: The ID device's serial number will be used for the Key ID and sent
asan ID_KEY ID IKEidentity.

14. Configure the remote endpoint:
a. Add aremote hostname:

(config vpn ipsec tunnel ipsec_example)> add remote hostname end value
(config vpn ipsec tunnel ipsec_example)>

where value is the hostname or IPv4 address of the IPsec peer. If your device is not
configured to initiate the IPsec connection (see ike initiate), you can also use the keyword
any, which means that the hostname is dynamic or unknown.

Repeat for additional hostnames.
b. Set the hostname selection type:

(config vpn ipsec tunnel ipsec_example)> remote hostname_selection value
(config vpn ipsec tunnel ipsec_example)>
where value is one of:

= round_robin: Attemptsto connect to hostnames sequentially based on the list
order.

= random: Randomly selects an IPsec peer to connect to from the hostname list.
= priority: Selects the first hostname in the list that is resolvable.
c. SetthelDtype:

(config vpn ipsec tunnel ipsec_example)> remote id type value
(config vpn ipsec tunnel ipsec_example)>
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where value is one of:
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auto: The IDwill be automatically determined from the value of the tunnels
endpoints.

raw: Enter an ID and have it passed unmaodified to the underlying IPsec stack.
Set the unmodified ID that will be passed:

(config vpn ipsec tunnel ipsec_example)> remote id type raw_id id
(config vpn ipsec tunnel ipsec_example)>

any: Any ID will be accepted.

ipv4: The IDwill be interpreted as an IPv4 address and sent asan ID_IPV4_ADDR
IKE identity.

Set an IPv4 formatted ID. This can be a fully-qualified domain name or an IPv4
address.

(config vpn ipsec tunnel ipsec_example)> remote id type ipv4_id id
(config vpn ipsec tunnel ipsec_example)>

ipv6: The IDwill be interpreted as an IPv6 address and sent as an ID_IPV6_ADDR
IKE identity.

Set an IPv6 formatted ID. This can be a fully-qualified domain name or an IPv6
address.

(config vpn ipsec tunnel ipsec_example)> remote id type ipv6_id id
(config vpn ipsec tunnel ipsec_example)>

rfc822: The ID will be interpreted as an RFC822 (email address).
Set the IDin internet email address format:

(config vpn ipsec tunnel ipsec_example)> remote id type rfc822_id id
(config vpn ipsec tunnel ipsec_example)>

fgdn: The IDwill be interpreted as FQDN (Fully Qualified Domain Name) and sent as
an ID_FQDN IKEidentity.

keyid: The IDwill be interpreted as a Key ID and sent as an ID_KEY _ID IKE identity.
Set the key ID:

(config vpn ipsec tunnel ipsec_example)> remote id type keyid_id id
(config vpn ipsec tunnel ipsec_example)>

mac_address: The device's MAC address will be used for the Key ID and sent as an
ID_KEY_ID IKE identity.

serial_number: The ID device's serial number will be used for the Key ID and sent
asan ID_KEY ID IKEidentity.
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15. Configure IKE settings:
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a. Set the IKE version:

(config vpn ipsec tunnel ipsec_example)> ike version value
(config vpn ipsec tunnel ipsec_example)>

where value is either ikev1 or ikev2. This setting must match the peer's IKE version.

Determine whether the device should initiate the key exchange, rather than waiting for an
incoming request. By default, the device will initiate the key exchange. This must be
disabled if remote hostname is set to any. To disable:

(config vpn ipsec tunnel ipsec_example)> ike initiate false
(config vpn ipsec tunnel ipsec_example)>

Set the IKE phase 1 mode:

(config vpn ipsec tunnel ipsec_example)> ike mode value
(config vpn ipsec tunnel ipsec_example)>

where value is either aggressive or main.
Set the IKE fragmentation:

(config vpn ipsec tunnel ipsec_example)> ike fragmentation value
(config vpn ipsec tunnel ipsec_example)>

where value is one of:

= if_supported: Send oversized IKE messages in fragments, if the peer supports
receiving them.

= always: Aways send IKEv1 messages in fragments. For IKEv2, this option is
equivalent to if supported.

= never: Do not send oversized IKE messages in fragments.

= accept: Do not send oversized IKE messages in fragments, but announce support
for fragmentation to the peer.

The default is always.

Padding of IKE packets is enabled by default and should normally not be disabled except
for compatibility purposes. To disable;

(config vpn ipsec tunnel ipsec_example)> ike pad false
(config vpn ipsec tunnel ipsec_example)>

Set the amount of time that the IKE security association expires after a successful
negotiation and must be re-authenticated:

(config vpn ipsec tunnel ipsec_example)> ike phase1_lifetime value
(config vpn ipsec tunnel ipsec_example)>

where value is any number of weeks, days, hours, minutes, or seconds, and takesthe
format number{w|d|h|m|s}.
For example, to set phasel_lifetime to ten minutes, enter either 10m or 600s:
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(config vpn ipsec tunnel ipsec_example)> ike phase1_lifetime 600s
(config vpn ipsec tunnel ipsec_example)>

The default isthree hours.

g. Set the amount of time that the IKE security association expires after a successful
negotiation and must be rekeyed.

(config vpn ipsec tunnel ipsec_example)> ike phase2_lifetime value
(config vpn ipsec tunnel ipsec_example)>

where value is any number of weeks, days, hours, minutes, or seconds, and takes the
format number{w|d|h|m|s}.
For example, to set phase2_lifetime to ten minutes, enter either 10m or 600s:

(config vpn ipsec tunnel ipsec_example)> ike phase2_lifetime 600s
(config vpn ipsec tunnel ipsec_example)>
The default is one hour.
h. Set arandomizing amount of time before the IPsec tunnel is renegotiated:

(config vpn ipsec tunnel ipsec_example)> ike lifetime_margin value
(config vpn ipsec tunnel ipsec_example)>

where value is any number of weeks, days, hours, minutes, or seconds, and takesthe
format number{w|d|h|m|s}.
For example, to set lifetime_margin to ten minutes, enter either 10m or 600s:

(config vpn ipsec tunnel ipsec_example)> ike lifetime_margin 600s
(config vpn ipsec tunnel ipsec_example)>
The default is nine minutes.
i. Configure the types of encryption, hash, and Diffie-Hellman group to use during phase 1:
i. Add aphase 1 proposal:

(config vpn ipsec tunnel ipsec_example)> add ike phase1_proposal end
(config vpn ipsec tunnel ipsec_example ike phase1_proposal 0)>

ii. Set the type of encryption to use during phase 1:

(config vpn ipsec tunnel ipsec_example ike phase1_proposal 0)> cipher value
(config vpn ipsec tunnel ipsec_example ike phase1_proposal 0)>
where value is one of:
® 3des
® 3es128
® 3es128gcm128
® 3esl128gcm64
B 3es128gcm96
® 3es192
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aes192gcm128
aes192gcmo64
aes192gcm96
aes256
aes256gcm128
aes256gcm64
aes256gcm96
null

The default is 3des.
iii. Set the type of hash to use during phase 1 to verify communication integrity:

(config vpn ipsec tunnel ipsec_example ike phase1_proposal 0)> hash value
(config vpn ipsec tunnel ipsec_example ike phase1_proposal 0)>

where value is one of:

md5
shal
sha256
sha384
sha512

The default is shal.
iv. Set the type of Diffie-Hellman group to use for key exchange during phase 1:
i. Usethe ?to determine available Diffie-Hellman group types:

(config vpn ipsec tunnel ipsec_example ike phase1_proposal 0)> dh_group ?
curve25519

curve448

ecp192

ecp224

(config vpn ipsec tunnel ipsec_example ike phase1_proposal 0)>

ii. Set the Diffie-Hellman group type:

(config vpn ipsec tunnel ipsec_example ike phase1_proposal 0)> dh_group value
(config vpn ipsec tunnel ipsec_example ike phase1_proposal 0)>

The default is modp2048.
v. (Optional) Add additional phase 1 proposals:

i. Move back one level in the schema:

(config vpn ipsec tunnel ipsec_example ike phase1_proposal 0)> ..
(config vpn ipsec tunnel ipsec_example ike phase1_proposal)>

ii. Add an additional proposal:

IPsec
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(config vpn ipsec tunnel ipsec_example ike phase1_proposal)> add end
(config vpn ipsec tunnel ipsec_example ike phase1_proposal 1)>

Repeat the above steps to set the type of encryption, hash, and Diffie-Hellman
group for the additional proposal.

iii. Repeat to add more phase 1 proposals.
j- Configure the types of encryption, hash, and Diffie-Hellman group to use during phase 2:
i. Move back two levelsin the schema:

(config vpn ipsec tunnel ipsec_example ike phase1_proposal 0)> .. ..
(config vpn ipsec tunnel ipsec_example ike)>

ii. Add aphase 2 proposal:

(config vpn ipsec tunnel ipsec_example ike)> add ike phase2_proposal end
(config vpn ipsec tunnel ipsec_example ike phase2_proposal 0)>

iii. Set the type of encryption to use during phase 2:

(config vpn ipsec tunnel ipsec_example ike phase2_proposal 0)> cipher value
(config vpn ipsec tunnel ipsec_example ike phase2_proposal 0)>
where value is one of:
= 3des
® 3es128
® 3es128gcm128
B ges128gcm64
® 3es128gcm96
B 3es192
® 3es192gcm128
® 3es192gcm64
B 3es5192gcm96
B 3es256
® aes256gcm128
B ges256gcm64
B 3es256gcm96
= null
The default is 3des.
iv. Set the type of hash to use during phase 2 to verify communication integrity:

(config vpn ipsec tunnel ipsec_example ike phase2_proposal 0)> hash value
(config vpn ipsec tunnel ipsec_example ike phase2_proposal 0)>

where value is one of:
= md5
® shal
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= sha256
= sha384
® shab512
The default is shal.
v. Set the type of Diffie-Hellman group to use for key exchange during phase 2:
i. Usethe ?to determine available Diffie-Hellman group types:

(config vpn ipsec tunnel ipsec_example ike phase2_proposal 0)> dh_group ?
curve25519

curve448

ecp192

ecp224

(config vpn ipsec tunnel ipsec_example ike phase2_proposal 0)>
ii. Set the Diffie-Hellman group type:

(config vpn ipsec tunnel ipsec_example ike phase2_proposal 0)> dh_group value
(config vpn ipsec tunnel ipsec_example ike phase2_proposal 0)>

The default is modp2048.
vi. (Optional) Add additional phase 2 proposals:
i. Move back one level in the schema:

(config vpn ipsec tunnel ipsec_example ike phase2_proposal 0)> ..
(config vpn ipsec tunnel ipsec_example ike phase2_proposal)>

ii. Add an additional proposal:

(config vpn ipsec tunnel ipsec_example ike phase2_proposal)> add end
(config vpn ipsec tunnel ipsec_example ike phase2_proposal 1)>

Repeat the above stepsto set the type of encryption, hash, and Diffie-Hellman
group for the additional proposal.

iii. Repeat to add more phase 2 proposals.
16. (Optional) Configure dead peer detection:

Dead peer detection is enabled by default. Dead peer detection uses periodic IKE
transmissions to the remote endpoint to detect whether tunnel communications have failed,
allowing the tunnel to be automatically restarted when failure occurs.

a. Change to the root of the configuration schema:

(config vpn ipsec tunnel ipsec_example ike phase2_proposal 0)> ...
(config)>

b. To disable dead peer detection:

(config)> vpn ipsec tunnel ipsec_example dpd enable false
(config)>
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c. Set the number of seconds between transmissions of dead peer packets. Dead peer
packets are only sent when the tunnel isidle. The default is 60.

(config)> vpn ipsec tunnel ipsec_example dpd delay value
(config)>

d. Set the number of seconds to wait for a response from a dead peer packet before
assuming the tunnel has failed. The default is 90.

(config)> vpn ipsec tunnel ipsec_example dpd timeout value
(config)>
17. (Optional) Create a list of destination networks that require source NAT:
a. Add adestination network:

(config)> add vpn ipsec tunnel ipsec_example nat end
(config vpn ipsec tunnel ipsec_example nat 0)>

b. Set the IPv4 address and optional netmask of a destination network that requires source
NAT. You can also use any, meaning that any destination network connected to the tunnel
will use source NAT.

(config vpn ipsec tunnel ipsec_example nat 0)> dst value
(config vpn ipsec tunnel ipsec_example nat 0)>

18. Configure policies that define the network traffic that will be encapsulated by this tunnel:
a. Change to theroot of the configuration schema:

(config vpn ipsec tunnel ipsec_example nat 0)> ...
(config)>

b. Addapolicy:

(config)> add vpn ipsec tunnel ipsec_example policy end
(config vpn ipsec tunnel ipsec_example policy 0)>

c. Set thetype of local traffic selector:

(config vpn ipsec tunnel ipsec_example policy 0)> local type value
(config vpn ipsec tunnel ipsec_example policy 0)>
where value is one of:
® address: The address of a local network interface.
Set the address:
i. Usethe ?to determine available interfaces:
ii. Settheinterface. For example:

(config vpn ipsec tunnel ipsec_example policy 0)> local address eth1
(config vpn ipsec tunnel ipsec_example policy 0)>
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= network: The subnet of alocal network interface.
Set the network:
i. Usethe ?to determine available interfaces:
ii. Settheinterface. For example:

(config vpn ipsec tunnel ipsec_example policy 0)> local network eth1
(config vpn ipsec tunnel ipsec_example policy 0)>
= custom: Auser-defined network.
Set the custom network:

(config vpn ipsec tunnel ipsec_example policy 0)> local custom value
(config vpn ipsec tunnel ipsec_example policy 0)>

where value is the IPv4 address and optional netmask. The keyword any can also
be used.
® request: Requests a network from the remote peer.
= dynamic: Uses the address of the local endpoint.
Set the port matching criteria for the local traffic selector:

(config vpn ipsec tunnel ipsec_example policy 0)> local port value

(config vpn ipsec tunnel ipsec_example policy 0)>
where value is the port number, a range of port numbers, or the keyword any.
Set the protocol matching criteria for the local traffic selector:

(config vpn ipsec tunnel ipsec_example policy 0)> local protocol value
(config vpn ipsec tunnel ipsec_example policy 0)>
where value is one of:
® any: Matches any protocol.
= tcp: Matches TCP protocol only.
= udp: Matches UDP protocol only.
= jcmp: Matches ICMP requests only.
= other: Matches an unlisted protocol.
If other is used, set the number of the protocol:

(config vpn ipsec tunnel ipsec_example policy 0)> local protocol_other int
(config vpn ipsec tunnel ipsec_example policy 0)>

Alowed values are an integer between 1 and 255.

f. Set the IP address and optional netmask of the remote traffic selector:

(config vpn ipsec tunnel ipsec_example policy 0)> remote network value
(config vpn ipsec tunnel ipsec_example policy 0)>
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g. Set the port matching criteria for the remote traffic selector:

(config vpn ipsec tunnel ipsec_example policy 0)> remote port value
(config vpn ipsec tunnel ipsec_example policy 0)>
where value is the port number, a range of port numbers, or the keyword any.
h. Set the protocol matching criteria for the remote traffic selector:

(config vpn ipsec tunnel ipsec_example policy 0)> remote protocol value
(config vpn ipsec tunnel ipsec_example policy 0)>
where value is one of:
= any: Matches any protocol.
= tcp: Matches TCP protocol only.
= udp: Matches UDP protocol only.
= jcmp: Matches ICMP requests only.
= other: Matches an unlisted protocol.
If other is used, set the number of the protocol:

(config vpn ipsec tunnel ipsec_example policy 0)> remote protocol_other int
(config vpn ipsec tunnel ipsec_example policy 0)>

Alowed values are an integer between 1 and 255.
19. (Optional) You can also configure various IPsec related time out, keep alive, and related values:
a. Change to the root of the configuration schema:

(config vpn ipsec tunnel ipsec_example policy 0)> ...
(config)>

b. Usethe ?to determine available options:

(config)> vpn ipsec advanced ?

Advanced: Advanced configuration that applies to all IPsec tunnels.

Parameters Current Value

debug none Debug level

ike_fragment_size 1280 Maximum IKE fragment size
ike_retransmit_tries 5 IKE retransmit tries
keep_alive 40s NAT keep alive time

Additional Configuration

connection_retry_timeout Connection retry timeout
connection_try_interval Connection try interval
ike_timeout IKE timeout

(config)>

CGenerally, the default settings for these should be sufficient.
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¢. You can also enable debugging for IPsec:

(config)> vpn ipsec advanced debug value
(config)>

where value is one of:

none
basic_auditing
detailed_control
generic_control
raw_data
sensitive_data

20. Save the configuration and apply the change

(config)> save
Configuration saved.

>

21. Type exit to exit the Admin CLI.
Depending on your device configuration, you may be presented with an Access selection

menu. Type quit to disconnect from the device.
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Configure IPsec failover
There are two methods to configure the IX10 device to fail over from a primary IPsec tunnel to a
backup tunnel:

= SurelLink active recovery—You can use SurelLink along with the IPsec tunnel's metric to
configure two or more tunnels so that when the primary tunnel is determined to be inactive by
Surelink, a secondary tunnel can begin serving traffic that the primary tunnel was serving.

= Ppreferred tunnel—When multiple IPsec tunnels are configured, one tunnel can be configured
as a backup to another tunnel by defining a preferred tunnel for the backup device.

Required configuration items

= Two or more configured IPsec tunnels: The primary tunnel, and one or more backup tunnels.

= Fther:

« Surelink configured on the primary tunnel with Restart Interface enabled, and the metric
for all tunnels set appropriately to determine which IPsec tunnel has priority. With this
failover configuration, both tunnels are active simultaneously, and there is minimal
downtime due to failover.

« lIdentify the preferred tunnel during configuration of the backup tunnel. In this scenario,
the backup tunnel is not active until the preferred tunnel fails.

With this configuration, when two IPsec tunnels are configured with the same local and remote
endpoints but different metrics, traffic addressed to the remote endpoint will be routed through the
IPsec tunnel with the lower metric.

If SureLink > Restart Interface is enabled for the tunnel with the lower metric, and SureLink
determines that the tunnel is not functioning properly (for example, pingsto a host at the other end
of the tunnel are failing), then:

1. SureLink will shut down the tunnel and renegotiate its IPsec connection.

2. While the tunnel with the lower metric is down, traffic addressed to the remote endpoint will
be routed through the tunnel with the higher metric.

For example:

= Tunnel_1:
e Metric: 10
» Local endpoint >Interface: ETH
e Remote endpoint >Hosthame: 192.168.10.1
e SurelLink configuration:
o Restart Interface enabled
° Test target:
o Te